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FOREWORD 


This  "Information  Security  Program  Regulation,"  DoD  5200. 1-R  is  issued  under 
the  authority  of  DoD  Directive  5200.1,  "DoD  Information  Security  Program,"  June 
7,  1982.  Its  purpose  is  to  govern  the  DoD  Information  Security  Program. 

The  effective  date  of  this  Regulation  is  June  1 ,  1986  except  for  subsection 
8-104  which  shall  become  effective  on  January  1,  1987.  DoD  5200.1-R,  August 
1982  is  canceled  at  the  end  of  May  31,  1986  except  for  its  subsection  8-104 
which  shall  remain  in  effect  through  December  31,  1986. 

The  provisions  of  this  Regulation  apply  to  the  Office  of  the  Secretary  of  De¬ 
fense  (OSD)  and  activities  supported  administratively  by  OSD,  the  Military  De¬ 
partments,  the  Organization  of  the  Joint  Chiefs  of  Staff  (0JCS),  the  Unified 
and  Specified  Commands,  and  the  Defense  Agencies  (hereafter  referred  to  collec¬ 
tively  as  "DoD  Components"). 

This  Regulation  is  mandatory  for  use  by  all  DoD  Components.  Heads  of  DoD  Com¬ 
ponents  may  issue  supplementary  instructions  when  necessary  to  provide  for  in¬ 
ternal  administration  of  this  Regulation  within  their  respective  Components. 

This  edition  of  DoD  5200.1-R  contains  the  DoD  implementation  of  recommendations 
21,  22,  23,  30,  31,  32,  33b,  part  of  33d,  33f,  44,  45,  47,  part  of  48,  54  (in 
spirit),  part  of  59,  and  part  of  61  of  the  November  19,  1985  "Report  to  the 
Secretary  of  Defense  by  the  Commission  to  Review  DoD  Security  Policies  and 
Practices,"  popularly  known  as  the  "Stilwell  Commission  Report,"  which  were 
approved  by  the  Secretary  of  Defense  on  February  4,  1986. 

A  listing  of  subsections  and  paragraphs  containing  significant  changes  appears 
on  the  next  page.  As  some  subsections  and  paragraphs  contain  only  editorial 
changes,  they  are  not  enumerated. 


Send  recommended  changes  to  this  Regulation  through  channels  to: 

Director  of  Security  Plans  and  Programs 

Office  of  the  Deputy  Under  Secretary  of  Defense  (Policy) 

The  Pentagon,  Washington,  D.C.  20301-2200 
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This  Regulation  is  being  published  in  Title  32,  Code  of  Federal  Regulations 
(CFR) ,  Part  159.  The  CFR  is  available  in  all  Government  Depository  Libraries. 
Federal  agencies  and  the  public  may  obtain  copies  of  this  Regulation  from  the 
U.S.  Department  of  Commerce,  National  Technical  Information  Service,  5285  Port 
Royal  Road,  Springfield,  VA  22161. 
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Section  2 


PURPOSE  AND  APPLICABILITY 


1-200  Purpose 

Information  of  the  Department  of  Defense  relating  to  national  security 
shall  be  protected  against  unauthorized  disclosure  as  long  as  required  by 
national  security  considerations.  This  Regulation  establishes  a  system 
for  classification,  downgrading  and  declassification  of  information;  sets 
forth  policies  and  procedures  to  safeguard  such  information;  and  provides 
for  oversight  and  administrative  sanctions  for  violations. 

1-201  Applicability 

This  Regulation  governs  the  DoD  Information  Security  Program  and  takes 
precedence  over  all  DoD  Component  regulations  that  implement  that  Program. 
Under  references  (a),  (b),  and  (c)  it  establishes,  for  the  Department  of 
Defense,  uniform  policies,  standards,  criteria,  and  procedures  for  the 
security  classification,  downgrading,  declassification,  and  safeguarding 
of  information  that  is  owned  by,  produced  for  or  by,  or  under  the  control 
of  the  Department  of  Defense  or  its  Components. 

1-202  Nongovernment  Operations 

Except  as  otherwise  provided  herein,  the  provisions  of  this  Regula¬ 
tion  that  are  relevant  to  operations  of  nongovernment  personnel  entrusted 
with  classified  information  shall  be  made  applicable  thereto  by  con¬ 
tracts  or  other  legally  binding  instruments.  (See  DoD  Directive  5220.22, 

DoD  5220. 22-R,  and  DoD  5220. 22-M,  references  (d) ,  (e)  and  (f)). 

1-203  Combat  Operations 

The  provisions  of  this  Regulation  relating  to  accountability,  dissem¬ 
ination,  transmission,  or  safeguarding  of  classified  information  may  be 
modified  by  military  commanders  but  only  to  the  extent  necessary  to  meet 
local  conditions  in  connection  with  combat  or  combat-related  operations. 
Classified  information  should  be  introduced  into  forward  combat  areas  or 
zones  or  areas  of  potential  hostile  activity  only  when  essential  to 
accomplish  the  military  mission. 

1-204  Atomic  Energy  Material 

Nothing  in  this  Regulation  supersedes  any  requirement  related  to 
"Restricted  Data"  in  the  Atomic  Energy  Act  of  August  30,  1954,  as  amended 
(reference  (g)),  or  the  regulations  of  the  Department  of  Energy  under 
that  Act.  "Restricted  Data"  and  material  designated  as  "Formerly  Restricted 
Data,"  shall  be  handled,  protected,  classified,  downgraded,  and  declassi¬ 
fied  to  conform  with  reference  (g)  and  the  regulations  issued  pursuant 
thereto. 
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1-205 


Sensitive  Compartmented  and  Communications  Security  Information 


a.  Sensitive  Compartmented  Information  (SCI)  and  Communications 
Security  (COMSEC)  Information  shall  be  handled  and  controlled  in  accor¬ 
dance  with  applicable  national  directives  and  DoD  Directives  and  Instruc¬ 
tions.  Other  classified  information,  while  in  established  SCI  or  COMSEC 
areas,  may  be  handled  in  the  same  manner  as  SCI  or  COMSEC  information. 
Classification  principles  and  procedures,  markings,  downgrading,  and  de- 
classification  actions  prescribed  in  this  Regulation  apply  to  SCI  and 
COMSEC  information.  (See  also  paragraph  13-200  c.). 

b.  Pursuant  to  DoD  Directive  5200.1  (reference  (a)),  the  Director, 
National  Security  Agency/Chief,  Central  Security  Service  may  prescribe 
special  rules  and  procedures  for  the  handling,  reporting  of  loss,  stor¬ 
age,  and  access  to  classified  communications  security  devices,  equipments, 
and  materials  in  mobile,  hand-held  or  transportable  systems,  or  that  are 
used  in  conjunction  with  commercial  telephone  systems,  or  in  similar 
circumstances  where  operational  demands  preclude  the  application  of 
standard  safeguards.  These  special  rules  may  include  procedures  for 
safeguarding  such  devices  and  materials,  and  penalties  for  the  negligent 
loss  of  government  property. 

1-206  Automatic  Data  Processing  Systems 

This  Regulation  applies  to  protection  of  classified  information 
pro-cessed,  stored  or  used  in,  or  communicated,  displayed  or  dissemi¬ 
nated  by  an  automatic  data  processing  (ADP)  system.  Additional  security 
policy,  responsibilities,  and  requirements  applicable  specifically  to 
ADP  systems  are  contained  in  DoD  Directive  520 0.28  and  DoD  5200. 28-M, 
references  (h)  and  (1). 


Section  3 
DEFINITIONS 


1-300  Access 


The  ability  and  opportunity  to  obtain  knowledge  of  classified 
information. 

1-301  Applicable  Associated  Markings 

The  markings,  other  than  classification  markings,  and  warning  notices 
listed  or  referred  to  in  subsection  4-103. 

1-302  Carve-Out 


A  classified  contract  issued  in  connection  with  an  approved  Special 
Access  Program  in  which  the  Defense  Investigative  Service  has  been 
relieved  of  inspection  responsibility  in  whole  or  in  part  under  the 
Defense  Industrial  Security  Program. 
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1-303  Classification  Authority 


The  authority  vested  in  an  official  of  the  Department  of  Defense  to 
make  an  initial  determination  that  information  requires  protection 
against  unauthorized  disclosure  in  the  interest  of  national  security. 

1-304  Classification  Guide 

A  document  issued  by  an  authorized  original  classifier  that  prescribes 
the  level  of  classification  and  appropriate  declassification  instructions  » 
for  specified  information  to  be  classified  derivatively.  For  purposes 
of  this  Regulation,  this  term  does  not  include  DD  Form  254,  "Contract 
Security  Classification  Specification." 

1-305  Classified  Information 

Information  or  material  that  is  (a)  owned  by,  produced  for  or  by, 
or  under  the  control  of  the  U.S.  Government;  and  (b)  determined  tinder 
E.O.  12356  (reference  (b))  or  prior  orders  and  this  Regulation  to  require 
protection  against  unauthorized  disclosure;  and  (c)  so  designated. 

1*306  Classifier 

An  individual  who  makes  a  classification  determination  and  applies  a 
security  classification  to  information  or  material.  A  classifier  may  be 
an  original  classification  authority  or  a  person  who  derivatively  assigns 
a  security  classification  based  on  a  properly  classified  source  or  a 
classification  guide. 

1-307  Communications  Security  (COMSEC) 

The  protection  resulting  from  all  measures  designed  to  deny  unauthor¬ 
ized  persons  information  of  value  which  might  be  derived  from  the 
possession  and  study  of  telecommunications  and  to  ensure  the  authentici¬ 
ty  of  such  communications.  COMSEC  includes  cryptosecurity,  emission 
security,  transmission  security,  and  physical  security  of  COSMEC 
material  and  information. 

1-308  Compromise 

The  disclosure  of  classified  information  to  persons  not  authorized 
access  thereto. 

1-309  Confidential  Source 

Any  individual  or  organization  that  has  provided,  or  that  may  reason¬ 
ably  be  expected  to  provide,  information  to  the  United  States  on  matters 
pertaining  to  the  national  security  with  the  expectation,  expressed  or 
implied,  that  the  information  or  relationship,  or  both,  be  held  in 
confidence. 
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1-310  Continental  United  States  (CONUS) 


United  States  territory,  including  adjacent  territorial  waters, 
located  within  the  North  American  continent  between  Canada  and  Mexico. 

1-311  Controlled  Cryptographic  Item  (CCI) 

A  secure  telecommunications  or  information  handling  equipment  ancillary 
device,  or  associated  cryptographic  component,  which  is  unclassified  but 
controlled.  (Note:  Equipments  and  components  so  designated  bear  the 
designator  "Controlled  Cryptographic  Item"  or  "CCI.”) 

1-312  Critical  Nuclear  Weapon  Design  Information 

That  Top  Secret  Restricted  Data  or  Secret  Restricted  Data  revealing 
the  theory  of  operation  or  design  of  the  components  of  a  thermo-nuclear 
or  implosion- type  fission  bomb,  warhead,  demolition  munition  or  test 
device.  Specifically  excluded  is  information  concerning  arming,  fuzing, 
and  firing  systems;  limited  life  components;  and  total  contained  quanti¬ 
ties  of  fissionable,  fusionable,  and  high  explosive  materials  by  type. 

Among  these  excluded  items  are  the  components  which  DoD  personnel  set, 
maintain,  operate,  test,  or  replace. 

1-313  Custodian 


An  individual  who  has  possession  of  or  is  otherwise  charged  with  the 
responsibility  for  safeguarding  or -accounting  for  classified  information. 

1-314  Declassification 

The  determination  that  classified  information  no  longer  requires,  in 
the  interest  of  national  security,  any  degree  of  protection  against 
unauthorized  disclosure,  together  with  a  removal  or  cancellation  of  the 
classification  designation. 

1-315  Declassification  Event 

An  event  that  eliminates  the  need  for  continued  classification  of 
information. 

1-316  Derivative  Classification 


A  determination  that  information  is  in  substance  the  same  as  informa¬ 
tion  currently  classified,  and  the  application  of  the  classification 
markings. 

1-317  Document 


Any  recorded  information  regardless  of  its  physical  form  or  charac¬ 
teristics,  including,  without  limitation,  written  or  printed  matter, 
data  processing  cards  and  tapes,  maps,  charts,  paintings,  drawings, 
engravings,  sketches,  working  notes  and  papers,  or  reproductions  by  any 
means  or  process,  and  sound,  voice,  magnetic  or  electronic  recordings  in 
any  form. 
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1-318  DoD  Component 


Hie  Office  of  the  Secretary  of  Defense  (OSD),  the  Military  Departments, 
the  Organization  of  the  Joint  Chiefs  of  Staff  (OJCS),  the  Unified  and 
Specified  Commands,  and  the  Defense  Agencies. 

1"319  Downgrade 


A  determination  that  classified  information  requires,  in  the  interest 
of  national  security,  a  lower  degree  of  protection  against  unauthorized 
disclosure  than  currently  provided,  together  with  a  changing  of  the 
classification  designation  to  reflect  such  lower  degree  of  protection. 

1-320  Foreign  Government  Information 


Information  that  is . (a)  provided  to  the  United  States  by  a  foreign 
government  or  governments,  an  international  organization  of  governments, 
or  any  element  thereof  with  the  expectation,  expressed  or  implied,  that 
the  information,  the  source  of  the  information,  or  both,  are  to  be  held 
in  confidence;  or  (b)  produced  by  the  United  States  pursuant  to  or  as  a 
result  of  a  joint  arrangement  with  a  foreign  government  or  governments 
or  an  international  organization  of  governments,  or  any  element  thereof, 
requiring  that  the  information,  the  arrangement,  or  both,  are  to  be  held 
in  confidence. 

1-321  Formerly  Restricted  Data 

Information  removed  from  the  Restricted  Data  category  upon  a  joint 
determination  by  the  Department  of  Energy  (or  antecedent  agencies)  and 
the  Department  of  Defense  that  such  information  relates  primarily  to  the 
military  utilization  of  atomic  weapons  and  that  such  information  can  be 
safeguarded  adequately  as  classified  defense  information.  For  purposes 
of  foreign  dissemination,  however,  such  informat ion  is  treated  in  the 
same  manner  as  Restricted  Data. 

1-322  Information 

Knowledge  that  can  be  communicated  by  any  means. 

1-323  Information  Security 

The  result  of  any  system  of  policies  and  procedures  for  identifying, 
controlling,  and  protecting  from  unauthorized  disclosure,  information 
whose  protection  is  authorized  by  executive  order  or  statute. 

1-324  Intelligence  Activity 

An  activity  that  an  agency  within  the  Intelligence  Community  is 
authorized  to  conduct  under  E.O.  12333  (reference  (j)). 

1-325  Material 


Any  product  or  substance  on,  or  in  which,  information  is  embodied. 
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1-326  National  Security 


The  national  defense  and  foreign  relations  of  the  United  States. 

1-327  Need-to-know 

A  determination  made  by  a  possessor  of  classified  information 
that  a  prospective  recipient,  in  the  interest  of  national  secu  ity, 
has  a  requirement  for  access  to,  or  knowledge,  or  possession  of  the 
classified  information  in  order  to  accomplish  lawful  and  authorized 
Government  purposes. 

1-328  Original  Classification 

An  initial  determination  that  information  requires,  in  the  interest 
of  national  security,  protection  against  unauthorized  disclosure,  together 
with  a  classification  designation  signifying  the  level  of  protection 
required . 

1-329  Regrade 

A  determination  that  classified  information  requires  a  different  de¬ 
gree  of  protection  against  unauthorized  disclosure  than  currently  pro¬ 
vided,  together  with  a  change  of  classification  designation  that  reflects 
such  different  degree  of  protection. 

1-330  Restricted  Data 


All  data  concerning  (a)  design,  manufacture  or  utilization  of  atomic 
weapons;  (b)  the  production  of  special  nuclear  material;  or  (c)  the  use 
of  special  nuclear  material  in  the  production  of  energy,  but  shall  not 
include  data  declassified  or  removed  from  the  Restricted  Data  category 
under  Section  142  of  reference  (g).  (See  also  Section  lly.  Atomic  Energy 
Act  of  1954,  as  amended,  and  "Formerly  Restricted  Data,"  subsection  1-318.) 

1-331  Security  Clearance 

A  determination  that  a  person  is  eligible  under  the  standards 
of  DoD  5200. 2-R  (reference  (11))  for  access  to  classified  information. 

1-332  Sensitive  Compartment ed  Information 

Information  and  material  that  requires  special  controls  for  re¬ 
stricted  handling  within  compartmented  intelligence  systems  and  for 
which  compartment at ion  is  established. 

1-333  Special  Access  Program 

Any  program  imposing  need-to-know  or  access  controls  beyond  those 
normally  required  for  access  to  Confidential,  Secret,  or  Top  Secret 
information.  Such  a  program  includes,  but  is  not  limited  to,  special 
clearance,  adjudication,  or  investigative  requirements;  special  designa¬ 
tion  of  officials  authorized  to  determine  need-to-know;  or  special 
lists  of  persons  determined  to  have  a  need-to-know. 
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1-334  Special  Activity 


An  activity,  or  functions  in  support  of  such  activity,  conducted  in 
support  of  national  foreign  policy  objectives  abroad  that  is  planned  and 
executed  so  that  the  role  of  the  U.S.  Government  is  neither  apparent  nor 
acknowledged  publicly;  but  that  is  not  intended  to  influence  U.S.  political 
processes,  public  opinion,  policies,  or  media,  and  does  not  include  dip¬ 
lomatic  activities  or  the  collection  and  production  of  intelligence  or 
related  support  functions. 

1-335  Unauthorized  Disclosure 


A  communication  or  physical  transfer  of  classified  information  to 
an  unauthorized  recipient. 

1-336  United  States  and  Its  Territories,  Possessions,  Administrative, 
and  Commonwealth  Areas 


The  50  States;  the  District  of  Columbia;  the  Commonwealth  of  Puerto 
Rico;  the  Territories  of  Guam,  American  Samoa,  and  the  Virgin  Islands; 
the  Trust  Territory  of  the  Pacific  Islands;  and  the  Possessions,  Midway 
and  Wake  Islands. 

1-337  Upgrade 

A  determination  that  certain  classified  information  requires,  in  the 
interest  of  national  security,  a  higher  degree  of  protection  against  un¬ 
authorized  disclosure  than  currently  provided,  together  with  a  changing 
of  the  classification  designation  to  reflect  such  higher  degree. 

Section  4 

POLICIES 


1-400  Classification 

a.  Basic  Policy.  Except  as  provided  in  the  Atomic  Energy  Act  of 
1954,  as  amended  (reference  (g)),  E.O.  12356  (reference  (b)),  as  imple¬ 
mented  by  the  IS00  Directive  No.  1  (reference  (c)),  and  this  Regulation, 
provides  the  only  basis  for  classifying  information.  It  is  the  policy 
of  the  Department  of  Defense  to  make  av  liable  to  the  public  as  much 
information  concerning  its  activities  as  possible  consistent  with  the 
need  to  protect  the  national  security.  Accordingly,  security  classifi¬ 
cation  shall  be  applied  only  to  protect  the  national  security. 

b.  Resolution  of  Doubts.  Unnecessary  classification  and  higher 
than  necessary  classification  should  be  avoided.  If  there  is  reasonable 
doubt  about  the  need  to  classify  information,  it  shall  be  safeguarded  as 
if  it  were  classified  "Confident al"  pending  a  determination  by  an  original 
classification  authority,  who  shall  make  this  determination  within  30 
days.  If  there  is  reasonable  doubt  about  the  appropriate  level  of 
classification,  it  shall  be  safeguarded  at  the  higher  level  of  classifi¬ 
cation  pending  a  determination  by  an  original  classification  authority, 
who  shall  make  this  determination  within  30  days.  Upon  a  classification 
determination,  markings  shall  be  applied  in  accordance  with  Chapter  IV. 
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c.  Duration.  Information  shall  be  classified  as  long  as  required 
by  national  security  considerations.  Each  decision  to  classify  requires 
a  simultaneous  determination  of  the  duration  such  classification  must 
remain  in  force  or  that  the  duration  of  classification  cannot  be  deter¬ 
mined. 

1-401  Declassification 

Decisions  concerning  declassification  shall  be  based  on  the  loss  of 
the  information's  sensitivity  with  the  passage  of  time  or  upon  the 
occurrence  of  a  declassification  event. 

1-402  Safeguarding 

Information  classified  under  this  Regulation  shall  be  afforded  the 
level  of  protection  against  unauthorized  disclosure  commensurate  with 
the  level  of  classification  assigned  under  the  varying  conditions  that 
may  arise  in  connection  with  its  use,  dissemination,  storage,  movement 
or  transmission,  and  destruction. 

Section  5 

SECURITY  CLASSIFICATION  DESIGNATIONS 


1-500  General 

Information  or  material  that  requires  protection  against  unauthorized 
disclosure  in  the  interest  of  national  security  shall  be  classified  in  one 
of  three  designations,  namely:  "Top  Secret,"  "Secret,"  or  "Confidential." 
The  markings  "For  Official  Use  Only,"  and  "Limited  Official  Use"  shall  not 
be  used  to  identify  classified  information.  Moreover,  no  other  term  such  as 
"Sensitive,"  "Conference,"  or  "Agency"  shall  be  used  in  conjunction. with  the 
authorized  classification  designations  to  identify  classified  information. 

1-501  Top  Secret 

"Top  Secret”  shall  be  applied  only  to  information  or  material  the 
unauthorized  disclosure  of  which  reasonably  could  be  expected  to  cause 
exceptionally  grave  damage  to  the  national  security.  Examples  of 
exceptionally  grave  damage  include  armed  hostilities  against  the 
United  States  or  its  allies;  disruption  of  foreign  relations  vitally 
affecting  the  national  security;  the  compromise  of  vital  national  defense 
plans  or  complex  cryptologic  and  communications  intelligence  systems;  the 
revelation  of  sensitive  intelligence  operations;  and  the  disclosure  of 
scientific  or  technological  developments  vital  to  national  security. 

1-502  Secret 

"Secret"  shall  be  applied  only  to  information  or  material  the  un¬ 
authorized  disclosure  of  which  reasonably  could  be  expected  to  cause 
serious  damage  to  the  national  security.  Examples  of  serious  damage 
include  disruption  of  foreign  relations  significantly  affecting  the 
national  security;  significant  impairment  of  a  program  or  policy  direct¬ 
ly  related  to  the  national  security;  revelation  of  significant  military 
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plans  or  intelligence  operations;  compromise  of  significant  military 
plans  or  intelligence  operations;  and  compromise  of  significant  scien¬ 
tific  or  technological  developments  relating  to  national  security. 

1-503  Confidential 

"Confidential"  shall  be  applied  only  to  information  or  material  the 
unauthorized  disclosure  of  which  reasonably  could  be  expected  to  cause 
damage  to  the  national  security.  Examples  of  damage  include  the  com¬ 
promise  of  information  that  indicates  strength  of  ground,  air,  and  naval 
forces  in  the  United  States  and  overseas  areas;  disclosure  of  technical 
information  used  for  training,  maintenance,  and  inspection  of  classified 
munitions  of  war;  revelation  of  performance  characteristics,  test  data, 
design,  and  production  data  on  munitions  of  war. 

Section  6 

AUTHORITY  TO  CLASSIFY,  DOWNGRADE,  AND  DECLASSIFY 
1-600  Original  Classification  Authority 

a.  Control .  Authority  for  original  classification  of  information 
as  Top  Secret,  Secret,  or  Confidential  qay  be  exercised  only  by  the 
Secretary  of  Defense,  the  Secretaries  of  the  Military  Departments,  and 
by  officials  to  whom  such  authority  is  specifically  delegated  in  accord¬ 
ance  with  and  subject  to  the  restrictions  of  this  Section  of  the  Regula¬ 
tion.  In  the  absence  of  an  original  classification  authority,  the 
person  designated  to  act  in  his  or  her  absence  may  exercise  the  classi¬ 
fier's  authority. 

b.  Delegation  of  Classification  Authority.  Original  classification 
authority  shall  not  be  delegated  to  persons  who  only  reproduce,  extract, 
or  summarize  classified  information,  or  who  only  apply  classification 
markings  derived  from  source  material  or  as  directed  by  a  classification 
guide.  Delegations  of  original  classification  authority  shall  be  limited 
to  the  minimum  number  required  for  efficient  administration  and  to  those 
officials  whose  duties  involve  the  origination  and  evaluation  of  infor¬ 
mation  warranting  classification  at  the  level  stated  in  the  delegation. 

1 .  Top  Secret.  Only  the  Secretary  of  Defense,  the  Secretaries 
of  the  Military  Departments,  and  the  senior  official  designated  by  each 
under  Section  5.3(a)  of  E.O.  12356  (reference  (b)),  provided  that  official 
has  original  Top  Secret  classification  authority,  may  delegate  original 
Top  Secret  classification  authority.  Such  delegation  may  only  be  made 

to  officials  who  are  determined  to  have  a  demonstrable  and  continuing 
need  to  exercise  such  authority. 

2.  Secret  and  Confidential.  Only  the  Secretary  of  Defense,  the 
Secretaries  of  the  Military  Departments,  the  senior  official  designated 
by  each  under  Section  5.3(a)  of  reference  (b),  and  officials  with  origi¬ 
nal  Top  Secret  classification  authority,  may  delegate  original  Secret 
and  Confidential  classification  authority  to  officials  whom  they  deter¬ 
mine  respectively  to  have  a  demonstrable  and  continuing  need  to  exercise 
such  authority. 
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3.  Each  delegation  of  original  classification  authority  shall 
be  in  writing  and  shall  specify  the  title  of  the  position  held  by  the 
recipient . 

c.  Requests  for  Classification  Authority 

1.  A  request  for  the  delegation  of  original  classification 
authority  shall  be  made  only  when  there  is  a  demonstrable  and  continuing 
need  to  exercise  such  authority  and  the  following  conditions  exist: 

(a)  The  normal  course  of  operations  or  missions  of  the 
organization  results  in  the  origination  of  information  warranting  classi¬ 
fication; 


(b)  There  is  a  substantial  degree  of  local  autonomy  in 
operations  or  missions  as  distinguished  from  dependence  upon  a  higher 
level  of  command  or  supervision  for  relatively  detailed  guidance; 

(c)  There  is  adequate  knowledge  by  the  originating  level  to 
make  sound  classification  determinations  as  distinguished  from  having  to 
seek  such  knowledge  from  a  higher  level  of  command  or  supervision;  and 

(d)  There  is  a  valid  reason  why  already  designated  classifi¬ 
cation  authorities  in  the  originator's  chain  of  command  or  supervision 
have  not  issued  or  cannot  issue  classification  guidance  to  meet  the  ori¬ 
ginator's  normal  needs. 

2.  Each  request  for  a  delegation  of  original  classification 
authority  shall: 

(a)  Identify  the  title  of  the  position  held  by  the  nominee 
and  the  nominee's  organization; 

(b)  Contain  a  description  of  the  circumstances,  consistent 
with  1.,  above,  that  justify  the  delegation  of  such  authority;  and 

(c)  Be  submitted  through  established  channels  to  the  Secre¬ 
tary  of  Defense,  the  Secretary  of  the  Military  Department  concerned,  the 
senior  official  designated  by  each  under  Section  5.3(a)  of  E.O.  12356 
(reference  (b)),  or  the  appropriate  Top  Secret  classification  authority. 
(See  subsection  1-602.) 

d.  Training  Requirements  for  Original  Classification  Authorities. 
Heads  of  DoD  Component  shall  establish  procedures  to  ensure  that  all 
original  classification  authorities  in  their  Component,  to  include  them¬ 
selves,  are  indoctrinated  in  the  fundamentals  of  security  classification, 
limitations  on  their  authority  to  classify  information,  and  their  respon¬ 
sibilities  as  such.  This  indoctrination  shall  be  a  prerequisite  to  the 
exercise  of  such  authority  and  shall  be  a  matter  of  record  that  is  subject 
to  audit.  Heads  of  DoD  Components  shall  ensure  this  indoctrination  is 
given  to  all  present  original  classification  authorities  within  12  months 
of  the  effective  date  of  this  Regulation. 
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1-601  Derivative  Classification  Responsibility 


Derivative  application  of  classification  markings  is  a  responsibil¬ 
ity  of  those  who  incorporate,  paraphrase,  restate,  or  generate  in  new 
form,  information  that  is  already  classified,  or  those  who  apply  markings 
in  accordance  with  guidance  from  an  original  classification  authority. 
Persons  who  apply  derivative  classifications  should  take  care  to  deter¬ 
mine  whether  their  paraphrasing,  restating,  or  summarizing  of  classified 
information  has  removed  all  or  part  of  the  basis  for  classification. 
Persons  who  apply  such  derivative  classification  markings  shall: 

a.  Respect  original  classification  decisions; 

b.  Verify  the  information's  current  level  of  classification  as  far 
as  practicable  before  applying  the  markings;  and 

c.  Carry  forward  to  any  newly  created  documents  the  assigned  dates 
or  events  for  declassification  and  any  additional  authorized  markings. 

1-602  Record  and  Report  Requirements 

a.  Records  of  designations  of  original  classification  authority 
shall  be  maintained  as  follows: 

1.  Top  Secret  Authorities.  A  current  listing  by  title  and 
organization  of  officials  designated  to  exercise  original  Top  Secret 
classification  authority  shall  be  maintained  by: 

(a)  The  Office  of  the  Deputy  Under  Secretary  of  Defense 
(Policy)  (ODUSD(P))  for  the  Office  of  the  Secretary  of  Defense;  the 
Organization  of  the  Joint  Chiefs  of  Staff;  the  headquarters  of  each 
Unified  Command  and  the  headquarters  of  subordinate  Joint  Commands;  and 
the  Defense  Agencies. 

(b)  The  Offices  of  the  Secretaries  of  the  Military  Depart¬ 
ments  for  the  officials  of  their  respective  departments,  including 
Specified  Commands  but  excluding  officials  from  their  respective  depart¬ 
ments  who  are  serving  in  headquarters  elements  of  Unified  Commands  and 
headquarters  of  Joint  Commands  subordinate  thereto. 

2.  Secret  and  Confidential  Authorities.  A  current  listing  by 
title  and  organization  of  officials  designated  to  exercise  original 
Secret  and  Confidential  classification  authority  shall  be  maintained  by: 

(a)  The  ODUSD(P)  for  the  Office  of  the  Secretary  of  Defense. 

(b)  The  offices  of  the  Secretaries  of  the  Military  Depart¬ 
ments  for  the  officials  of  their  respective  departments,  including 
Specified  Commands  but  excluding  officials  from  their  respective  depart¬ 
ments  who  are  serving  in  headquarters  elements  of  Unified  Commands  and 
headquarters  elements  of  Joint  Commands  subordinate  thereto. 

(c)  The  Director,  Joint  Staff,  for  the  OJCS. 
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(d)  The  Commanders -in -Chief  of  the  Unified  Commands ,  for 
their  respective  headquarters  and  the  headquarters  of  subordinate  Joint 
Commands . 


(e)  The  Directors  of  the  Defense  Agencies,  for  their  respec¬ 
tive  agencies. 

3.  If  the  listing  of  titles  of  positions  and  organizations  pre¬ 
scribed  in  subparagraphs  1.  and  2.,  above,  discloses  intelligence  or 
other  information  that  either  qualifies  for  security  classification 
protection  or  otherwise  qualifies  to  be  withheld  from  public  release 
under  statute,  some  other  "leans  may  be  recommended  by  the  DoD  Component 
by  which  original  classification  authorities  can  be  readily  identified. 
Such  recommendations  shall  be  submitted  to  ODUSD(P)  for  approval. 

4.  The  listings  prescribed  in  subparagraphs  1.  and  2.,  above, 
shall  be  reviewed  at  least  annually  by  the  senior  official  designated  in 
or  pursuant  to  paragraph  l3-200a,  or  subsections  13-301  or  13-302  or 
designee  to  ensure  that  officals  so  listed  have  demonstrated  a  continuing 
need  to  exercise  original  classification  authority. 

b.  The  DoD  Components  that  maintain  listings  of  designated  original 
classification  authorities  shall,  upon  request,  submit  copies  of  such 
listings  to  ODUSD(P). 

1-603  Declassification  and  Downgrading  Authority 

a.  Authority  to  declassify  and  downgrade  information  classified 
under  provisions  of  this  Regulation  shall  be  exercised  as  follows: 

1.  By  the  Secretary  of  Defense  and  the  Secretaries  of  the 
Military  Departments,  with  respect  to  all  information  over  which  their 
respective  Departments  exercise  final  classification  jurisdiction; 

2.  By  the  official  who  authorized  the  original  classification, 
if  that  official  is  still  serving  in  the  same  position,  by  a  successor, 
or  by  a  supervisory  official  of  either;  and 

3.  By  other  officials  designated  for  the  purpose  in  accordance 
with  paragraph  b.,  below. 

b.  The  Secretary  of  Defense,  the  Secretaries  of  the  Military  Depart¬ 
ments,  the  Chairman  of  the  Joint  Chiefs  of  Staff,  the  Directors  of  the 
Defense  Agencies,  or  their  senior  officials  designated  under  subsection 
13-301  or  13-302  may  designate  additional  officials  at  the  lowest  prac¬ 
ticable  echelons  of  command  and  supervision  to  exercise  declassification 
and  downgrading  authority  over  classified  information  in  their  functional 
areas  of  interest.  Records  of  officials  so  designated  shall  be  maintained 
in  the  same  manner  as  prescribed  in  paragraph  1-602  a.l.  for  records  of 
designations  of  original  classification  authority. 
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DoD  5200. 1-R 


CHAPTER  II 
CLASSIFICATION 
Section  1 

CLASSIFICATION  RESPONSIBILITIES 


2-100  Accountability  of  Classifiers 

a.  Classifiers  are  accountable  for  the  propriety  of  the  classifi¬ 
cations  they  assign,  whether  by  exercise  of  original  classification 
authority  or  by  derivative  classification. 

b.  An  official  who  classifies  a  document  or  other  material  and  is 
identified  thereon  as  the  classifier  is  and  continues  to  be  an  account¬ 
able  classifier  even  though  the  document  or  material  is  approved  or 
signed  at  a  higher  level  in  the  same  organization.  (See  subsection 
4-104.) 

2-101  Classification  Approval 

a.  When  an  official  signs  or  approves  a  document  or  other  material 
already  marked  to  reflect  a  particular  level  of  classification,  he  or 
she  shall  review  the  information  contained  therein  to  determine  if  the 
classification  markings  are  appropriate.  If,  in  his  or  her  judgment, 
the  classification  markings  are  not  supportable,  he  or  she  shall,  at 
that  time,  cause  such  markings  to  be  removed  or  changed  as  appropriate 
to  reflect  accurately  the  classification  of  the  information  involved. 

b.  A  higher  level  official  through  or  to  whom  a  document  or  other 
material  passes  for  signature  or  approval  becomes  jointly  responsible 
with  the  accountable  classifier  for  the  classification  assigned.  Such 
official  has  discretion  to  decide  whether  a  subordinate  who  has  classi¬ 
fication  authority  shall  be  identified  as  the  accountable  classifier  when 
he  or  she  has  exercised  that  authority. 

2-102  Classification  Planning 

a.  Advance  classification  planning  is  an  essential  part  of  the 
development  of  any  plan,  operation,  program,  research  and  development 
project,  or  procurement  action  that  involves  classified  information. 
Classification  must  be  considered  from  the  outset  to  assure  adequate 
protection  for  the  information  and  for  the  activity  itself,  and  to 
eliminate  impediments  to  the  execution  or  implementation  of  the  plan, 
operations  order,  program,  project  or  procurement  action. 

b.  The  official  charged  with  developing  any  plan,  program  or  pro¬ 
ject  in  which  classification  is  a  factor,  shall  include  under  an  identi¬ 
fiable  title  or  heading,  classification  guidance  covering  the  information 
involved.  The  guidance  shall  conform  to  the  requirements  contained  in 
section  4  of  this  Chapter. 


II-l 


2-103  Challenges  to  Classification 


If  holders  of  classified  information  have  substantial  reason  to 
believe  that  the  information  is  classified  improperly  or  unnecessarily, 
they  shall  communicate  that  belief  to  their  security  manager  (subsection 
13-304)  or  the  classifier  of  the  information  to  bring  about  any  necessary 
correction. 

a.  Each  DoD  Component  shall  establish  procedures  whereby  holders  of 
classified  information  may  challenge  the  decision  of  the  classifier. 

b.  Challenges  to  classification  made  under  this  subsection  shall 
include  sufficient  description  of  the  information  being  challenged  to 
permit  identification  of  the  information  and  its  classifier  with 
reasonable  effort.  Challenges  to  classification  shall  also  include  the 
reason  or  reasons  why  the  challenger  believes  that  the  information  is 
classified  improperly  or  unnecessarily. 

c.  Challenges  received  under  this  subsection  shall  be  acted  upon  within 
30  days  of  receipt.  The  challenger  shall  be  notified  of  any  changes  made 

as  a  result  of  the  challenge  or  the  reasons  why  no  change  is  made. 

d.  Pending  final  determination  of  a  challenge  to  classification, 
the  information  or  document  in  question  shall  be  safeguarded  as  required 
for  the  level  of  classification  initially  assigned. 

e.  The  fact  that  an  employee  or  military  member  of  the  Department 
of  Defense  has  issued  a  challenge  to  classification  shall  not  in  any  way 
result  in  or  serve  as  a  basis  for  adverse  personnel  action. 

f.  The  provisions  of  this  paragraph  do  not  apply  to  or  affect 
declassification  review  actions  undertaken  under  the  mandatory  review 
requirements  of  section  3,  Chapter  III  of  this  Regulation  or  under  the 
provisions  of  DoD  Directive  5400.7  (reference  (k)). 

Section  2 

CLASSIFICATION  PRINCIPLES,  CRITERIA,  AND  CONSIDERATIONS 
2-200  Reasoned  Judgment 

Reasoned  judgment  shall  be  exercised  in  making  classification  decisions. 
A  positive  basis  must  exist  for  classification.  Both  advantages  and 
disadvantages  of  classification  must  be  weighed.  If,  after  consideration 
of  the  provisions  of  this  section,  there  is  reasonable  doubt,  the  provis¬ 
ions  of  paragraph  1-400  b.  apply. 

2-201  Identification  of  Specific  Information 

Before  a  classification  determination  is  made,  each  item  of  informa¬ 
tion  that  may  require  protection  shall  be  identified.  This  requires 
identification  of  that  specific  information  that  comprises  the  basis 
for  a  particular  national  advantage  or  advantages  that,  if  the  information 
Were  compromised,  would  or  could  be  damaged,  minimized,  or  lost,  thereby 
adversely  affecting  national  security. 
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2-202  Specific  Classifying  Criteria 


A  determination  to  classify  shall  be  made  only  by  an  original  classi¬ 
fication  authority  when,  first,  the  information  is  within  categories  a. 
through  j . ,  below;  and  second,  the  unauthorized  disclosure  of  the 
information,  either  by  itself  or  in  the  context  of  other  information, 
reasonably  could  be  expected  to  cause  damage  to  the  national  security. 

The  determination  involved  in  the  first  step  is  separate  and  distinct 
from  that  in  the  second.  Except  as  provided  in  subsection  2-203,  the 
fact  that  the  information  falls  under  one  or  more  of  the  criteria  shall 
not  mean  that  the  information  automatically  meets  the  damage  criteria. 
Information  shall  be  considered  for  classification  if  it  concerns: 

a.  Military  plans,  weapons,  or  operations; 

b.  Vulnerabilities  or  capabilities  of  systems,  installations, 
projects,  or  plans  relating  to  the  national  security; 

c.  Foreign  government  information; 

d.  Intelligence  activities  including  special  activities,  or  in¬ 
telligence  sources  or  methods; 

e.  Foreign  relations  or  foreign  activities  of  the  United  States; 

f.  Scientific,  technological,  or  economic  matters  relating  to  the 
national  security; 

g.  U.S.  Government  programs  for  safeguarding  nuclear  materials  or 
facilities; 

h.  Cryptology; 

i.  A  confident al  source;  or 

j .  Other  categories  of  information  that  are  related  to  national 
security  and  that  require  protection  against  unauthorized  disclosure  as 
determined  by  the  Secretary  of  Defense  or  Secretaries  of  the  Military 
Departments.  Recommendations  concerning  the  need  to  designate  addi¬ 
tional  categories  of  information  that  may  be  considered  for  classifica¬ 
tion  shall  be  forwarded  through  channels  to  the  appropriate  Secretary 
for  determination.  Each  such  determination  shall  be  reported  promptly 

to  the  Director  of  Security  Plans  and  Programs,  ODUSD(P),  for  promulgation 
in  an  Appendix  to  this  Regulation  and  reporting  to  the  Director,  ISOO. 

2-203  Presumption  of  Damage 

Unauthorized  disclosure  of  foreign  government  information  (see  sub¬ 
section  11-100),  the  identity  of  a  confidential  foreign  source,  or  intelli¬ 
gence  sources  or  methods  is  presumed  to  cause  damage  to  the  national 
security. 
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2-204  Limitations  on  Classification 


a.  Classification  may  not  be  used  to  conceal  violations  of  law, 
inefficiency,  or  administrative  error,  to  prevent  embarrassment  to  a 
person,  organization  or  agency,  or  to  restrain  competition. 

b.  Basic  scientific  research  information  not  clearly  related  to 
national  security  may  not  be  classified.  (See  also  subsection  2-205.) 

c.  A  product  of  nongovernment  research  and  development  that  does 
not  incorporate  or  reveal  classified  information  to  which  the  producer 
or  developer  was  given  prior  access  may  not  be  classified  until  and 
unless  the  government  acquires  a  proprietary  interest  in  the  product. 

This  prohibition  does  not  affect  the  provisions  of  the  Patent  Secrecy 
Act  of  1952  (reference  (1)).  (See  section  7,  this  Chapter.) 

d.  References  to  classified  documents  that  do  not  reveal  classified 
information  may  not  be  classified  or  used  as  a  basis  for  classification. 

e.  Classification  may  not  be  used  to  limit  dissemination  of  infor¬ 
mation  that  is  not  classifiable  under  the  provisions  of  E.O.  12356 
(reference  (b))  or  this  Regulation  or  to  prevent  or  delay  public  release 
of  such  information. 

f.  Information  may  be  classified  or  reclassified  after  receiving  a 
request  for  it  under  the  Freedom  of  Information  Act  (reference  (k)),  the 
Privacy  Act  (reference  (m)),  or  the  mandatory  review  provisions  of  this 
Regulation  (section  3,  Chapter  III)  if  such  classification  is  consistent 
with  this  Regulation  and  is  accomplished  personally  and  on  a  document-by¬ 
document  basis,  except  as  provided  in  paragraph  g.,  below,  by  the  Secre¬ 
tary  or  Deputy  Secretary  of  Defense,  by  the  Secretaries  or  Under  Secre¬ 
taries  of  the  Military  Departments,  by  the  senior  official  designated  by 
each  Secretary  under  Section  5.3(a)  of  reference  (b),  or  by  an  official 
with  original  Top  Secret  classification  authority.  (See  subsection  2-801.) 

g.  The  Secretary  of  Defense  and  the  Secretaries  of  the  Military 
Departments  may  reclassify  information  previously  declassified  and  dis¬ 
closed,  and  they  may  classify  unclassified  information  that  has  been 
disclosed,  if  they  determine  in  writing  that  the  information  requires 
protection  in  the  interest  of  national  security  and  the  information  may 
reasonably  be  recovered.  (See  subsection  2-801.)  Any  such  reclassifi¬ 
cation  or  classification  shall  be  reported  to  the  DUSD(P)  for  subsequent 
reporting  to  the  Director,  IS00. 

2-205  Classifying  Scientific  Research  Data 

Ordinarily,  except  for  information  that  meets  the  definition  of 
Restricted  Data,  basic  scientific  research  or  its  results  shall  not  be 
classified.  However,  classification  would  be  appropriate  if  the  infor¬ 
mation  concerns  an  unusually  significant  scientific  breakthrough  and 
there  is  sound  reason  to  believe  that  it  is  not  known  or  within  the 
state-of-the-art  of  other  nations,  and  it  supplies  the  United  States 
with  an  advantage  directly  related  to  national  security. 
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2-206  Classifying  Documents 


Each  document  and  portion  thereof  shall  be  classified  on  the  basis 
of  the  information  it  contains  or  reveals.  The  fact  that  a  document 
makes  reference  to  a  classified  document  is  not  a  basis  for  classifica¬ 
tion  unless  the  reference  citation,  standing  alone,  reveals  classified 
information.  (See  paragraph  2-204  d.)  The  overall  classification  of  a 
document  or  group  of  physically-connected  documents  shall  be  at  least  as 
high  as  that  of  the  most  highly  classified  component.  The  subject  or 
title  of  a  classified  document  normally  should  be  unclassified.  When 
the  information  revealed  by  a  subject  or  title  warrants  classification, 
an  unclassified  short  title  should  be  added  for  reference  purposes. 

2-207  Classifying  Material  Other  Than  Documents 

a.  Items  of  equipment  or  other  physical  objects  shall  be  classified 
only  when  classified  information  may  be  derived  from  them  by  visual 
observation  of  their  internal  or  external  appearance  or  structure,  or  by 
their  operation,  test,  application,  or  use.  The  overall  classification 
assigned  to  end  items  of  equipment  or  objects  shall  be  at  least  as  high 
as  the  highest  classification  of  any  of  its  integrated  parts. 

b.  If  mere  knowledge  of  the  existence  of  the  item  of  equipment  or 
object  would  compromise  or  nullify  its  national  security  advantage,  its 
existence  would  warrant  classification. 

2-208  State  of  the  Art  and  Intelligence 

Classification  requires  consideration  of  the  information  available 
from  intelligence  sources  concerning  the  extent  to  which  the  same  or 
similar  information  is  known  or  is  available  to  others.  It  is  also 
important  to  consider  whether  it  is  known,  publicly  or  internationally, 
that  the  United  States  has  the  information  or  even  is  interested  in  the 
subject  matter.  The  state-of-the-art  in  other  nations  may  often  be  a 
vital  consideration. 

2-209  Effect  of  Open  Publication 

Classified  information  shall  not  be  declassified  automatically  as  a 
result  of  any  unofficial  publication  or  inadvertent  or  unauthorized  dis¬ 
closure  in  the  United  States  or  abroad  of  identical  or  similar  informa¬ 
tion.  Appearance  in  the  public  domain  of  information  currently  classi¬ 
fied  or  being  considered  for  classification  does  not  preclude  initial  or 
continued  classification.  However,  such  disclosures  require  immediate 
determination  of  the  degree  of  damage  to  the  national  security  and  re- 
evaluation  of  the  information  to  determine  whether  the  publication  has  so 
compromised  the  information  that  downgrading  or  declassification  is  war¬ 
ranted.  (See  also  Chapter  VI.)  Similar  consideration  must  be  given  to 
related  items  of  information  in  all  programs,  projects,  or  items  incorpor¬ 
ating  or  pertaining  to  the  compromised  items  of  information.  Holders 
should  continue  classification  until  advised  to  the  contrary  by  a  compe¬ 
tent  government  authority. 
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2-210  Reevaluation  of  Classification  Because  of  Compromise 

Classified  information,  and  information  related  thereto,  that  has 
been  lost  or  possibly  compromised,  shall  be  reevaluated  and  acted  upon 
as  follows: 

a.  The  original  classifying  authority,  upon  learning  that  a  loss  or 
possible  compromise  of  specific  classified  information  has  occurred,  shall 
prepare  a  written  damage  assessment  and: 

1.  Reevaluate  the  information  involved  and  determine  whether 
(a)  its  classification  should  be  continued  without  change;  (b)  the 
specific  information,  or  parts  thereof,  should  be  modified  to  minimize 
or  nullify  the  effects  of  the  reported  compromise  and  the  classification 
retained;  (c)  declassification,  downgrading,  or  upgrading  is  warranted; 
and  (d)  countermeasures  are  appropriate  and  feasible  to  negate  or  minmize 
the  effect  of  the  compromise. 

2.  Give  prompt  notice  to  all  holders  of  such  information  when  the 
determination  is  within  categories  (b),  (c),  or  (d)  of  subparagraph  1., 
above. 


b.  Upon  learning  that  a  compromise  or  probable  compromise  has 
occurred,  any  official  having  original  classification  jurisdiction 
over  related  information  shall  reevaluate  the  related  information  and 
determine  whether  one  of  the  courses  of  action  enumerated  in  subpara¬ 
graph  a.l.,  above,  should  be  taken  or,  instead,  whether  upgrading  of 
the  related  information  is  warranted.  When  such  a  determination  is 
within  categories  (b),  (c),  or  (d)  of  subparagraph  a.l.,  above,  or 
that  upgrading  of  the  related  items  is  warranted,  prompt  notice  of 
the  determination  shall  be  given  to  all  holders  of  the  related 
information.  (See  Chapter  VI.) 

2-211  Compilation  of  Information 


Certain  information  that  would  otherwise  be  unclassified  may 
require  classification  when  combined  or  associated  with  other  unclas¬ 
sified  information.  However,  a  compilation  of  unclassified  items  of 
information  should  normally  not  be  classified.  In  unusual  circum¬ 
stances  ,  classification  may  be  required  if  the  combination  of  unclas¬ 
sified  items  of  information  provides  an  added  factor  that  warrants 
classification  under  subsection  2-202.  Classification  on  this  basis 
shall  be  fully  supported  by  a  written  explanation  that  will  be  pro¬ 
vided  with  the  material  so  classified.  (See  also  subsection  4-203.) 

2-212  Extracts  of  Information 

Information  extracted  from  a  classified  source  shall  be  derivatively 
classified  or  not  classified  in  accordance  with  the  classification  mark¬ 
ings  shown  in  the  source.  The  overall  and  internal  markings  of  the 
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source  should  supply  adequate  classification  guidance.  If  internal 
markings  or  classification  guidance  are  not  found  in  the  source,  and 
no  reference  is  made  to  an  applicable  and  available  classification 
guide,  the  extracted  information  shall  be  classified  according  either 
to  the  overall  marking  of  the  source,  or  guidance  obtained  from  the 
classifier  of  the  source  material. 

Section  3 

DURATION  OF  ORIGINAL  CLASSIFICATION 


2-300  General 

When  a  determination  is  made  by  an  official  with  authority  to  classi¬ 
fy  originally  information  as  Top  Secret,  Secret,  or  Confidential,  such 
official  must  also  determine  how  long  the  classification  shall  remain  in 
effect. 

2-301  Duration  of  Classification 

a.  Information  shall  be  classified  as  long  as  required  by  national 
security  considerations . 

b.  When  it  can  be  determined,  a  specific  date  or  event  for  declassi¬ 
fication  shall  be  set  by  the  original  classification  authority  at  the  time 
the  information  is  classified  originally.  Such  dates  or  events  shall  be 
consistent  With  national  security.  Any  event  specified  for  declassifica¬ 
tion  shall  be  an  event  certain  to  occur. 

c.  Original  classification  authorities  may  not  be  able  to  predeter¬ 
mine  a  date  or  event  for  automatic  declassification  in  which  case  they 
shall  provide  for  the  indefinite  duration  of  classification  (see  Chapter 
IV  for  the  marking  "Originating  Agency's  Determination  Required"). 

d.  Information  classified  under  predecessor  orders  and  marked  for 
declassification  review  shall  remain  classified  until  reviewed  for  de- 
classification  under  the  provisions  of  this  Regulation  (also  see  para¬ 
graph  4-600  b.). 

2-302  Subsequent  Extension  of  Duration  of  Classification 

The  duration  of  classification  specified  at  the  time  of  original 
classification  may  be  extended  only  by  officials  with  requisite  original 
classification  authority  and  only  if  all  known  holders  of  the  informa¬ 
tion  can  be  notified  of  such  action  before  the  date  or  event  previously 
set  for  declassification.  Any  decision  to  continue  classification  of 
information  designated  for  automatic  declassification  under  E.0.  12065 
(reference  (cc))  or  predecessor  orders,  other  than  on  a  document -by -docu¬ 
ment  basis,  shall  be  reported  to  the  DUSD(P)  who  shall,  in  turn,  report 
to  the  Director,  IS00. 
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Section  4 


CLASSIFICATION  GUIDES 


2-400  General 

a.  A  classification  guide  shall  be  issued  for  each  classified  system, 
program,  plan,  or  project  as  soon  as  practicable  before  the  initial 
funding  or  implementation  of  the  system,  program,  plan  or  project.  Suc¬ 
cessive  operating  echelons  shall  prescribe  more  detailed  supplemental 
guides  that  are  considered  essential  to  assure  accurate  and  consistent 
classification.  In  preparing  classification  guides,  originators  should 
review  DoD  5200. 1-H  (reference  n)). 

b.  Classification  guides  shall: 

1.  Identify  the  information  elements  to  be  protected,  using 
categorization  to  the  extent  necessary  to  ensure  that  the  information 
involved  can  be  identified  readily  and  uniformly; 

2.  State  which  of  the  classification  designations  (that  is.  Top 
Secret,  Secret,  or  Confidential)  applies  to  each  element  or  category  of 
information; 


3.  State  declassification  instructions  for  each  element  or 
category  of  information  in  terms  of  a  period  of  time,  the  occurrence  of 
an  event,  or  a  notation  that  the  information  shall  not  be  declassified 
automatically  without  approval  of  the  originating  agency;  and 

4.  State  any  special  public  release  procedures  and  foreign 
disclosure  considerations. 

c.  Each  classification  guide  shall  be  approved  personally  and  in 
writing  by  an  official  who: 

1.  Has  program  or  supervisory  responsibility  over  the  informa¬ 
tion  or  is  the  senior  agency  official  designated  by  the  Secretary  of 
Defense  or  Secretaries  of  the  Military  Departments  in  accordance  with 
Section  5.3(a)  of  E.O.  12356  (reference  (b));  and 

2.  Is  authorized  to  classify  information  originally  at  the 
highest  level  of  classification  prescribed  in  the  guide. 

2-401  Multiservice  Interest 

For  each  classified  system,  program,  project,  plan,  or  item  involving 
more  than  one  DoD  Component ,  a  classification  guide  shall  be  issued  by 

(a)  the  element  in  the  Office  of  the  Secretary  of  Defense  that  assumes 
or  is  expressly  designated  to  exercise  overall  cognizance  over  it;  or 

(b)  the  DoD  Component  that  is  expressly  designated  to  serve  as  the 
executive  or  administrative  agent  for  the  particular  effort.  When 
there  is  doubt  which  Component  has  cognizance  of  the  information 
involved,  the  matter  shall  be  referred  to  the  DUSD(P)  for  resolution. 


II-8 


2-402  Research,  Development.  Test,  and  Evaluation 


A  program  security  classification  guide  shall  be  developed  for  each 
system  and  equipment  development  program  that  involves  research,  develop¬ 
ment,  test,  and  evaluation  (RDT&E)  of  classified  technical  information. 
For  each  such  program  covered  by  an  approved  Decision  Coordinating  Paper 
(DCP)  or  Program  Objective  Memorandum  (POM),  initial  basic  classification 
guidance  applicable  to  technical  characteristics  of  the  system  or  equip¬ 
ment  shall  be  developed  and  submitted  with  the  proposed  DCP  or  POM  to 
the  Under  Secretary  of  Defense  for  Research  and  Engineering  for  approval. 
A  detailed  classification  guide  shall  be  developed  and  issued  as  near  in 
time  as  possible  to  the  approval  of  the  DCP  or  POM. 

2-403  Project  Phases 

Whenever  possible,  classification  guides  shall  cover  specifically 
each  phase  of  transition,  that  is,  RDT&E,  procurement,  production, 
service  use,  and  obsolescence,  with  changes  in  assigned  classifications 
to  reflect  the  changing  sensitivity  of  the  information  involved. 

2-404  Review  of  Classification  Guides 

a.  Classification  guides  shall  be  reviewed  by  the  originator  for 
currency  and  accuracy  not  less  than  once  every  2  years.  Changes  shall 
be  issued  promptly.  If  no  changes  are  made,  the  originator  shall  so 
annotate  the  record  copy  and  show  the  date  of  the  review. 

b.  Classification  guides  issued  before  August  1,  1982,  that  are  in 
current  use  must  be  updated  to  meet  the  requirements  of  paragraph 

2-400  b.  Such  updating  shall  be  accomplished  by  the  next  biennial  review. 
Converting  previous  declassification  determinations  directed  by  classifi¬ 
cation  guides  shall  be  accomplished  in  accordance  with  the  following: 

1.  Automatic  declassification  dates  or  events  remain  in  force 
unless  changed  by  competent  authority  in  accordance  with  subsection 
2-302. 


2.  Dates  for  declassification  review  shall  be  changed  to  auto¬ 
matic  declassification  dates  or  provide  for  the  indefinite  duration  of 
classification. 

2-405  Distribution  of  Classification  Guides 

a.  A  copy  of  each  approved  classification  guide  and  changes  thereto 
other  than  those  covering  SCI  shall  be  sent  to  the  Director  of  Freedom 
of  Information  and  Security  Review,  Office  of  the  Assistant  Secretary  of 
Defense  (Public  Affairs),  and  to  the  Director  of  Security  Plans  and 
Programs,  ODUSD(P).  A  copy  of  each  approved  classification  guide  covering 
SCI  shall  be  submitted  to  and  maintained  by  the  Senior  Intelligence  Officer 
who  has  security  cognizance  over  the  issuing  activity. 

b.  Two  copies  of  each  approved  classification  guide  and  its  changes 
shall  be  sent  by  the  originator  to  the  Administrator,  Defense  Technical 
Information  Center  (DTIC),  Defense  Logistics  Agency,  unless  such  guide 
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is  classified  Top  Secret,  or -covers  SCI,  or  is  determined  by  the  approval 
authority  of  the  guide  to  be  too  sensitive  for  automatic  secondary  dis¬ 
tribution  to  DoD  Components.  Each  classification  guide  forwarded  to  DTIC 
must  bear  distribution  statement  B,  C,  D,  E,  F,  or  X  from  DoD  Directive 
5230.24  (reference  (ww))  on  its  front  cover  or  first  page  if  there  is 
no  cover. 

2-406  Index  of  Security  Classification  Guides 

a.  All  security  classification  guides,  except  as  provided  in  sub- 
paragraph  b.,  below,  issued  under  this  Regulation  shall  be  listed  in 
DoD  5200.1-1  (reference  (o)),  on  the  basis  of  information  provided  on 
DD  Form  2024,  "DoD  Security  Classification  Guide  Data  Elements."  The 
originator  of  each  guide  shall  execute  DD  Form  2024  when  the  guide  is 
approved,  changed,  revised,  reissued,  or  canceled,  and  when  its  biennial 
review  is  accomplished.  The  original  copy  of  each  executed  DD  Form  2024 
shall  be  forwarded  to  the  Director  of  Security  Plans  and  Programs,  ODUSD(P) 
who  will  maintain  the  Index.  Report  Control  Symbol  DD-P0L  (B&AR)1418 
applies  to  this  information  collection  system. 

b.  Any  classification  guide  that  because  of  classification  con¬ 
siderations  is  not  listed  in  accordance  with  paragraph  a.,  above,  shall 
be  reported  by  the  originator  to  the  Director  of  Security  Plans  and 
Programs,  ODUSD(P).  The  report  shall  include  the  title  of  the  guide, 
its  date,  the  classification  of  the  guide,  and  identification  of  the 
originating  activity.  A  separate  classified  list  of  such  guides  will 
be  maintained.  Report  Control  Symbol  DD-P0L(B&AR) 1418  applies  to  this 
information  collection  system. 


Section  5 

RESOLUTION  OF  CONFLICTS 


2-500  General 

When  two  or  more  offices,  headquarters,  or  activities  disagree 
concerning  a  classification,  declassification,  or  regrading  action,  the 
disagreement  must  be  resolved  promptly. 

2-501  Procedures 

If  agreement  cannot  be  reached  by  informal  consultation,  the  matter 
shall  be  referred  for  decision  to  the  lowest  superior  common  to  the  dis¬ 
agreeing  parties.  If  agreement  cannot  be  reached  at  the  major  command 
(or  equivalent)  level,  the  matter  shall  be  referred  for  decision  to  the 
headquarters  office  having  overall  classification  management  responsibil¬ 
ities  for  the  Component.  That  office  shall  also  be  advised  of  any  disa¬ 
greement  at  any  echelon  if  prompt  resolution  is  not  likely  to  occur. 

2-502  Final  Decision 

Disagreements  between  DoD  Component  headquarters,  if  not  resolved 
promptly,  shall  be  referred  for  final  resolution  to  the  ODUSD(P). 
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2-503  Timing 


Action  under  this  section  at  each  level  of  consideration  shall  be 
completed  within  30  days.  Failure  to  reach  a  decision  within  30  days 
shall  be  cause  for  referral  to  the  next  level  for  consideration. 

Section  6 

OBTAINING  CLASSIFICATION  EVALUATIONS 
2-600  Procedures 

If  a  person  not  authorized  to  classify  originates  or  develops  infor¬ 
mation  that  he  or  she  believes  should  be  safeguarded,  he  or  she  shall: 

a.  Safeguard  the  information  in  the  manner  prescribed  for  the 
intended  classification  (see  paragraph  1-400  b.); 

b.  Mark  the  information  (or  cover  sheet)  with  the  intended  classi¬ 
fication  designation  prescribed  in  section  5,  Chapter  I; 

c.  Transmit  the  information  under  appropriate  safeguards  to  an 
appropriate  classification  authority  for  evaluation.  The  transmittal 
shall  state  that  the  information  is  tentatively  marked  to  protect  it  in 
transit.  If  such  authority  is  not  readily  identifiable,  the  information 
should  be  forwarded  to  a  headquarters  activity  of  a  DoD  Component,  to 

the  headquarters  office  having  overall  classification  management  responsi¬ 
bilities  for  a  DoD  Component,  or  to  the  DUSD(P).  A  determination  whether 
to  classify  the  information  shall  be  made  within  30  days  of  receipt; 

d.  Upon  decision  by  the  classifying  authority,  the  tentative  marking 
shall  be  removed.  If  a  classification  is  assigned,  appropriate  markings 
shall  be  applied;  but 

e.  In  an  emergency  requiring  immediate  communication  of  the  informa¬ 
tion,  after  taking  the  action  prescribed  by  paragraphs  a.  and  b. ,  above, 
transmit  the  information  and  then  proceed  in  accordance  with  paragraph 
c.,  above. 


Section  7 

INFORMATION  DEVELOPED  BY  PRIVATE  SOURCES 


2-700  General 

There  are  some  circumstances  in  which  information  not  meeting  the 
definition  in  subsection  1-304  may  warrant  protection  in  the  interest  of 
national  security. 
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2-701  Patent  Secrecy  Act 


The  Patent  Secrecy  Act  of  1952  (reference  (1))  provides  that  the 
Secretary  of  Defense,  among  others,  may  determine  that  disclosure  of  an 
invention  by  granting  of  a  patent  would  be  detrimental  to  national 
security.  See  DoD  Directive  5535.2  (reference  (p)).  A  patent  applica¬ 
tion  on  which  a  secrecy  order  has  been  imposed  shall  be  handled  as 
follows  within  the  Department  of  Defense: 

a.  If  the  patent  application  contains  information  that  warrants 
classification,  it  shall  be  assigned  a  classification  and  be  marked  and 
safeguarded  accordingly. 

b.  If  the  patent  application  does  not  contain  information  that 
warrants  classification,  the  following  procedures  shall  be  followed: 

1.  A  cover  sheet  (or  cover  letter  for  transmittal)  shall  be 
placed  on  the  application  with  substantially  the  following  language: 

The  attached  material  contains  information  on 
which  secrecy  orders  have  been  issued  by  the 
U.S.  Patent  Office  after  determination  that 
disclosure  would  be  detrimental  to  national 
security  (Patent  Secrecy  Act  of  1952,  35  U.S.C. 

181-188).  Its  transmission  or  revelation  in  any 
manner  to  an  unauthorized  person  is  prohibited 
by  law.  Handle  as  though  classified  CONFIDENTIAL 
(or  such  other  classification  as  would  have  been 
assigned  had  the  patent  application  been  within 
the  definition  provided  in  subsection  1-304) . 

2.  The  information  shall  be  withheld  from  public  release;  its 
dissemination  within  the  Department  of  Defense  shall  be  controlled;  the 
applicant  shall  be  instructed  not  to  disclose  it  to  any  unauthorized 
person;  and  the  patent  application  (or  other  document  incorporating  the 
protected  information)  shall  be  safeguarded  in  the  manner  prescribed  for 
equivalent  classified  material. 

c.  If  filing  of  a  patent  application  with  a  foreign  government  is 
approved  under  provisions  of  the  Patent  Secrecy  Act  of  1952  (reference  (1)) 
and  agreements  on  interchange  of  patent  information  for  defense  purposes, 
the  copies  of  the  patent  application  prepared  for  foreign  registration 
(but  only  those  copies)  shall  be  marked  at  the  bottom  of  each  page  as 
follows: 


Withheld  under  the  Patent  Secrecy  Act 
of  1952  (35  U.S.C.  181-188). 

Handle  as  CONFIDENTIAL  (or  such  other 
level  as  has  been  determined) . 
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2-702 


Independent  Research  and  Development 


a.  Information  in  a  document  or  material  that  is  a  product  of 
government-sponsored  independent  research  and  development  conducted 
without  access  to  classified  information  may  not  be  classified  unless 
the  government  first  acquires  a  proprietary  interest  in  such  product. 

b.  If  no  prior  access  was  given  but  the  person  or  company  conducting 
the  independent  research  or  development  believes  that  protection  may  be 
warranted  in  the  interest  of  national  security,  the  person  or  company 
should  safeguard  the  information  in  accordance  with  subsection  2-600  and 
submit  it  to  an  appropriate  DoD  element  for  evaluation.  The  DoD  element 
receiving  such  a  request  for  evaluation  shall  make  or  obtain  a  determin¬ 
ation  whether  a  classification  would  be  assigned  if  it  were  government 
information.  If  the  determination  is  negative,  the  originator  shall  be 
advised  that  the  information  is  unclassified.  If  the  determination  is 
affirmative,  the  DoD  element  shall  make  or  obtain  a  determination  whether 
a  proprietary  interest  in  the  research  and  development  will  be  acquired. 
If  so,  the  information  shall  be  assigned  proper  classification.  If  not, 
the  originator  shall  be  informed  that  there  is  no  basis  for  classifica¬ 
tion  and  the  tentative  classification  shall  be  canceled. 

\ 

2-703  Other  Private  Information 

The  procedure  specified  in  subsection  2-600  shall  apply  in  any  case 
not  specified  in  subsection  2-702,  such  as  an  unsolicited  contract  bid, 
in  which  private  information  is  submitted  to  a  DoD  element  for  a  deter¬ 
mination  of  classification. 


Section  8 
REGRADING 

2-800  Raising  to  a  Higher  Level  of  Classification 

The  upgrading  of  classified  information  to  a  higher  level  than 
previously  determined  by  officials  with  appropriate  classification 
authority  and  jurisdiction  over  the  subject  matter  is  permitted  only 
when  all  known  holders  of  the  information  (a)  can  be  notified  promptly 
of  such  action,  and  (b)  are  authorized  access  to  the  higher  level  of 
classification,  or  the  information  can  be  retrieved  from  those  not  author¬ 
ized  access  to  information  at  the  contemplated  higher  level  of  classifi¬ 
cation. 

2-801  Classification  of  Information  Previously  Determined  to  be 
Unclassified 

Unclassified  information,  once  communicated  as  such,  may  be  classi¬ 
fied  only  when  the  classifying  authority  (a)  makes  the  determination 
required  for  upgrading  in  subsection  2-800;  (b)  determines  that  control 
of  the  information  has  not  been  lost  by  such  communication  and  can  still 
be  prevented  from  being  lost;  and  (c)  in  the  case  of  information  released 
to  secondary  distribution  centers,  such  as  the  DTIC,  determines  that  no 
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secondary  distribution  has  been  made  and  can  still  be  prevented  (see 
also  paragraphs  2-204  f.  and  2-204  g.) 

2-802  Notification 

•All  known  holders  of  information  that  has  been  upgraded  shall  be 
notified  promptly  of  the  upgrading  action. 

2-803  Downgrading 

When  it  will  serve  a  useful  purpose,  original  classification  author¬ 
ities  may,  at  the  time  of  original  classification,  specify  that  downgrading 
of  the  assigned  classification  will  occur  on  a  specified  date  or  upon 
the  occurrence  of  a  stated  event. 

Section  9 

INDUSTRIAL  OPERATIONS 

2-900  Classification  in  Industrial  Operations 

Classification  of  information  in  private  industrial  operations  shall 
be  based  only  on  guidance  furnished  by  the  government.  Industrial 
management  may  not  make  original  classification  determinations  and  shall 
implement  the  classification  decisions  of  the  U.S.  Government  contracting 
authority. 

2-901  Contract  Security  Classification  Specification 

DD  Form  254,  "Contract  Security  Classification  Specification,"  shall 
be  used  to  convey  contractual  security  classification  guidance  to  indus¬ 
trial  management.  DD  Forms  254  shall  be  changed  by  the  originator  to 
reflect  changes  in  classification  guidance  and  reviewed  for  currency  and 
accuracy  not  less  than  once  every  2  years.  Changes  shall  conform  with 
this  Regulation  and  DoD  5220. 22 -R  and  D6D  5220. 22-M  (references  (e)  and 
(f)  and  shall  be  provided  to  all  holders  of  the  DD  Form  254  as  soon  as 
possible.  Vhen  no  changes  are  made  as  a  result  of  the  biennial  review, 
the  originator  shall  so  notify  all  holders  of  the  DD  Form  254  in  writing. 
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DoD  5200. 1-R 


CHAPTER  III 

DECLASSIFICATION  AND  DOWNGRADING 
Section  1 

GENERAL  PROVISIONS 


3-100  Policy 

Information  classified  under  E.O.  12356  (reference  (b))  and  prior 
orders  shall  be  declassified  or  downgraded  as  soon  as  national  security 
considerations  permit.  Decisions  concerning  declassification  shall  be 
based  on  the  loss  of  sensitivity  of  the  information  with  the  passage  of 
time  or  on  the  occurrence  of  an  event  that  permits  declassification. 
Information  that  continues  to  meet  the  classification  requirements  of 
subsection  2-202  despite  the  passage  of  time  will  continue  to  be  pro¬ 
tected  in  accordance  with  this  Regulation. 

3-101  Responsibility  of  Officials 

Officials  authorized  under  subsection  1-603  to  declassify  or  down¬ 
grade  information  that  is  under  the  final  classification  jurisdiction  of 
the  Department  of  Defense  shall  take  such  action  in  accordance  with  this 
Chapter . 

3-102  Declassification  Coordination 

DoD  Component  declassification  review  of  classified  information 
shall  be  coordinated  with  any  other  DoD  or  non-DoD  office.  Component,  or 
agency  that  has  a  direct  interest  in  the  subject  matter. 

3-103  Declassification  by  the  Director  of  the  IS00 

If  the  Director  of  the  IS00  determines  that  information  is  classi¬ 
fied  in  violation  of  reference  (b),  the  Director  may  require  the  activity 
that  originally  classified  the  information  to  declassify  it.  Any  such 
decision  by  the  Director  may  be  appealed  through  the  Director  of  Security 
Plans  and  Programs,  ODUSD(P),  to  the  National  Security  Council  (NSC).  The 
information  shall  remain  classified  pending  a  prompt  decision  on  the  appeal. 

Section  2 

SYSTEMATIC  REVIEW 

3-200  Assistance  to  the  Archivist  of  the  United  States 

The  Secretary  of  Defense  and  the  Secretaries  of  the  Military  Depart¬ 
ments  shall  designate  experienced  personnel  to  assist  the  Archivist  of 
the  United  States  in  the  systematic  review  of  classified  information. 

Such  personnel  shall: 
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a.  Provide  guidance  and  assistance  to  National  Archives  and  Records 
Administration  (NARA)  employees  in  identifying  and  separating  documents 
and  specific  categories  of  information  within  documents  that  are  deemed 
to  require  continued  classification;  and 

b.  Refer  doubtful  cases  to  the  DoD  Component  having  classification 
jurisdiction  over  the  information  or  material  for  resolution. 

3-201  Systematic  Review  Guidelines 

The  Director  of  Security  Plans  and  Programs,  ODUSD(P),  in  coordi¬ 
nation  with  DoD  Components,  shall  review,  evaluate,  and  recommend 
revisions  of  DoD  Directive  5200.30  (reference  (q))  at  least  every  5  years. 

3-202  Systematic  Review  Procedures 

a.  Except  as  noted  in  this  subsection,  classified  information  trans¬ 
ferred  to  the  NARA  that  is  permanently  valuable  will  be  reviewed 
systematically  for  declassification  by  the  Archivist  of  the  United 
States  with  the  assistance  of  the  DoD  personnel  designated  for  that 
purpose  under  subsection  3-200  as  it  becomes  30  years  old.  Information 
concerning  intelligence  (including  special  activities),  sources,  or 
methods  created  after  1945,  and  information  concerning  cryptology  created 
after  1945,  accessioned  into  the  NARA  will  be  reviewed  systematically  as 
it  becomes  50  years  old.  Such  information  shall  be  downgraded  or  declas¬ 
sified  by  the  Archivist  of  the  United  States  under  E.O.  12356,  the  direc¬ 
tives  of  the  ISOO,  and  reference  (q). 

b.  All  DoD  classified  information  that  is  permanently  valuable  and 
in  the  possession  or  control  of  DoD  Compor  ts,  including  that  held  in 
Federal  Records  Centers  or  other  storage  areas,  may  be  reviewed  system¬ 
atically  for  declassification  by  the  DoD  Component  exercising  control  of 
such  information.  Systematic  declassification  review  conducted  by  DoD 
Components  and  personnel  designated  under  subsection  3-200  shall  proceed 
as  follows: 


1.  Information  over  which  the  Department  of  Defense  exercises 
exclusive  or  final  original  classification  authority  and  that  under 
reference  (q),  the  responsible  reviewer  determines  is  to  be  declassified, 
shall  be  marked  accordingly. 

2.  Information  over  which  the  Department  of  Defense  exercises 
exclusive  or  final  original  classification  authority  that,  after  review, 
is  determined  to  warrant  continued  protection  shall  remain  classified  as 
long  as  required  by  national  security  considerations. 

c.  Classified  information  over  which  the  Department  of  Defense  does 
not  exercise  exclusive  or  final  original  classification  authority  en¬ 
countered  during  DoD  systematic  review  may  not  be  declassified  unless 
specifically  authorized  by  the  agency  having  classification  jurisdiction 
over  it. 
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3-203  Systematic  Review  of  Classified  Cryptologic  Information 


Notwithstanding  any  other  provision  of  this  Regulation,  systematic 
review  and  declassification  of  classified  cryptologic  information  shall 
be  conducted  in  accordance  with  special  procedures  developed  in  consul¬ 
tation  with  affected  agencies  by  the  Director,  National  Security  Agency/ 
Chief,  Central  Security  Service,  and  approved  by  the  Secretary  of  Defense 
under  E.O.  12356  and  DoD  Directive  5200.30  (references  (b)  and  (q)). 

3-204  Systematic  Review  of  Intelligence  Information 

Systematic  review  for  declassification  of  classified  information 
pertaining  to  intelligence  activities  (including  special  activities),  or 
intelligence  sources  or  methods  shall  be  in  accordance  with  special 
procedures  to  be  established  by  the  Director  of  Central  Intelligence 
after  consultation  with  affected  agencies. 

Section  3 

MANDATORY  DECLASSIFICATION  REVIEW 
3-300  Information  Covered 

Upon  request  by  a  U.S.  citizen  or  permanent  resident  alien,  a  federal 
agency,  or  a  state  or  local  government  to  declassify  and  release  such 
information,  any  classified  information  (except  as  provided  in  subsec¬ 
tion  3-301)  shall  be  subject  to  review  by  the  originating  or  responsible 
DoD  Component  for  declassification  in  accordance  with  this  section. 

3-301  Presidential  Information 

Information  originated  by  a  President,  the  White  House  staff,  com¬ 
mittees,  commissions,  or  boards  appointed  by  the  President,  or  others 
specifically  providing  advice  and  counsel  to  a  President  or  acting  on 
behalf  of  a  President  is  exempt  from  the  provisions  of  this  section. 

3-302  Cryptologic  Information 

Requests  for  the  declassification  review  of  cryptologic  information 
shall  be  processed  in  accordance  with  the  provisions  of  DoD  Directive 
5200.30  (reference  (q)). 

3-303  Submission  of  Requests  for  Mandatory  Declassification  Review 

Requests  for  mandatory  review  of  DoD  classified  information  shall  be 
submitted  as  follows: 

a.  Requests  shall  be  in  writing  and  reasonably  describe  the  informa¬ 
tion  sought  with  sufficient  particularity  to  enable  the  Component  to 
identify  documents  containing  that  information,  and  be  reasonable  in 
scope;  for  example,  the  request  does  not  involve  such  a  large  number  or 
variety  of  documents  as  to  leave  uncertain  the  identity  of  the  particular 
information  sought. 


III-3 


b.  Requests  shall  be  submitted  to  the  Office  of  the  Assistant 
Secretary  of  Defense  (Public  Affairs)  (ASD(PA)  (entry  point  for  OSD 
records),  the  Military  Department,  or  other  Component  most  concerned 
with  the  subject  matter  that  is  designated  under  DoD  Directive  5400.7 
(reference  (k))  to  receive  requests  for  records  under  the  Freedom  of 
Information  Act.  These  offices  are  identified  in  appropriate  Parts  of 
Title  32  of  the  Code  of  Federal  Regulations  for  each  DoD  Component. 

3-304  Requirements  for  Processing 

Unless  otherwise  directed  by  the  ASD(PA),  requests  for  mandatory 
review  shall  be  processed  as  follows: 

a.  The  designated  office  shall  acknowledge  receipt  of  the  request. 
Vhen  a  request  does  not  satisfy  the  conditions  of  paragraph  3-303  a. , 
the  requester  shall  be  notified  that  unless  additional  information  is 
provided  or  the  scope  of  the  request  narrowed,  no  further  action  will  be 
undertaken. 

b.  DoD  Component  action  upon  the  initial  request  shall  be  completed 
within  60  days  (45  working  days).  If  no  determination  has  been  made 
within  60  days  (45  working  days)  of  receipt  of  the  request,  the  requester 
shall  be  notified  of  his  right  to  appeal  and  of  the  procedures  for  mak¬ 
ing  such  an  appeal. 

c.  The  designated  office  shall  determine  whether,  under  the  declas¬ 
sification  provisions  of  this  Regulation,  the  requested  information  may 
be  declassified,  and,  if  so,  make  such  information  available  to  the 
requester,  unless  withholding  is  otherwise  warranted  under  applicable 
law.  If  the  information  may  not  be  released  in  whole  or  in  part,  the 
requester  shall  be  given  a  brief  statement  as  to  the  reasons  for  denial, 
notice  of  the  right  to  appeal  the  determination  within  60  days  (45 
working  days)  to  a  designated  appellate  authority  (including  name, 
title,  and  address  of  such  authority),  and  the  procedures  for  such  an 
appeal . 


d.  Vhen  a  request  is  received  for  information  classified  by  another 
DoD  Component  or  an  agency  outside  the  Department  of  Defense,  the  de¬ 
signated  office  shall: 

1.  Forward  the  request  to  such  DoD  Component  or  outside  agency 
for  review  together  with  a  copy  of  the  document  containing  the  informa¬ 
tion  requested,  when  practicable  and  when  appropriate,  with  its  re¬ 
commendation  to  withhold  any  of  the  information; 

2.  Notify  the  requester  of  the  referral  unless  the  DoD  Component 
or  outside  agency  to  which  the  request  is  referred  objects  to  such  notice 
on  grounds  that  its  association  with  the  information  requires  protection; 
and 

3.  Request,  when  appropriate,  that  the  DoD  Component  or  outside 
agency  notify  the  referring  office  of  its  determination. 
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e.  If  the  request  requires  the  rendering  of  services  for  which  fees 
may  be  charged  under  Title  5  of  the  Independent  Offices  Appropriation 
Act  (reference  (r))  in  accordance  with  DoD  Instruction  7230.7  (reference 
(s)),  the  DoD  Component  may  calculate  the  anticipated  amount  of  fees  to 
be  charged  and  ascertain  the  requester's  willingness  to  pay  the  allowa¬ 
ble  charges  as  a  precondition  to  taking  further  action  upon  the  request. 

f.  A  requester  may  appeal  to  the  head  of  a  DoD  Component  or  desig¬ 
nee  whenever  that  DoD  Component  has  not  acted  on  an  initial  request 
within  60  days  or  the  requester  has  been  notified  that  requested  infor¬ 
mation  may  not  be  released  in  whole  or  in  part.  Within  30  days  after 
receipt,  an  appellate  authority  shall  determine  whether  continued  classi¬ 
fication  of  the  requested  information  is  required  in  whole  or  in  part, 
notify  the  requester  of  its  determination,  and  make  available  to  the 
requester  any  information  determined  to  be  releasable.  If  continued 
classification  is  required  under  this  Regulation,  the  requester  shall  be 
notified  of  the  reasons  therefor.  If  so  requested,  an  appellate  author¬ 
ity  shall  communicate  its  determination  to  any  referring  DoD  Component 

or  outside  agency. 

g.  The  ASD(PA)  shall  act  as  appellate  authority  for  all  appeals 
regarding  OSD,  OJCS,  and  Unified  Command  records. 

3-305  Foreign  Government  Information 

Requests  for  mandatory  review  for  the  declassification  of  foreign 
government  information  shall  be  processed  and  acted  upon  under  the 
provisions  of  this  section  subject  to  subsection  11-202. 

3-306  Prohibition 

No  DoD  Component  in  possession  of  a  document  shall  in  response  to  a 
request  under  the  Freedom  of  Information  Act  or  this  section  refuse  to 
confirm  the  existence  or  nonexistence  of  the  document,  unless  the  fact 
of  its  existence  or  nonexistence  would  itself  be  classifiable  under  this 
Regulation. 

3-307  Restricted  Data  and  Formerly  Restricted  Data 

Any  proposed  action  on  a  request,  including  requests  from  Presi¬ 
dential  libraries,  for  DoD  classified  documents  that  are  marked  "Restricted 
Data"  or  "Formerly  Restricted  Data"  must  be  coordinated  with  the  Depart¬ 
ment  of  Energy. 


Section  4 

DECLASSIFICATION  OF  TRANSFERRED  DOCUMENTS  OR  MATERIAL 

3-400  Material  Officially  Transferred 

In  the  case  of  classified  information  or  material  transferred  under 
statute,  E.O.,  or  directive  from  one  department  or  agency  or  DoD  Component 
to- another  in  conjunction  with  a  transfer  of  functions,  as  distinguished 


III-5 


from  transfers  merely  for  purposes  of  storage,  the  receiving  department, 
agency,  or  DoD  Component  shall  be  deemed  to  be  the  original  classifying 
authority  over  such  material  for  purposes  of  downgrading  and  declassifi¬ 
cation. 

3-401  Material  Not  Officially  Transferred 

When  a  DoD  Component  has  in  its  possession  classified  information  or 
material  originated  in  an  agency  outside  the  Department  of  Defense  that 
has  ceased  to  exist  and  such  information  or  material  has  not  been  trans¬ 
ferred  to  another  department  or  agency  within  the  meaning  of  subsection 
3-400,  or  when  it  is  impossible  to  identify  the  originating  agency,  the 
DoD  Component  shall  be  deemed  to  be  the  originating  agency  for  the  purpose 
of  declassifying  or  downgrading  such  information  or  material.  If  it  appears 
probable  that  another  department,  agency,  or  DoD  Component  may  have  a 
substantial  interest  in  the  classification  of  such  information,  the  DoD 
Component  deemed  to  be  the  originating  agency  shall  notify  such  other 
department,  agency,  or  DoD  Component  of  the  nature  of  the  information  or 
material  and  any  intention  to  downgrade  or  declassify  it.  Until  60  days 
after  notification,  the  DoD  Component  shall  not  declassify  or  downgrade 
such  information  or  material  without  consulting  the  other  department, 
agency,  or  DoD  Component.  During  this  period,  the  other  department, 
agency,  or  DoD  Component  may  express  objections  to  downgrading  or  declas¬ 
sifying  such  information  or  material. 

3-402  Transfer  for  Storage  or  Retirement 

Whenever  practicable,  classified  documents  shall  be  reviewed  for 
downgrading  or  declassification  before  they  are  forwarded  to  a  Records 
Center  for  storage  or  to  the  NARA  for  permanent  preservation.  Any 
downgrading  or  declassification  determination  shall  be  indicated  on  each 
document  by  markings  as  required  by  Chapter  IV. 

Section  5 
DOWNGRADING 

3-500  Automatic  Downgrading 

Classified  information  marked  for  automatic  downgrading  in  accord¬ 
ance  with  this  or  prior  regulations  or  E.Os.  is  downgraded  accordingly 
without  notification  to  holders. 

3-501  Downgrading  Upon  Reconsideration 

Classified  information  not  marked  for  automatic  downgrading  may  be 
assigned  a  lower  classification  designation  by  the  originator  or  by  an 
official  authorized  to  declassify  the  same  information  (see  subsection 
1-603).  Prompt  notice  of  such  downgrading  'shall  be  provided  to  known 
holders  of  the  information. 


III-6 


Section  6 


MISCELLANEOUS 

3-600  Notification  of  Changes  in  Declassification 

When  classified  material  has  been  properly  marked  with  specific 
dates  or  events  for  declassification,  it  is  not  necessary  to  issue  no¬ 
tices  of  declassification  to  any  holders.  However,  when  declassifica¬ 
tion  action  is  taken  earlier  than  originally  scheduled,  or  the  duration 
of  classification  is  extended,  the  authority  making  such  changes  shall 
ensure  prompt  notification  of  all  holders  to  whom  the  information  was 
originally  transmitted.  The  notification  shall  specify  the  marking 
action  to  be  taken,  the  authority  therefor,  and  the  effective  date. 

Upon  receipt  of  notification,  recipients  shall  effect  the  proper  changes 
and  shall  notify  holders  to  whom  they  have  transmitted  the  classified 
information.  See  subsections  4-400  and  4-404  for  markings  and  the  use  of 
posted  notices. 

3-601  Foreign  Relations  Series 

In  order  to  permit  the  State  Department  editors  of  Foreign  Rela¬ 
tions  of  the  United  States  to  meet  their  mandated  goal  of  publishing 
twenty  years  after  the  event,  DoD  Components  shall  assist  the  editors  in 
the  Department  of  State  by  easing  access  to  appropriate  classified 
materials  in  their  custody  and  by  expediting  declassification  review  of 
items  from  their  files  selected  for  possible  publication. 

3-602  Reproduction  for  Declassification  Review 

The  provisions  of  subsection  7-305  shall  not  restrict  the  reproduc¬ 
tion  of  documents  for  the  purpose  of  facilitating  declassification 
review  under  the  provisions  of  this  Chapter  or  the  Freedom  of  Informa¬ 
tion  Act,  as  amended  (DoD  Directive  5400.7,  reference  (k)).  After  review 
for  declassification,  however,  those  reproduced  documents  that  remain 
classified  must  be  destroyed  in  accordance  with  Chapter  IX. 
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DoD  5200. 1-R 

CHAPTER  IV 
HARKING 
Section  1 

GENERAL  PROVISIONS 


4-100  Designation 

Subject  to  the  exceptions  in  subsection  4-102,  information  deter¬ 
mined  to  require  classification  protection  under  this  Regulation  shall 
be  so  designated.  Designation  by  means  other  than  physical  marking  may 
be  used  but  shall  be  followed  by  physical  marking  as  soon  as  possible. 

4-101  Purpose  of  Designation 

Designation  by  physical  marking,  notation,  or  other  means  serves  to 
warn  the  holder  about  the  classification  of  the  information  involved;  to 
indicate  the  degree  of  protection  against  unauthorised  disclosure  that 
is  required  for  that  particular  level  of  classification;  and  to  facili¬ 
tate  downgrading  and  declassification  actions. 

4-102  Exceptions 

a.  No  article  that  has  appeared,  in  whole  or  in  part,  in  newspapers, 
magazines  or  elsewhere  in  the  public  domain,  or  any  copy  thereof,  that 

is  being  reviewed  and  evaluated  to  compare  its  content  with  classified 
information  that  is  being  safeguarded  in  the  Department  of  Defense  by 
security  classification,  stay  be  marked  with  any  security  classification, 
control  or  other  kind  of  restrictive  marking.  The  results  of  the  review 
and  evaluation,  if  classified,  shall  be  separate  from  the  article  in 
question. 

b.  Classified  documents  and  material  shall  be  marked  in  accordance 
with  subsection  4-103  unless  the  markings  themselves  would  reveal  a  con¬ 
fidential  source  or  relationship  not  otherwise  evident  in  the  document, 
material,  or  information. 

c.  The  marking  requirements  of  subparagraphs  4-103  a.  4.  and  4-103 
b.4.  do  not  apply  to  documents  or  other  material  that  contain,  in  whole 
or  in  part.  Restricted  Data  or  Formerly  Restricted  Data  information. 

Such  documents  or  other  material  or  portions  thereof  shall  not  be  declas¬ 
sified  without  approval  of  the  Department  of  Energy  with  respect  to 
Restricted  Data  or  Formerly  Restricted  Data  information,  and  with  respect 
to  any  other  national  security  information  contained  therein,  the  ap¬ 
proval  of  the  originating  agency. 

4-103  Documents  or  Other  Material  in  General 


a.  At  the  tine  of  original  classification,  the  following  shall  be 
shown  on  the  face  of  all  originally  classified  documents  (see  subsection 
4-402)  or  clearly  associated  with  other  forms  of  classified  information 
in  a  manner  appropriate  to  the  medium  involved: 
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1.  The  identity  of  the  original  classification  authority  by 
position  title,  unless  he  or  she  is  the  signer  or  approver  of  the  docu¬ 
ment  ; 

2.  The  agency  and  office  of  origin; 

3.  The  overall  classification  of  the  document  (see  subsection 

1-500); 

4.  The  date  or  event  for  automatic  declassification  or  the 
notation  "Orginating  Agency's  Determination  Required"  or  "OADR";  and,  if 
applicable, 

5.  Any  downgrading  action  to  be  taken  and  the  date  or  event 

thereof . 

b.  At  the  time  of  derivative  classification,  the  following  shall  be 
shown  on  the  face  of  all  derivatively  classified  documents  (see  sub¬ 
section  4-402)  or  clearly  associated  with  other  forms  of  classified 
information  in  a  manner  appropriate  to  the  medium  involved: 

1.  The  source  of  classification,  that  is,  a  source  document  or 
classification  guide.  If  classification  is  derived  from  more  than  one 
source,  the  phrase  "Multiple  Sources”  will  be  shown  and  the  identifica¬ 
tion  of  each  source  will  be  maintained  with  the  file  or  record  copy  of 
the  document; 

2.  The  agency  and  office  of  origin  of  the  derivatively  classi¬ 
fied  document ; 

3.  The  overall  classification  of  the  document  (see  subsection 

1-500); 

4.  The  date  or  event  for  declassification  or  the  notation 
"Originating  Agency's  Determination  Required"  or  "OADR,"  carried  forward 
from  the  classification  source.  If  the  classification  is  derived  from 
multiple  sources,  either  the  most  remote  date  or  event  for  declassifica¬ 
tion  marked  on  the  sources  or  if  required  by  any  source,  the  notation 
"Originating  Agency's  Determination  Required"  or  "OADR"  shall  be  shown 
(also  see  subsection  4-401);  and,  if  applicable, 

5.  Any  downgrading  action  to  be  taken  and  the  date  or  event 

thereof. 


c.  In  addition  to  the  foregoing,  classified  documents  shall  be 
marked  as  prescribed  in  section  2  of  this  Chapter,  Chapter  XI,  if  the 
document  contains  foreign  government  information,  and  with  any  applic¬ 
able  special  notation  listed  in  section  5  of  this  Chapter.  Such  nota¬ 
tions  shall  be  carried  forward  from  source  documents  to  derivatively 
classified  documents  when  appropriate.  (DoD  5200. 1-PH  (reference  (yy)) 
provides  illustrated  guidance  on  the  applicati *m  of  classification  and 
associated  markings  to  documents  prepared  by  the  Department  of  Defense). 
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d.  Material  other  than  paper  documents  shall  show  the  required  in¬ 
formation  on  the  material  itself  or  if  that  is  not  practical,  in  related 
or  accompanying  documentation  (see  subsection  4-300) . 

4-104  Identification  of  Classification  Authority 

a.  Identification  of  a  classification  authority  shall  be  shown  on 
the  "Classified  by"  line  prescribed  under  subsection  4-402  and  shall  be 
sufficient,  standing  alone,  to  identify  a  particular  official,  source 
document  or  classification  guide. 

1.  If  all  information  in  a  document  or  material  is  classified 
as  an  act  of  original  classification,  the  classification  authority  who 
made  the  determination  shall  be  identified  on  the  "Classified  by"  line, 
unless  the  classifier  is  also  the  signer  or  approver  of  the  document 
(see  subsection  4-402) . 

2.  If  the  classification  of  all  information  in  a  document  or 
material  is  derived  from  a  single  source  (for  example,  a  source  document 
or  classification  guide),  the  "Classified  by"  line  shall  identify  the 
source  document  or  classification  guide,  including  its  date  when  neces¬ 
sary  to  insure  positive  identification  (see  subsection  4-402). 

3.  If  the  classification  of  information  contained  in  a  document 

or  material  is  derived  from  more  than  one  original  classification  authority, 
or  an  original  classification  authority  and  another  source,  or  from  more 
than  one  source  document,  classification  guide,  or  combination  thereof, 
the  "Classified  by"  line  shall  be  marked  "Multiple  Sources"  and  identifi¬ 
cation  of  all  such  authorities  and  sources  shall  be  maintained  with  the 
file  or  record  copy  of  the  document  (see  subsection  4-402) . 

4.  If  an  official  with  requisite  classification  authority  has 
been  designated  by  the  head  of  an  activity  to  approve  security  classifi¬ 
cations  assigned  to  all  information  leaving  the  activity,  the  title  of 
that  designated  official  shall  be  shown  on  the  "Classified  by"  line. 

The  designated  official  shall  maintain  records  adequate  to  support  de¬ 
rivative  classification  actions  (see  subsection  4-402). 

b.  Guidance  concerning  the  identification  of  the  classification 
authority  on  electronically  transmitted  messages  is  contained  in  sub¬ 
section  4-207. 

c.  Guidance  concerning  the  identification  of  the  classification 
authority  on  DoD  documents  that  contain  only  foreign  or  NATO  classified 
information  is  contained  in  paragraph  11-304  d. 

4-105  Wholly  Unclassified  Material 

Normally,  unclassified  material  shall  not  be  marked  or  stamped 
"Unclassified"  unless  it  is  essential  to  convey  to  a  recipient 
of  such  material  that  it  has  been  examined  with  a  view  to  imposing  a 
security  classification  and  that  it  has  been  determined  that  it  does 
not  require  classification.  However,  the  marking  "Unclassified"  may 
be  applied  to  formerly  classified  material  (see  subsection  4-400) . 
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Section  2 


SPECIFIC  HARKINGS  ON  DOCUMENTS 
4-200  Overall  and  Page  Marking 

Except  as  otherwise  specified  for  working  papers  (see  subsection 
7-304),  the  overall  classification  of  a  document,  whether  or  not  per¬ 
manently  bound,  or  any  copy  or  reproduction  thereof,  shall  be  conspic¬ 
uously  marked,  stamped  or  affixed  permanently  at  the  top  and  bottom 
on  the  outside  of  the  front  cover  (if  any),  on  the  title  page  (if  any), 
on  the  first  page,  and  on  the  outside  of  the  back  cover  (if  any).  Each 
interior  page,  except  those  that  are  blank,  shall  be  marked  top  and  bottom 
according  to  its  content,  to  include  "Unclassified"  when  no  classified 
information  is  contained  on  such  a  page.  Alternatively,  the  overall 
classification  of  the  document  may  be  conspicuously  marked  or  stamped 
at  the  top  and  bottom  of  each  interior  page  when  such  marking  is  neces¬ 
sary  to  achieve  production  efficiency  and  the  particular  information  to 
which  classification  is  assigned  is  otherwise  sufficiently  identified 
consistent  with  the  intent  of  subsection  4-202.  In  any  case,  the  classi¬ 
fication  marking  of  a  page  shall  not  supplant  the  classification  marking 
of  portions  (subsection  4-202)  of  the  page  marked  with  lower  levels  of 
classification. 

4-201  Marking  Components 

The  major  components  of  some  complex  documents  are  likely  to  be  used 
separately.  In  such  instances,  each  major  component  shall  be  marked  as 
a  separate  document  in  accordance  with  section  1  of  this  Chapter.  Ex¬ 
amples  include  each  annex,  appendix,  or  similar  component  of  a  plan, 
program,  or  operations  order;  attachments  and  appendices  to  a  memorandum 
or  letter;  and  each  major  part  of  a  report.  If  an  entire  major  component 
is  unclassified,  the  first  page  of  the  component  may  be  marked  at  the  top 
and  bottom  with  the  designation  "UNCLASSIFIED"  and  a  statement  included, 
such  as,  "All  portions  of  this  (annex,  appendix,  etc.)  are  UNCLASSIFIED." 
Vhen  this  method  of  marking  is  used,  no  further  markings  are  required  on 
the  unclassified  major  component. 

4-202  Portion  Marking 

a.  Each  section,  part,  paragraph,  or  similar  portion  of  a  classi- 
>  fied  document  shall  be  marked  to  show  the  level  of  classification  of  the 
information  contained  in  or  revealed  by  it,  or  that  it  is  unclassified. 
Portions  of  documents  shall  be  marked  in  a  manner  that  eliminates  doubt 
os  to  which  of  its  portions  contains  or  reveals  classified  information. 
Classification  levels  of  portions  of  a  document,  except  as  provided  in 
subsection  4-204,  shall  be  shown  by  the  appropriate  classification 
symbol  placed  immediately  following  the  portion's  letter  or  number,  or 
in  the  absence  of  letters  or  numbers,  immediately  before  the  beginning 
of  the  portion.  In  marking  sections,  parts,  paragraphs,  or  similar 
portions,  the  parenthetical  symbols  "(TS)"  for  Top  Secret,  "(S)"  for 
Secret,  "(C)"  for  Confidential,  and  "(U)"  for  unclassified,  shall  be 
used.  Vhen  appropriate,  the  symbols  nRD"  for  Restricted  Data  and  "FRD" 
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for  Formerly  Restricted  Data  shall  be  added,  for  example,  "(S-RD)"  or 
"(C-FRD) . "  In  addition,  portions  that  contain  Critical  Nuclear  Weapon 
Design  Information  (CNWDI)  will  be  marked  "(N)"  following  the  classifi¬ 
cation,  for  example,  "(S-RD)(N)." 

b.  Portion  marking  of  DoD  documents  containing  foreign  government 
information  shall  be  in  accordance  with  subsection  11-304. 

c.  Illustrations,  photographs,  figures,  graphs,  drawings,  charts 
and  similar  portions  of  classified  documents  will  be  clearly  marked  to 
show  their  classification  or  unclassified  status.  Such  markings  shall 
not  be  abbreviated  and  shall  be  prominent  and  placed  within  or  contigu¬ 
ous  to  the  portion.  Captions  of  such  portions  shall  be  marked  on  the 
basis  of  their  content  alone  by  placing  the  symbol  "(TS),"  "(S),"  "(C)," 
or  "(U)"  immediately  preceding  the  caption. 

d.  If,  in  an  exceptional  situation,  parenthetical  portion  marking 
is  determined  to  be  impracticable,  the  document  shall  contain  a  state¬ 
ment  sufficient  to  identify  the  information  that  is  classified  and  the 
level  of  such  classification.  Thus,  for  example,  each  portion  of  a 
classified  document  need  not  be  marked  separately  if  all  portions  are 
classified  at  the  same  level,  provided  a  statement  to  that  effect  is 
included  in  the  document.  In  the  case  of  classified  compilations, 
the  explanations  required  by  subsection  4-203  meet  this  requirement. 

e.  When  elements  of  information  in  one  portion  require  different 
classifications,  but  segregation  into  separate  portions  would  destroy 
continuity  or  context,  the  highest  classification  required  for  any  item 
shall  be  applied  to  that  portion  or  paragraph. 

f.  Waivers  of  the  foregoing  portion  marking  requirements  may  be 
granted  for  good  cause.  Any  request  by  a  DoD  Component  senior  official 
(see  subsections  13-301  and  13-302)  for  a  waiver  of  portion  marking 
requirements  shall  be  submitted  to  the  DUSD(P)  and  include  the  following: 
(1)  identification  of  the  information  or  class  of  documents  for  which 
such  waiver  is  sought;  (2)  detailed  explanation  of  why  the  waiver  should 
be  granted;  (3)  the  Component's  judgment  of  the  anticipated  dissemination 
of  the  information  or  class  of  documents  for  which  the  waiver  is  sought, 
and  (4)  the  extent  to  which  such  information  subject  to  the  waiver  may 
be  a  basis  for  derivative  classification.  Waivers  shall  be  granted  only 
upon  a  written  determination  by  the  DUSD(P)  as  the  designee  of  the  Secre¬ 
tary  of  Defense,  that  there  will  be  minimal  circulation  of  the  specified 
documents  or  information,  and  minimal  potential  usage  of  these  documents 
or  information  as  a  source  for  derivative  classification  determinations; 
or  there  is  some  other  basis  to  conclude  that  the  benefits  of  portion 
marking  are  clearly  outweighed  by  the  increased  administrative  burdens. 
The  granting  and  revocation  of  portion  marking  waivers  shall  be  reported 
to  the  Director  of  the  IS00  by  the  DUSD(P). 
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4-203  Compilations 


a.  Documents .  When  classification  is  required  to  protect  a  compi¬ 
lation  of  unclassified  information  pursuant  to  subsection  2-211,  the 
overall  classification  assigned  to  such  documents  shall  be  placed  con¬ 
spicuously  at  the  top  and  bottom  of  each  page  and  on  the  outside  of  the 
front  and  back  covers,  if  any,  and  an  explanation  of  the  basis  for  the 
assigned  classification  shall  be  included  on  the  document  or  in  its  text. 

b.  Portions  of  Documents.  If  a  classified  document  contains  parti¬ 
cular  portions  that  are  unclassified  when  standing  alone,  but  classified 
information  will  be  revealed  when  they  are  combined  or  associated,  those 
portions  shall  be  marked  as  unclassified,  the  page  shall  be  marked  with 
the  highest  classification  of  any  information  on  or  revealed  by  the  page, 
and  an  explanation  shall  be  added  to  the  page,  or  to  the  document,  to 
explain  the  classification  of  the  combination  or  association  to  the 
holder.  This  method  of  marking  also  may  be  used  if  classified  portions 

on  a  page,  or  within  a  document,  will  reveal  information  of  a  higher 
classification  when  they  are  combined  or  associated  than  when  they 
are  standing  alone. 

4-204  Subjects  and  Titles  of  Documents 

Subjects  or  titles  of  classified  documents  shall  be  marked  with  the 
appropriate  symbol,  "(TS),"  "(S),"  "(C),"  or  "(U)"  placed  immediately 
following  and  to  the  right  of  the  item.  When  applicable,  other  appro¬ 
priate  symbols,  for  example,  "(RD)"  or  "(FRD),"  shall  be  added.  (Sub¬ 
jects  or  titles  of  documents  should  be  unclassified,  if  possible.) 

4-205  File,  Folder,  or  Group  of  Documents 

When  a  file,  folder,  or  group  of  classified  documents  is  removed 
from  secure  storage  it  shall  be  marked  conspicuously  with  the  highest 
classification  of  any  classified  document  included  therein  or  shall  have 
an  appropriate  classified  document  cover  sheet  affixed. 

4-206  Transmittal  Documents 

A  transmittal  document,  including  endorsements  and  comments  when 
such  endorsements  and  comments  are  added  to  the  basic  communication, 
shall  carry  on  its  face  a  prominent  notation  of  the  highest  classification 
of  the  information  transmitted  by  it,  and  a  legend  showing  the  classifi¬ 
cation,  if  any,  of  the  transmittal  document,  endorsement,  or  comment 
standing  alone.  For  example,  an  unclassified  document  that  transmits  as 
an  attachment  a  classified  document  shall  bear  a  notation  substantially 
as  follows:  "UNCLASSIFIED  WHEN  SEPARATED  FROM  CLASSIFIED  ENCLOSURE." 

(See  also  paragraph  4-500  a.) 

4*207  Electronically  Transmitted  Messages 

a.  The  copy  of  a  classified  message  (for  example,  DD  Form  173, 

Joint  Messageform)  approved  for  electronic  transmission  and  maintained 
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as  the  record  copy  shall  be  marked  as  required  by  subsection  4-103  for 
other  documents.  Additionally,  copies  not  electronically  transmitted 
(such  as,  mail  and  courier  copies)  shall  be  marked  as  required  by  sub¬ 
section  4-103. 

b.  The  first  item  of  information  in  the  text  of  a  classified 
electronically  transmitted  message  shall  be  its  overall  classification. 
Paper  copies  of  classified  electronically  transmitted  messages  shall  be 
marked  at  the  top  and  bottom  with  the  assigned  classification.  Portions 
shall  be  marked  as  prescribed  herein  for  paper  copies  of  documents. 

When  such  messages  are  printed  by  an  automated  system,  classification 
markings  may  be  applied  by  that  system,  provided  that  page  markings  so 
applied  are  clearly  distinguishable  on  the  face  of  the  document  from  the 
printed  text. 

c.  The  originator  of  a  classified  electronically  transmitted 
message  shall  be  considered  the  accountable  classifier  under  subsection 
2-100.  The  highest  level  official  identified  on  the  message  as  the 
sender  or,  in  the  absence  of  such  identification,  the  head  of  the  organi¬ 
zation  originating  the  message,  is  deemed  to  be  the  classifier  of  the 
message.  Thus,  a  "Classified  by"  line  is  not  required  on  such  messages. 
The  originator  is  responsible  for  maintaining  adequate  records  as  required 
by  paragraph  4-103  b.  to  show  the  source  of  an  assigned  derivative 
classification. 

d.  The  last  line  of  text  of  a  classified  electronically  transmitted 
message  shall  show  the  date  or  event  for  downgrading,  if  appropriate, 
and  the  date  or  event  for  automatic  declassification  or  "Originating 
Agency's  Determination  Required,"  by  abbreviated  markings  from  subsec¬ 
tion  4-402.  The  foregoing  is  not  required  for  messages  that  contain 
information  identified  as  Restricted  Data  or  Formerly  Restricted  Data. 

e.  Any  document,  the  classification  of  which  is  based  solely  upon 
the  classification  of  the  content  of  a  classified  electronically  trans¬ 
mitted  message,  shall  cite  the  message  on  the  "Classified  by"  line  of 
the  newly  created  document. 

4-208  Translations 

Translations  of  U.S.  classified  information  into  a  language  other 
than  English  shall  be  marked  to  show  the  United  States  as  the  country  of 
origin,  with  the  appropriate  U.S.  classification  markings  and  the  foreign 
language  equivalent  thereof  (see  Appendix  A). 

Section  3 

MARKINGS  ON  SPECIAL  CATEGORIES  OF  MATERIAL 
4-300  General  Provisions 


Security  classification  and  applicable  associated  markings  (see 
subsections  4-103  and  4-310)  assigned  by  the  classifier  shall  be  con¬ 
spicuously  stamped,  printed,  written,  painted,  or  affixed  by  means  of 
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a  tag,  sticker,  decal,  or  similar  device,  on  classified  material  other 
than  paper  copies  of  documents,  and  on  containers  of  such  material,  if 
possible.  If  marking  the  material  or  container  is  not  practicable, 
written  notification  of  the  security  classification  and  applicable 
associated  markings  shall  be  furnished  to  recipients.  The  following 
procedures  for  marking  various  kinds  of  material  containing  classified 
information  are  not  all  inclusive  and  may  be  varied  to  accommodate  the 
physical  characteristics  of  the  material  containing  the  classified 
information  and  to  accommodate  organizational  and  operational  require¬ 
ments  . 

4-301  Charts,  Maps,  and  Drawings 

Charts,  maps,  and  drawings  shall  bear  the  appropriate  classification 
marking  for  the  legend,  title,  or  scale  blocks  in  a  manner  that  differ¬ 
entiates  between  the  overall  classification  of  the  document  and  the 
classification  of  the  legend  or  title  itself.  The  higher  of  these 
markings  shall  be  inscribed  at  the  top  and  bottom  of  each  such  document. 
When  folding  or  rolling  charts,  maps,  or  drawings  would  cover  the  classi¬ 
fication  markings,  additional  markings  shall  be  applied  that  are  clearly 
visible  when  the  document  is  folded  or  rolled.  Applicable  associated 
markings  shall  be  included  in  or  near  the  legend,  title,  or  scale  blocks. 

4-302  Photographs,  Films,  and  Recordings 

Photographs,  films  (including  negatives),  recordings,  and  their  con¬ 
tainers  shall  be  marked  to  assure  that  a  recipient  or  viewer  will  know 
that  classified  information  of  a  specified  level  of  classification  is 
involved . 


a.  Photographs .  Negatives  and  positives  shall  be  marked,  whenever 
practicable,  with  the  appropriate  classification  designation  and  appli¬ 
cable  associated  markings.  Roll  negatives  or  positives  may  be  so  marked 
at  the  beginning  and  end  of  each  strip.  Negatives  and  positives  shall  be 
kept  in  containers  bearing  conspicuous  classification  markings.  All 
prints  and  reproductions  shall  be  conspicuously  marked  with  the  appro¬ 
priate  classification  designation  and  applicable  associated  markings  on 
the  face  side  of  the  print  if  possible.  When  such  markings  cannot  be 
applied  to  the  face  side,  they  may  be  stamped  on  the  reverse  side  or 
affixed  by  pressure  tape  label,  stapled  strip,  or  other  comparable  means. 
(NOTE:  When  self -processing  film  or  paper  is  used  to  photograph  or  re¬ 
produce  classified  information,  all  parts  of  the  last  exposure  shall  be 
removed  from  the  camera  and  destroyed  as  classified  waste,  or  the  camera 
shall  be  protected  as  classified.) 

b.  Transparencies  and  Slides.  Applicable  classification  markings 
shall  be  shown  clearly  in  the  image  area  of  each  transparency  or  slide, 
if  possible.  In  the  case  of  a  35mm  or  a  similar  size  transparency  or 
slide  where  the  classification  markings  are  not  conspicuous  unless 
projected  on  a  screen,  for  example,  the  classification  markings  also 
shall  be  marked  on  its  border,  holder,  or  frame.  Duplicate  classifi¬ 
cation  markings  in  image  areas  and  on  borders,  holders,  or  frames  are 
required  if  there  is  any  doubt  that  the  image  area  markings  are  not 
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conspicuous  enough  to  be  seen  when  the  transparencies  or  slides  are  not 
being  projected.  Other  applicable  associated  markings  shall  be  shown 
in  the  image  area,  or  on  the  border,  holder,  or  frame,  or  in  accompanying 
documentation .  It  is  not  necessary  that  each  transparency  or  slide  of  a 
set  of  transparencies  or  slides  bear  applicable  associated  markings  when 
the  set  is  controlled  as  a  single  document.  In  such  cases,  the  first 
transparency  or  slide  shall  bear  the  applicable  associated  markings. 

c.  Motion  Picture  Films  and  Video  Tapes.  Classified  motion  picture 
films  and  video  tapes  shall  be  marked  at  the  beginning  and  end  by  titles 
bearing  the  appropriate  classification  makings.  Applicable  associated 
markings  shall  be  included  at  the  beginning  of  such  films  or  tapes.  All 
such  markings  shall  be  visible  when  projected.  Reels  and  cassettes  shall 
be  marked  with  the  appropriate  classification  and  kept  in  containers 
bearing  conspicuous  classification  and  applicable  associated  markings. 

d.  Recordings .  Sound,  magnetic,  or  electronic  recordings  shall  con* 
tain  at  the  beginning  and  end  a  clear  statement  of  the  assigned  classifi¬ 
cation  that  will  provide  adequate  assurance  that  any  listener  or  viewer 
will  know  that  classified  information  of  a  specified  level  is  involved. 
Recordings  shall  be  kept  in  containers  or  on  reels  that  bear  conspicuous 
classification  and  applicable  associated  markings. 

e.  Microforms .  Microforms  are  images,  usually  produced  photo¬ 
graphically  on  transparent  or  opaque  materials,  in  sizes  too  small  to  be 
read  by  the  unaided  eye.  Accordingly,  the  assigned  security  classifica¬ 
tion  and  abbreviated  applicable  associated  markings  shall  be  conspicuously 
marked  on  the  microform  medium  or  its  container,  so  as  to  be  readable  by 
the  unaided  eye.  These  markings  shall  also  be  included  on  the  image  so 
that  when  the  image  is  enlarged  and  displayed  or  printed,  the  markings 
will  be  conspicuous  and  readable.  Such  marking  will  be  accomplished  as 
appropriate  for  the  particular  microform  involved.  For  example,  roll 
film  microforms  (or  roll  microfilm  employing  16,  35,  70,  or  105  mm  films) 
may  generally  be  marked  as  provided  for  roll  motion  picture  film  in  para¬ 
graph  4-302  c.  and  decks  of  "aperture  cards"  may  be  marked  as  provided  in 
subsection  4-303  for  decks  of  automatic  data  processing  punched  cards. 
Whenever  possible,  microfiche,  microfilm  strips,  and  microform  chips  shall 
be  marked  in  accordance  with  this  paragraph. 

4-303  Decks  of  ADP  Punched  Cards 

When  a  deck  of  classified  ADP  punched  cards  is  handled  and  controlled 
as  a  single  document,  only  the  first  and  last  card  require  classification 
markings.  An  additional  card  shall  be  added  (or  the  job  control  card 
modified)  to  identify  the  contents  of  the  deck  and  the  highest  classifi¬ 
cation  therein.  Such  additional  card  shall  include  applicable  associated 
markings.  Cards  removed  for  separate  processing  or  use  and  not  immedi¬ 
ately  returned  to  the  deck  shall  be  protected  to  prevent  compromise  of 
any  classified  information  contained  therein,  and  for  this  purpose  shall 
be  marked  individually  as  prescribed  in  subsection  4-200. 
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4-304  Removable  ADP  and  Word  Processing  Storage  Media 


a.  External .  Removable  information  storage  media  and  devices, 
used  with  ADP  systems  and  typewriters  or  word  processing  systems,  shall 
bear  external  markings  clearly  indicating  the  classification  of  the 
information  and  applicable  associated  markings.  Included  are  media  and 
devices  that  store  information  recorded  in  analog  or  digital  form  and 
that  are  generally  mounted  or  removed  by  the  users  or  operators.  Examples 
include  magnetic  tape  reels,  cartridges,  and  cassettes;  removable  discs, 
disc  cartridges,  disc  packs  and  diskettes;  paper  tape  reels;  and  magnetic 
cards. 


b.  Internal .  ADP  systems  and  word  processing  systems  employing 
such  media  shall  provide  for  internal  classification  marking  to  assure 
that  classified  information  contained  therein  that  is  reproduced  or 
generated,  will  bear  applicable  classification  and  associated  markings. 

An  exception  may  be  made  by  the  DoD  Component  head,  or  designee,  for  the 
purpose  of  exempting  existing  word  processing  systems  when  the  internal 
classification  and  applicable  associated  markings  cannot  be  implemented 
without  extensive  system  modification,  provided  procedures  are  estab¬ 
lished  to  ensure  that  users  and  recipients  of  the  media,  or  the  informa¬ 
tion  therein,  are  clearly  advised  of  the  applicable  classification  and 
associated  markings.  For  ADP  systems,  exceptions  may  be  authorized  by 
the  DoD  Component  Designated  Approving  Authority  or  Authorities,  designated 
under  DoD  Directive  5200.28  (reference  (h)).  For  purposes  of  these  exemp¬ 
tion  provisions,  "existing  systems"  means  word  processing  and  ADP  systems 
already  acquired,  or,  in  the  case  of  associated  automated  information 
systems,  those  for  which  the  life  cycle  management  process  has  already 
progressed  beyond  the  "definition/design"  phase  as  set  forth  in  DoD 
Directive  7920.1  (reference  (t)).  Requirements  for  the  security  of 
nonremovable  ADP  storage  media  and  clearance  or  declassification  proce¬ 
dures  for  various  ADP  storage  media  are  contained  in  DoD  5200. 28 -M 
(reference  (i)). 

4-305  Documents  Produced  by  ADP  Equipment 

The  first  page,  and  the  front  and  back  covers,  if  any,  of  documents 
produced  by  ADP  equipment  shall  be  marked  as  prescribed  in  subsection 
4-200.  Interior  pages  also  shall  be  marked  as  prescribed  in  subsection 
4-200  except  that  the  classification  markings  of  interior  pages  of  fan- 
folded  printouts  may  be  applied  by  the  ADP  equipment.  When  the  applica¬ 
tion  of  associated  markings  prescribed  by  subsection  4-103  by  the  ADP 
equipment  is  not  consistent  with  economical  and  efficient  use  of  such 
equipment,  such  markings  may  be  applied  to  a  document  produced  by  ADP 
equipment  by  superimposing  upon  the  first  page  of  such  document  a 
"Notice  of  Declassification  Instructions  and  Other  Associated  Harkings." 
Such  notice  shall  include  the  date  or  event  for  declassification  or  the 
notation  "Originating  Agency's  Determination  Required"  or  "0ADR”  and  all 
other  such  applicable  markings.  If  individual  pages  of  a  document  pro¬ 
duced  by  ADP  equipment  are  removed  or  reproduced  for  distribution  to  other 
users,  each  such  page  or  group  of  pages  shall  be  marked  as  prescribed  in 
subsection  4-103  or  by  superimposing  upon  each  such  page  or  group  of  pages, 
a  copy  of  any  "Notice  of  Declassification  Instructions  and  Other  Asso¬ 
ciated  Markings"  applicable  to  such  page  or  group  of  pages. 
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4-306  Material  for  Training  Purposes 


In  using  unclassified  documents  or  material  to  simulate  classified 
documents  or  material  for  training  purposes ,  such  documents  or  material 
shall  be  marked  clearly  to  indicate  the  actual  unclassified  status  of 
the  information,  for  example,  "(insert  classification  designation)  for 
training,  otherwise  unclassified"  or  "UNCLASSIFIED  SAMPLE." 

4-307  Miscellaneous  Material 

Documents  and  material  such  as  rejected  copy,  typewriter  ribbons, 
carbons,  and  similar  items  developed  in  connection  with  the  handling, 
processing,  production,  and  of  use  classified  information  shall  be 
handled  in  a  manner  that  assures  adequate  protection  of  the  classified 
information  involved  and  destruction  at  the  earliest  practicable  time 
(see  section  2,  Chapter  V).  Unless  a  requirement  exists  to  retain  this 
material  or  documents  for  a  specific  purpose,  there  is  no  need  to  mark, 
stamp,  or  otherwise  indicate  that  the  information  is  classified. 

4-308  Special  Access  Program  Documents  and  Material 

Additional  markings  as  prescribed  in  directives,  regulations  and 
instructions  relating  to  an  approved  Special  Access  Program  shall  be 
applied  to  documents  and  material  containing  information  subject  to  the 
special  access  program.  Such  additional  markings  shall  not  serve  as  the 
sole  basis  for  continuing  classification  of  the  documents  or  material  to 
which  the  markings  have  been  applied.  When  appropriate,  such  markings 
shall  be  excised  to  ease  timely  declassification,  downgrading,  or  removal 
of  the  information  from  special  control  procedures. 

4-309  Secure  Telecommunications  and  Information  Handling  Equipment 

Applicable  classification  or  Controlled  Cryptographic  Item  (CCI) 
markings  shall  be  applied  to  secure  telecommunications  and  information 
handling  equipment  or  associated  cryptographic  components .  Safeguarding 
and  control  procedures  for  classified  and  CCI  equipment  and  for  safe¬ 
guarding  COMSEC  facilities  are  contreined  in  references  (v),  (w),  (x), 
(eee) ,  (fff),  (ggg),  and  (hhh). 

4-310  Associated  Markings 

Other  applicable  associated  markings  required  for  documents  by  sub¬ 
section  4-103  shall  be  accomplished  as  prescribed  in  this  section  or  in 
any  other  appropriate  manner. 


Section  4 

CLASSIFICATION  AUTHORITY,  DURATION,  AND  CHANGE  IN  CLASSIFICATION  MARKINGS 

4-400  Declassification  and  Regrading  Marking  Procedures 

When  classified  information  is  downgraded  or  declassified  in  accordance 
with  the  assigned  downgrading  or  declassification  markings,  such  markings 
shall  be  a  sufficient  notation  of  the  authority  for  such  action.  Whenever 
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classified  information  is  downgraded  or  declassified  earlier  than  originally 
scheduled,  or  upgraded,  the  material  shall  be  marked  promptly  and  conspi¬ 
cuously  to  indicate  the  change,  the  authority  for  the  action,  the  date  of 
the  action  and  the  identity  of  the  person  taking  the  action.  In  addition, 
except  for  upgrading  (see  subsection  4-403),  prior  classification  markings 
shall  be  canceled,  if  practicable,  but  in  any  event  those  on  the  cover  (if 
any)  and  first  page  shall  be  canceled,  and  the  new  classification  markings, 
if  any,  shall  be  substituted. 

4-401  Applying  Derivative  Declassification  Dates 

a.  New  material  that  derives  its  classification  from  information 
classified  on  or  after  August  1,  1982,  shall  be  marked  with  the  declassi¬ 
fication  date,  event,  or  the  notation. "Originating  Agency's  Determination 
Required"  or  "OADR"  assigned  to  the  source  information. 

b.  New  material  that  derives  its  classification  from  information 
classified  prior  to  August  1,  1982,  shall  be  treated  as  follows: 

1.  If  the  source  material  bears  a  declassification  date  or 
event,  that  date  or  event  shall  be  carried  forward  to  the  new  material; 

2.  If  the  source  material  bears  no  declassification  date  or 
event,  or  bears  an  indeterminate  date  or  event  such  as  "Upon  Notifica¬ 
tion  by  Originator,"  "Cannot  Be  Determined,"  or  "Impossible  to  Deter¬ 
mine,"  or  is  marked  for  declassification  review,  the  new  material  shall 
be  marked  with  the  notation  "Originating  Agency's  Determination  Required" 
or  "OADR";  or 

3.  If  the  source  material  is  foreign  government  information 
bearing  no  date  or  event  for  declassification  or  is  marked  for  declassi¬ 
fication  review,  the  new  material  shall  be  marked  with  the  notation 
"Originating  Agency's  Determination  Required"  or  "OADR." 

c.  New  material  that  derives  its  classification  from  a  classifica¬ 
tion  guide  issued  prior  to  August  1,  1982,  that  has  not  been  updated  to 
conform  with  this  Regulation  shall  be  treated  as  follows: 

1.  If  the  guide  specifies  a  declass  . fication  date  or  event, 
that  date  or  event  shall  be  applied  to  the  new  material;  or 

2.  If  the  guide  specifies  a  declassification  review  date,  the 
notation  "Orginating  Agency's  Determination  Required"  or  "OADR"  shall  be 
applied  to  the  new  material. 
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4-402  Commonly  Used  Markings 


Each  classified  document  is  marked  on  its  face  with  one  or  more  of 
the  following  markings: 

a.  Original  Classification.  The  following  markings  are  used  in 
original  classification  (paragraph  4-103  a.): 


Classified  by 

(See  Note 

1) 

Declassify  on 

(See  Note 

2) 

Message  Abbreviation: 

DECL 

(See  Note 

3) 

b.  Derivative  Classification.  The  following  markings  are  used  in 
derivative  classification  (paragragh  4-103  b.): 


Classified  by 

(See  Note  4) 

Declassify  on 

(See  Note  5) 

Message  Abbreviation: 

DECL 

(See  Note  3) 

c.  Downgrading.  The  following  marking  is  used  to  specify  a  down¬ 
grading  (paragraphs  4-103  a.  and  4-103  b.): 

Downgrade  to  _  on  _  (See  Note  6) 

Message  Abbreviation: 

PNG/  / _  (See  Note  7) 

d.  There  is  no  requirement  for  adding  declassification  instruc¬ 
tions  on  documents  with  Restricted  Data  or  Formerly  Restricted  Data 
markings  (see  paragraph  4-102  c.,  and  subsections  4-501  and  4-502). 
Except  for  electronically  transmtted  messages,  only  a  completed 
"Classified  by"  line  is  added  to  documents  so  marked. 

e.  Electronically  transmitted  message  do  not  require  a  "classi¬ 
fied  by"  line  (see  paragraph  4-207  c.). 

f.  DoD  5200. 1-PH  (reference  (yy))  provides  additional  marking 
guidance. 


Note  1:  Insert  identification  (position  title)  of  the  original  classi¬ 
fication  authority.  This  line  may  be  omitted  ±~  the  original  classifi¬ 
cation  authority  is  also  the  signer  or  approver  of  the  document. 

Note  2:  Insert  the  specific  date,  an  event  certain  to  occur,  or  the 
notation  "Originating  Agency's  Determination  Required"  or  "0ADR." 

Note  3:  Insert  day,  month,  and  year  for  declassification,  for  example, 
n 6  Jun  90,"  an  event  certain  to  occur,  or  "0ADR." 
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Note  4:  Insert  identity  of  the  single  security  classification  guide, 
source  document,  or  other  authority  for  the  classification.  If  more 
than  one  such  source  is  applicable,  insert  the  phrase  "Multiple  Sources." 

Note  S;  Insert  the  specific  date  or  event  for  declassification  or  the 
notation  "Originating  Agency's  Determination  Required"  or  "OADR."  When 
multiple  sources  are  used,  either  the  most  remote  date  or  event  for 
declassification  marked  on  the  sources  or,  if  present  on  any  source,  the 
notation  "Originating  Agency's  Determination  Required"  or  "OADR"  is  applied 
to  the  new  document. 

Note  6:  Insert  Secret  or  Confidential  and  specific  date  or  event,  for 
example,  "Downgrade  to  CONFIDENTIAL  on  6  July  1988." 

Note  7:  Insert  "S"  or  "C"  to  indicate  the  downgraded  classification 
and  specific  date  or  event,  for  example,  "DNG/C/6  Jun  87." 

4-403  Upgrading 

When  material  is  upgraded  it  shall  be  promptly  and  conspicuously  marked 
as  prescribed  in  subsection  4-400  except  that  in  all  such  cases  the  old 
classification  markings  shall  be  canceled  and  new  markings  substituted. 

4-404  Limited  Use  of  Posted  Notice  for  Large  Quantities  of  Material 

a.  When  the  volume  of  material  is  such  that  prompt  remarking  of  each 
classified  item  cannot  be  accomplished  without  unduly  interfering  with 
operations,  the  custodian  may  attach  downgrading  and  declassification 
notices  to  the  storage  unit  instead  of  the  remarking  required  by  sub¬ 
section  4-400.  Each  notice  shall  specify  the  authority  for  the  down¬ 
grading  or  declassification  action,  the  date  of  the  action,  and  the 
storage  unit  to  which  it  applies. 

b.  When  individual  documents  or  materials  are  permanently  withdrawn 
from  storage  units,  they  shall  be  remarked  promptly  as  prescribed  by  sub¬ 
section  4-400.  However,  when  documents  or  materials  subject  to  a  down¬ 
grading  or  declassification  notice  are  withdrawn  from  one  storage  unit 
solely  for  transfer  to  another,  or  a  storage  unit  containing  such  docu¬ 
ments  or  materials  is  transferred  from  one  place  to  another,  the  transfer 
may  be  made  without  remarking  if  the  notice  is  attached  to  or  remains 
with  each  shipment. 


Section  5 

ADDITIONAL  WARNING  NOTICES 
4-500  General  Provisions 

a.  In  addition  to  the  marking  requirements  prescribed  in  subsection 
4-103,  the  warning  notices  prescribed  in  this  section  shall  be  displayed 
prominently  on  classified  documents  or  materials,  when  applicable.  In 
the  case  of  documents,  these  warning  notices  shall  be  marked  conspicuously 
6n  the  outside  of  the  front  cover,  or  on  the  first  page  if  there  is  no 
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front  cover.  Transmittal  documents,  including  those  that  are  unclassi¬ 
fied  (subsection  4-206),  also  shall  bear  these  additional  warning  notices, 
when  applicable.  In  addition,  abbreviated  forms  of  the  notices  set  forth  in 
subsections  4-501,  4-502,  and  4-503  shall  be  included  in  portion  markings, 
as  applicable.  Further,  the  warning  notice  in  subsection  4-503,  in  its 
short  form,  shall  be  included  at  least  once  on  interior  pages,  as 
applicable. 

b.  When  display  of  warning  notices  on  other  materials  is  not  possible, 
their  applicability  to  the  information  shall  be  included  in  the  written 
notification  of  the  assigned  classification. 

4-501  Restricted  Data 

Classified  documents  or  material  containing  Restricted  Data  as  defined 
in  the  Atomic  Energy  Act  of  1954,  as  amended  (reference  (g)),  shall  be 
marked  as  follows: 


"RESTRICTED  DATA" 

"This  material  contains  Restricted  Data  as  defined  in  the  Atomic  Energy 
Act  of  1954.  Unauthorized  disclosure  subject  to  administrative  and  criminal 
sanctions . " 

4-502  Formerly  Restricted  Data 

Classified  documents  or  material  containing  Formerly  Restricted 
Data,  as  defined  in  Section  142. d.  Atomic  Energy  Act  of  1954,  as  amended 
(reference  (g)),  but  no  Restricted  Data,  shall  be  marked  as  follows: 

"FORMERLY  RESTRICTED  DATA" 

"Unauthorized  disclosure  subject  to  administrative  and  criminal 
sanctions.  Handle  as  Restricted  Data  in  foreign  dissemination.  Section 
144. b.  Atomic  Energy  Act,  1954." 

4-503  Intelligence  Sources  or  Methods  Information 

a.  Documents  that  contain  information  relating  to  intelligence 
sources  or  methods  shall  include  the  following  marking  unless  otherwise 
proscribed  by  DoD  Instruction  5230.22  (reference  (u)): 

"WARNING  NOTICE— Intelligence  Sources 
or  Methods  Involved" 

b.  Existing  stamps  or  preprinted  labels  containing  the  caveat 
"Warning  Notice— Intelligence  Sources  and  Methods  Involved"  may  be 
used  on  documents  created  on  or  after  the  effective  date  of  this  Regula¬ 
tion  until  replacement  is  required.  Any  replacement  or  additional 
stamps  or  labels  purchased  after  the  effective  date  of  this  Regulation 
shall  conform  to  the  wording  of  paragraph  a.,  above. 
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4-504  COMSEC  Material 


Before  release  to  contractors,  COMSEC  documents  will  indicate  on  the 
title  page,  or  first  page  if  no  title  page  exists,  the  following  notation: 

"COMSEC  Material  -  Access  by  Contractor  Personnel  Restricted 
to  U.S.  Citizens  Holding  Final  Government  Clearance." 

This  notation  shall  be  placed  on  COMSEC  documents  or  material  when 
originated  and  when  release  to  contractors  can  be  anticipated.  Other 
COMSEC  documents  or  material  shall  be  marked  in  accordance  with  National 
COMSEC  Instruction  (NACSI)  4003  (reference  (eee)).  Foreign  dissemination 
of  COMSEC  information  is  governed  by  NCSC  Policy  Directive  6  (reference 

(w)). 

4-505  Dissemination  and  Reproduction  Notice 

Classified  information  that  the  DoD  originator  has  determined  to  be 
subject  to  special  dissemination  or  reproduction  limitations  shall  include, 
as  applicable,  a  statement  or  statements  on  its  cover  sheet,  first  page, 
or  in  the  text,  substantially  as  follows: 

"Reproduction  requires  approval  of  originator  or  higher  DoD  authority." 

"Further  dissemination  only  as  directed  by  (insert  appropriate  office 
or  official)  or  higher  DoD  authority." 

4-506  Other  Notations 


Other  notations  of  restrictions  on  reproduction,  dissemination  or 
extraction  of  classified  information  may  be  used  as  authorized  by  DoD 
Directive  C-5200.5,  DoD  Instruction  5230.22,  DoD  Directive  5210.2,  DoD 
Directive  5100.55,  DoD  Directive  5200.30,  Joint  Army-Navy-Air  Force 
Publication  119,  DoD  Directive  5230.24,  and  NACSI  4003  (references  (x), 
(u),  (y),  (z),  (q>.  (aa),  (ww),  and  (eee)  respectively). 

Section  6 

REMARKING  OLD  MATERIAL 


4-600  General 


a.  Documents  and  material  classified  under  E.0.  12065  (reference 
(cc))  and  predecessor  E.Os.  that  are  marked  for  automatic  downgrading 
or  automatic  declassification  on  a  specific  date  or  event  shall  be  down¬ 
graded  and  declassified  pursuant  to  such  markings.  Declassification 
instructions  on  such  documents  or  material  need  not  be  restated  to  con¬ 
form  with  subsection  4-202.  (See  also  subsectioh  4-400).  Information 
extracted  from  these  documents  or  material  for  use  in  new  documents  or 
material  shall  be  marked  for  declassification  on  the  date  specified  in 
accordance  with  paragraph  4-103  b. 
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b.  Documents  and  material  classified  under  reference  (cc)  and 
predecessor  E.Os.  that  are  not  marked  for  automatic  downgrading  or 
automatic  declassification  on  a  specific  date  or  event  shall  not  be 
downgraded  or  declassified  without  authorization  of  the  originator. 
Declassification  instructions  on  such  documents  or  material  need  not 
be  restated  to  conform  with  subsection  4-202.  Information  extracted 
from  these  documents  or  material  for  use  in  new  documents  or  material 
shall  be  marked  for  declassification  upon  the  determination  of  the 
originator,  that  is,  the  "Declassify  on"  line  shall  be  completed  with 
the  notation  "Originating  Agency's  Determination  Required"  or  "OADR"  in 
accordance  with  paragraph  4-103  b. 

4-601  Earlier  Declassification  and  Extension  of  Classification 

Nothing  in  this  section  shall  be  construed  to  preclude  declassifi¬ 
cation  under  Chapter  III  or  subsequent  extension  of  classification  under 
subsection  2-302. 
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DoD  5200. 1-R 


CHAPTER  V 

SAFEKEEPING  AND  STORAGE 
Section  1 

STORAGE  AND  STORAGE  EQUIPMENT 
5-100  General  Policy 

Classified  information  shall  be  stored  only  voider  conditions  adequate 
to  prevent  unauthorized  persons  from  gaining  access.  The  requirements 
specified  in  this  Regulation  represent  the  minimum  acceptable  security 
standards.  DoD  policy  concerning  the  use  of  force  for  the  protection  of 
property  or  information  is  specified  in  DoD  Directive  5210.56  (reference 
(dd)). 

5-101  Standards  for  Storage  Equipment 

The  GSA  establishes  and  publishes  minimum  standards,  specifications, 
and  supply  schedules  for  containers,  vault  doors,  alarm  systems,  and  associ¬ 
ated  security  devices  suitable  for  the  storage  and  protection  of  classi¬ 
fied  information.  Heads  of  DoD  Components  may  establish  additional 
controls  to  prevent  unauthorized  access.  Security  filing  cabinets 
conforming  to  federal  specifications  bear  a  Test  Certification  Label  on 
the  locking  drawer,  attesting  to  the  security  capabilities  of  the  con¬ 
tainer  and  lock.  (On  some  older  cabinets  the  label  was  affixed  on  the 
inside  of  the  locked  drawer  compartment) .  Cabinets  manufactured  after 
February  1962  indicate  "General  Services  Administration  Approved  Secur¬ 
ity  Container"  on  the  outside  of  the  top  drawer. 

5-102  Storage  of  Classified  Information 

Classified  information  that  is  not  under  the  personal  control  and 
observation  of  an  authorized  person,  will  be  guarded  or  stored  in  a 
locked  security  container  as  prescribed  below: 

a.  Top  Secret.  Top  Secret  information  shall  be  stored  in: 

1.  A  safe-type  steel  file  container  having  a  built-in,  three- 
position,  dial-type  combination  lock  approved  by  the  GSA  or  a  Class  A 
vault  or  vault  type  room  that  meets  the  standards  established  by  the 
head  of  the  DoD  Component  concerned.  When  located  in  buildings,  struc¬ 
tural  enclosures,  or  other  areas  not  under  U.S.  Government  control,  the 
storage  container,  vault,  or  vault -type  room  must  be  protected  by  an 
alarm  system  or  guarded  during  nonoperating  hours. 

2.  An  alarmed  area,  provided  such  facilities  are  adjudged  by 
the  local  responsible  official  to  afford  protection  equal  to  or  better 
than  that  prescribed  in  a. 1 . ,  above.  When  an  alarmed  area  is  used  for 
the  storage  of  Top  Secret  material,  the  physical  barrier  must  be  adequate 
to  prevent  (a)  surreptitious  removal  of  the  material,  and  (b)  observation 
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that  would  result  in  the  compromise  of  the  material.  The  physical 
barrier  must  be  such  that  forcible  attack  will  give  evidence  of  attempted 
entry  into  the  area.  The  alarm  system  must  provide  immediate  notice  to 
a  security  force  of  attempted  entry.  Under  field  conditions,  the  field 
commander  will  prescribe  the  measures  deemed  adequate  to  meet  the  storage 
standards  contained  in  a.  1.  and  2.,  above. 

b.  Secret  and  Confidential.  Secret  and  Confidential  information 
shall  be  stored  in  the  manner  prescribed  for  Top  Secret;  or  in  a  Class  B 
vault,  or  a  vault-type  room,  strong  room,  or  secure  storage  room  that 
meets  the  standards  prescribed  by  the  head  of  the  DoD  Component;  or, 
until  phased  out,  in  a  steel  filing  cabinet  having  a  built-in,  three- 
position,  dial  type  combination  lock;  or,  as  a  last  resort,  an  existing 
steel  filing  cabinet  equipped  with  a  steel  lock  bar,  provided  it  is 
secured  by  a  GSA-approved  changeable  combination  padlock.  In  this 
latter  instance,  the  keeper  or  keepers  and  staples  must  be  secured  to 
the. cabinet  by  welding,  rivets,  or  peened  bolts  and  DoD  Components  must 
prescribe  supplementary  controls  to  prevent  unauthorized  access. 

c.  Specialized  Security  Equipment. 

1.  Field  Safe  and  One-drawer  Container.  One-drawer  field 
safes,  and  GSA  approved  security  containers  are  used  primarily  for 
storage  of  classified  information  in  the  field  and  in  transportable 
assemblages.  Such  containers  must  be  securely  fastened  or  guarded  to 
prevent  their  theft. 

2.  Map  and  Plan  File.  A  GSA-approved  map  and  plan  file  has 
been  developed  for  storage  of  odd-sized  items  such  as  computer  cards, 
maps,  and  charts. 

d.  Other  Storage  Requirements.  Storage  areas  for  bulky  material 
containing  classified  information,  other  than  Top  Secret,  shall  have 
access  openings  secured  by  GSA-approved  changeable  combination  padlocks 
(federal  specification  FF-P110  series)  or  key-operated  padlocks  with  high 
security  cylinders  (exposed  shackle,  military  specification  P-43951 
series,  or  shrouded  shackle,  military  specification  P-43607  series). 

1.  When  combination  padlocks  are  vised,  the  provisions  of  sub¬ 
section  5-104,  apply. 

2.  When  key-operated  high  security  padlocks  are  used,  keys 
shall  be  controlled  as  classified  information  with  classification  equal 
to  that  of  the  information  being  protected  and: 

(a)  A  key  and  lock  custodian  shall  be  appointed  to  ensure 
proper  custody  and  handling  of  keys  and  locks; 

(b)  A  key  and  lock  control  register  shall  be  maintained  to 
identify  keys  for  each  lock  and  their  current  location  and  custody; 

(c)  Keys  and  locks  shall  be  audited  each  month; 
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(d)  Keys  shall  be  inventoried  with  each  change  of  custodian; 

(e)  Keys  shall  not  be  removed  from  the  premises; 

(f)  Keys  and  spare  locks  shall  be  protected  in  a  secure 

container; 

(g)  Locks  shall  be  changed  or  rotated  at  least  annually, 
and  shall  be  replaced  upon  loss  or  compromise  of  their  keys;  and 

(h)  Master  keying  is  prohibited. 

5-103  Procurement  and  Phase-In  of  New  Storage  Equipment 

a.  Preliminary  Survey.  DoD  activities  shall  not  procure  new  storage 
equipment  until: 

1.  A  current  survey  has  been  made  of  on-hand  security  storage 
equipment  and  classified  records;  and 

2.  Based  upon  the  survey,  it  has  been  determined  that  it  is  not 
feasible  to  use  available  equipment  or  to  retire,  return,  declassify  or 
destroy  enough  records  on  hand  to  make  the  needed  security  storage  space 
available. 

b.  Purchase  of  New  Storage  Equipment.  New  security  storage  equip¬ 
ment  shall  be  procured  from  those  items  listed  on  the  6SA  Federal  Supply 
Schedule.  Exceptions  may  be  made  by  heads  of  DoD  Components ,  with 
notification  to  the  DUSD(P). 

c.  Nothing  in  this  chapter  shall  be  construed  to  modify  existing 
Federal  Supply  Class  Management  Assignments  made  under  DoD  Directive 
5030.47  (reference  (ee)). 

5-104  Designations  and  Combinations 

a.  Numbering  and  Designating  Storage  Facilities.  There  shall  be  no 
external  mark  as  to  the  level  of  classified  information  authorized  to  be 
stored  therein.  For  identification  purposes  each  vault  or  container 
shall  bear  externally  an  assigned  number  or  symbol. 

b.  Combinations  to  Containers 

1.  Changing.  Combinations  to  security  containers  shall  be 
changed  only  by  individuals  having  that  responsibility  and  an  appropri¬ 
ate  security  clearance.  Combinations  shall  be  changed: 

(a)  When  placed  in  use; 

(b)  Whenever  an  individual  knowing  the  combination  no 
longer  requires  access; 
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promise; 


(c)  When  the  combination  has  been  subject  to  possible  com- 

(d)  At  least  annually;  or 

(e)  When  taken  out  of  service.  Built-in  combination  locks 
shall  be  reset  to  the  standard  combination  50-25-50;  combination  pad¬ 
locks  shall  be  reset  to  the  standard  combination  10-20-30. 

2.  Classifying  Combinations.  The  combination  of  a  vault  or 
container  used  for  the  storage  of  classified  information  shall  be  as¬ 
signed  a  security  classification  equal  to  the  highest  category  of  the 
classified  information  authorized  to  be  stored  therein. 

3.  Recording  Storage  Facility  Data.  A  record  shall  be  main¬ 
tained  for  each  vault,  secure  room,  or  container  used  for  storing  clas¬ 
sified  information,  showing  location  of  the  container,  the  names,  home 
addresses,  and  home  telephone  numbers  of  the  individuals  having  knowledge 
of  the  combination.  Standard  Form  700,  "Security  Container  Information" 
shall  be  used  for  this  purpose.  (Use  of  this  Standard  Form  is  required 
when  existing  supplies  of  similar  purpose  forms  are  exhausted  or  by 
September  30,  1986,  whichever  occurs  earlier). 

4.  Dissemination .  Access  to  the  combination  of  a  vault  or  con¬ 
tainer  used  for  the  storage  of  classified  information  shall  be  granted 
only  to  those  individuals  who  are  authorized  access  to  the  classified 
information  stored  therein. 

c.  Electrically  Actuated  Locks.  Electrically  actuated  locks  (for 
example,  cypher  and  magnetic  strip  card  locks)  do  not  afford  the  re¬ 
quired  degree  of  protection  of  classified  information  and  may  not  be 
used  as  a  substitute  for  the  locks  prescribed  in  subsection  5-102. 

5-105  Repair  of  Damaged  Security  Containers 

Neutralization  of  lock-outs  or  repair  of  any  damage  that  affects  the 
integrity  of  a  security  container  approved  for  storage  of  classified 
information  shall  be.  accomplished  only  by  authorized  persons  who  are 
cleared  or  continuously  escorted  while  so  engaged. 

a.  A  GSA-approved  security  container  is  considered  to  have  been  re¬ 
stored  to  its  original  state  of  security  integrity  if: 

1.  All  damaged  or  altered  parts  (for  example,  locking  drawer, 
and  drawer  head)  are  replaced;  or 

2.  When  a  container  has  been  drilled  immediately  adjacent  to  or 
through  the  dial  ring  to  neutralize  a  lock-out,  the  replacement  lock  is 
equal  to  the  original  equipment,  and  the  drilled  hole  is  repaired  with  a 
tapered,  hardened  tool-steel  pin,  or  a  steel  dowel,  drill  bit,  or  bearing 
with  a  diameter  slightly  larger  than  the  hole  and  of  such  length  that 
when  driven  into  the  hole  there  shall  remain  at  each  end  of  the  rod  a 
shallow  recess  not  less  than  1/8  inch  nor  more  than  3/16  inch  deep  to 
permit  the  acceptance  of  substantial  welds,  and  the  rod  is  welded  both 
on  the  inside  and  outside  surfaces.  The  outside  of  the  drawer  head 
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shall  then  be  puttied,  sanded,  and  repainted  in  such  a  way  that  no 
visible  evidence  of  the  hole  or  its  repair  remains  on  the  outer  surface 
after  replacement  of  the  damaged  parts  (for  example,  new  lock). 

b.  GSA-approved  containers  that  have  been  drilled  in  a  location  or 
repaired  in  a  manner  other  than  as  described  in  paragraph  a.,  above, 
will  not  be  considered  to  have  been  restored  to  their  original  state  of 
security  integrity.  The  Test  Certification  Label  on  the  inside  of  the 
locking  drawer  and  the '"General  Services  Administration  Approved  Secur¬ 
ity  Container"  label,  if  any,  on  the  outside  of  the  top  drawer  shall  be 
removed  from  such  containers. 

c.  If  damage  to  a  GSA-approved  security  container  is  repaired  with 
welds,  rivets,  or  bolts  that  cannot  be  removed  and  replaced  without 
leaving  evidence  of  entry,  the  cabinet  is  limited  thereafter  to  the 
storage  of  Secret  and  Confidential  material. 

d.  If  the  damage  is  repaired  using  methods  other  than  those  per¬ 
mitted  in  paragraphs  a.  and  c.,  above,  use  of  the  container  will  be 
limited  to  unclassified  material  and  a  notice  to  this  effect  will  be 
permanently  marked  on  the  front  of  the  container. 

Section  2 

CUSTODIAL  PRECAUTIONS 
5-200  Responsibilities  of  Custodians 

a.  Custodians  of  classified  information  shall  be  responsible  for 
providing  protection  and  accountability  for  such  information  at  all 
times  and  for  locking  classified  information  in  appropriate  security 
equipment  whenever  it  is  not  in  use  or  under  direct  supervision  of 
authorized  persons.  Custodians  shall  follow  procedures  that  ensure  that 
unauthorized  persons  do  not  gain  access  to  classified  information. 

b.  Only  the  head  of  a  DoD  Component,  or  single  designee  at  the 
headquarters  and  major  command  levels,  may  authorize  removal  of  classified 
information  from  designated  working  areas  in  off-duty  hours,  for  work  at 
home  or  otherwise,  provided  that  a  GSA-approved  security  container  is 
furnished  and  appropriate  regulations  otherwise  provide  for  the  maximum 
protection  possible  under  the  circumstances.  (See  also  section  3, 

Chapter  VII.)  Any  such  arrangements  approved  before  the  effective  date 
of  this  Regulation  shall  be  reevaluated  and,  if  continued  approval  is 
warranted,  compliance  with  this  paragraph  is  necessary. 

5-201  Care  During  Working  Hours 

DoD  personnel  shall  take  precaution  to  prevent  unauthorized  access 
to  classified  information. 

a.  Classified  documents  removed  from  storage  shall  be  kept  trader 
constant  surveillance  and  face  down  or  covered  when  not  in  use.  Cover 
sheets  shall  be  Standard  Forms  703,  704,  and  705  for,  respectively.  Top 
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Secret,  Secret,  and  Confidential  documents.  (Use  of  these  Standard  Forms 
is  required  when  existing  supplies  of  similar  purpose  forms  are  exhausted 
or  by  September  30,  1986,  whichever  occurs  earlier). 

b.  Preliminary  drafts,  carbon  sheets,  plates,  stencils,  stenographic 
notes,  worksheets,  typewriter  ribbons,  and  other  items  containing  clas¬ 
sified  information  shall  be  either  destroyed  immediately  after  they  have 
served  their  purpose;  or  shall  be  given  the  same  classification  and  secure 
handling  as  the  classified  information  they  contain. 

c.  Destruction  of  typewriter  ribbons  from  which  classified  infor¬ 
mation  can  be  obtained  shall  be  accomplished  in  the  manner  prescribed 
for  classified  working  papers  of  the  same  classification.  After  the 
upper  and  lower  sections  have  been  cycled  through  and  overprinted  five 
times  in  all  ribbon  or  typing  positions,  fabric  ribbons  may  be  treated 
as  unclassified  regardless  of  their  classified  use  thereafter.  Carbon 
and  plastic  typewriter  ribbons  and  carbon  paper  that  have  been  used  in 
the  production  of  classified  information  shall  be  destroyed  in  the 
manner  prescribed  for  working  papers  of  the  same  classification  after 
initial  usage.  However,  any  ribbon  in  a  typewriter  that  uses  technology 
which  enables  the  ribbon  to  be  struck  several  times  in  the  same  area 
before  it  moves  to  the  next  position  may  be  treated  as  unclassified. 

5-202  End-of-Day  Security  Checks 

Heads  of  activities  that  process  or  store  classified  information  shall 
establish  a  system  of  security  checks  at  the  close  of  each  working  day 
to  ensure  that  the  area  is  secure;  Standard  Form  701,  "Activity  Security 
Checklist"  shall  be  used  to  record  such  checks.  An  integral  part  of  the 
security  check  system  shall  be  the  securing  of  all  vaults,  secure  rooms, 
and  containers  used  for  the  storage  of  classified  material;  Standard 
Form  702,  "Security  Container  Check  Sheet"  shall  be  used  to  record  such 
actions.  In  addition.  Standard  Forms  701  and  702  shall  be  annotated  to 
reflect  after-hours,  weekend,  and  holiday  activity.  (Use  of  these 
Standard  Forms  is  required  when  existing  supplies  of  similar  purpose 
forms  are  exhausted  or  by  September  30,  1986,  whichever  occurs  earlier). 

5-203  Emergency  Planning 

a.  Plans  shall  be  developed  for  the  protection,  removal,  or  destruc¬ 
tion  of  classified  material  in  case  of  fire,  natural  disaster,  civil 
disturbance,  terrorist  activities,  or  enemy  action.  Such  plans  shall 
establish  detailed  procedures  and  responsibilities  for  the  protection  of 
classified  material  to  ensure  that  the  material  does  not  come  into  the 
possession  of  unauthorized  persons.  These  plans  shall  include  the 
treatment  of  classified  information  located  in  foreign  countries. 

b.  These  emergency  planning  procedures  do  not  apply  to  material 
related  to  COMSEC.  Planning  for  the  emergency  protection  including 
emergency  destruction  under  no-notice  conditions  of  classified  COMSEC 
material  shall  be  developed  in  accordance  with  the  requirements  of  NSA 
KAG  I-D  (reference  (bb)). 
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c.  Emergency  plans  shall  provide  for  the  protection  of  classified 
material  in  a  manner  that  will  minimize  the  risk  of  injury  or  loss  of 
life  to  personnel.  In  the  case  of  fire  or  natural  disaster,  the  immedi¬ 
ate  placement  of  authorized  personnel  around  the  affected  area,  pre¬ 
instructed  and  trained  to  prevent  the  removal  of  classified  material  by 
unauthorized  personnel,  is  an  acceptable  means  of  protecting  classified 
material  and  reducing  casualty  risk.  Such  plans  shall  provide  for 
emergency  destruction  to  preclude  capture  of  classified  material  when 
determined  to  be  required.  This  determination  shall  be  based  on  an 
overall  commonsense  evaluation  of  the  following  factors: 

1.  Level  and  sensitivity  of  classified  material  held  by  the 
activity; 

2.  Proximity  of  land-based  commands  to  hostile  or  potentially 
hostile  forces  or  to  communist-controlled  countries; 

3.  Flight  schedules  or  ship  deployments  in  the  proximity  of 
hostile  or  potentially  hostile  forces  or  near  communist-controlled 
countries ; 

4.  Size  and  armament  of  land-based  commands  and  ships; 

5.  Sensitivity  of  operational  assignment;  and 

6.  Potential  for  aggressive  action  of  hostile  forces. 

d.  When  preparing  emergency  destruction  plans,  consideration  shall 
be  given  to  the  following: 

1.  Reduction  of  the  amount  of  classified  material  held  by  a 
command  as  the  initial  step  toward  planning  for  emergency  destruction; 

2.  Storage  of  less  frequently  used  classified  material  at  more 
secure  commands  in  the  same  geographical  area  (if  available); 

3.  Transfer  of  as  much  retained  classified  material  to  microforms 
as  possible,  thereby  reducing  the  bulk  that  needs  to  be  evacuated  or 
destroyed; 

4.  Emphasis  on  the  priorities  for  destruction,  designation  of 
personnel  responsible  for  destruction,  and  the  designation  of  places 
and  methods  of  destruction.  Additionally,  if  any  destruction  site  or 
any  particular  piece  of  destruction  equipment  is  to  be  used  by  more 
than  one  activity  or  entity,  the  order  or  priority  for  use  of  the  site 
or  equipment  must  be  clearly  delineated; 

5.  Identification  of  the  individual  who  is  authorized  to  make  the 
final  determination  when  emergency  destruction  is  to  begin  and  the  means 
by  which  this  determination  is  to  be  communicated  to  all  subordinate  ele¬ 
ments  maintaining  classified  information; 

6.  Authorization  for  the  senior  individual  present  in  an  assigned 
space  containing  classified  material  to  deviate  from  established  plans  when 
circumstances  warrant;  and 
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7.  Emphasis  on  the  importance  of  beginning  destruction  suffi¬ 
ciently  early  to  preclude  loss  of  material.  The  effect  of  premature 
destruction  is  considered  inconsequential  when  measured  against  the 
possibility  of  compromise. 

e.  The  emergency  plan  shall  require  that  classified  material  hold¬ 
ings  be  assigned  a  priority  for  emergency  evacuation  or  destruction. 
Priorities  should  be  based  upon  the  potential  effect  on  national  security 
should  such  holdings  fall  into  hostile  hands,  in  accordance  with  the 
following  general  guidelines: 

1.  Priority  One.  Exceptionally  grave  damage  (Top  Secret 
material) ; 

2.  Priority  Two .  Serious  damage  (Secret  material);  and 

3.  Priority  Three.  Damage  (Confidential  material). 

f.  If,  as  determined  by  appropriate  threat  analysis.  Priority  One 
material  cannot  otherwise  be  afforded  a  reasonable  degree  of  protection 
from  hostile  elements  in  a  no-notice  emergency  situation,  provisions 
shall  be  made  for  installation  of  Anticompromise  Emergency  Destruct 
(ACED)  equipment  to  ensure  timely  initiation  and  positive  destruction 

of  such  material  in  accordance  with  the  following  standard:  "With  due 
regard  for  personnel  and  structural  safety,  the  ACED  system  shall  reach 
a  stage  in  destruction  sequences  at  which  positive  destruction  is  irre¬ 
versible  within  60  minutes  at  shore  installations,  30  minutes  in  ships, 

2 

and  3  minutes  in  aircraft  following  activation  of  the  ACED  system." 

g.  An  ACED  requirement  is  presumed  to  exist  and  provisions  shall  be 
made  for  an  ACED  system  to  protect  Priority  One  material  in  the  following 
environments : 

1.  Shore-based  activities  located  in  or  within  50  miles  of 
potentially  hostile  countries,  or  located  within  or  adjacent  to  countries 
with  unstable  governments; 


Technological  limitations,  particularly  as  to  personnel  and  structural 
safety,  place  constraints  on  the  amount  of  material  that  can  be  accom¬ 
modated  in  buildings,  ships,  and  aircraft  by  current  ACED  systems; 
therefore,  only  Priority  One  material  reasonably  can  be  so  protected  at 
this  time.  Nevertheless,  after  processing  Priority  One  material  in  an 
emergency  situation  involving  possible  loss  to  hostile  forces,  it  is 
imperative  that  Priority  TVo  material  and  then  Priority  Three  material 
be  destroyed  insofar  as  is  possible  by  whatever  means  available. 

3 

The  time  frames  indicated  above  are  those  for  the  initiation  of  irre¬ 
versible  destruction,  not  necessarily  for  the  completion  of  such 
destruction. 
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2.  Reconnaissance  aircraft,  both  manned  and  unmanned,  that  operate 
within  JCS -designated  reconnaissance  reporting  areas  (see  Memorandum  by 
the  Secretary,  Joint  Chiefs  of  Staff  (SM)  701-76,  Volume  II,  ''Peacetime 

Reconnaissance  and  Certain  Sensitive  Operations"  (reference  (ff))^; 

3.  Naval  surface  noncombatant  vessels  operating  in  hostile 
areas  when  not  accompanied  by  a  combatant  vessel; 

4.  Naval  subsurface  vessels  operating  in  hostile  areas;  and 

5.  U.S.  Navy  Special  Project  ships  (Military  Sealift  Command- 
operated)  operating  in  hostile  areas. 

h.  Except  in  the  most  extraordinary  circumstances,  ACED  is  not 
applicable  to  commands  and  activities  located  within  the  United  States. 
Should  there  be  reason  to  believe  that  an  ACED  requirement  exists  in 
environments  other  than  in  those  listed  in  paragraph  g. ,  above,  a  threat 
and  vulnerability  study  should  be  prepared  and  submitted  to  the  head  of 
the  DoD  Component  concerned  or  his  designee  for  approval.  The  threat 
and  vulnerability  study  should  include,  at  a  minimum,  the  following 
data,  classified  if  appropriate: 

1.  Volume  and  type  of  Priority  One  material  held  by  the  activity, 
that  is,  paper  products,  microforms,  magnetic  tape,  and  circuit  boards. 

2.  A  statement  certifying  that  the  amount  of  Priority  One 
material  held  by  the  activity  has  been  reduced  to  the  lowest  possible 
level; 


3.  An  estimate  of  the  time,  beyond  the  time  frames  cited  above, 
required  to  initiate  irreversible  destruction  of  Priority  One  material 
held  by  the  activity,  and  the  methods  by  which  destruction  of  that 
material  would  be  attempted  in  the  absence  of  an  ACED  system; 

4.  Size  and  composition  of  the  activity; 

5.  Location  of  the  activity  and  the  degree  of  control  it,  or 
other  United  States  authority,  exercises  over  security;  and 

6.  Proximity  to  potentially  hostile  forces  and  potential  for 
aggressive  action  by  such  forces. 

i.  When  a  requirement  is  believed  to  exist  for  ACED  equipment  not 
in  the  6SA  or  DoD  inventories,  the  potential  requirement  shall  be  sub¬ 
mitted  to  the  DUSD(P)  for  validation  in  accordance  with  subsection  V.  B. 

of  DoD  Directive  3224.3  (reference  (gg))^. 


4 

SM  701-76  is  available  on  a  strict  need-to-know  basis  from  the  Chief, 
Documents  Division,  Joint  Secretariat,  OJCS. 

^Information  on  ACED  systems  may  be  obtained  from  the  Office  of  the 
Chief  of  Naval  Operations  (OP-09N),  Navy  Department,  Washington,  D.C. 
20350. 
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j .  In  determining  the  method  of  destruction  of  other  than  Priority 
One  material,  any  method  specified  for  routine  destruction  or  any  other 
means  that  will  ensure  positive  destruction  of  the  material  may  be  used. 
Ideally,  any  destruction  method  should  provide  for  early  attainment  of  a 
point  at  which  the  destruction  process  is  irreversible.  Additionally, 
classified  material  may  be  jettisoned  at  sea  to  prevent  its  easy  capture. 
It  should  be  recognized  that  such  disposal  may  not  prevent  recovery  of 
the  material.  Where  none  of  the  methods  previously  mentioned  can  be 
employed,  the  use  of  other  means,  such  as  dousing  the  classified  material 
with  a  flammable  liquid  and  igniting  it,  or  putting  to  use  the  facility 
garbage  grinders,  sewage  treatment  plants,  and  boilers  should  be  con¬ 
sidered. 


k.  Under  emergency  destruction  conditions,  destruction  equipment 
may  be  operated  at  maximum  capacity  and  without  regard  to  pollution, 
preventive  maintenance,  and  other  constraints  that  might  otherwise  be 
observed . 

l.  Commands  and  activities  that  are  required  to  maintain  an  ACED 
system  pursuant  to  paragraph  g.,  above,  shall  conduct  drills  peri¬ 
odically  to  ensure  that  responsible  personnel  are  familiar  with  the 
emergency  plan.  Such  drills  should  be  used  to  evaluate  the  anticipated 
effectiveness  of  the  plan  and  the  prescribed  equipment  and  should  be  the 
basis  for  improvements  in  planning  and  equipment  use.  Actual  destruc¬ 
tion  should  not  be  initiated  during  drills. 

5-204  Telecommunications  Conversations 


Classified  information  shall  not  be  discussed  in  telephone  conver¬ 
sations  except  as  authorized  over  approved  secure  communications  circuits, 
that  is,  cryptographically  protected  circuits  or  protected  distribution 
systems  installed  in  accordance  with  National  COMSEC  Instruction  4009 
(reference  (hh)). 

5-205  Security  of  Meetings  and  Conferences 

Security  requirements  and  procedures  governing  disclosure  of  classi¬ 
fied  information  at  conferences,  symposia,  conventions,  and  similar  meet¬ 
ings,  and  those  governing  the  sponsorship  and  attendance  of  U-S.  and 
foreign  personnel  at  such  meetings,  are  set  forth  in  DoD  Directive 
5200.12,  DoD  Instruction  5230.20,  DoD  5220. 22-R,  and  DoD  5220. 22-M 
(references  (ii),  (aaa),  (e),  and  (f)),  respectively). 

5-206  Safeguarding  of  U.S.  Classified  Information  Located  in  Foreign 
Countries 


Except  for  classified  information  that  has  been  authorized  for 
release  to  a  foreign  government  or  international  organization  pursuant 
to  DoD  Directive  5320.11  (reference  (oo)),  and  is  under  the  security 
control  of  such  government  or  organization,  the  retention  of  U.S.  clas¬ 
sified  material  in  foreign  countries  may  be  authorized  only  when  that 
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material  is  necessary  to  satisfy  specific  U.S.  Government  requirements. 
This  includes  classified  material  temporarily  transferred  into  a  foreign 
country  via  U.S.  Government  personnel  authorized  to  escort  or  handcarry 
such  material  pursuant  to  Chapter  VIII,  Section  3,  as  applicable.  Whether 
permanently  or  temporarily  retained,  the  classified  materials  shall  be 
stored  under  U.S.  Government  control  as  follows: 

a.  At  a  U.S.  military  installation,  or  a  location  where  the 
United  States  enjoys  extraterritorial  status,  such  as  an  embassy  or 
consulate. 

b.  At  a  U.S.  Government  activity  located  in  a  building  used 
exclusively  by  U.S.  Government  tenants,  provided  the  building  is  under 
24 -hour  control  by  U.S.  Government  personnel. 

c.  At  a  U.S.  Government  activity  located  in  a  building  not  used 
exclusively  by  U.S.  Government  tenants  nor  under  host  government  control, 
provided  the  classified  material  is  stored  in  security  containers 
approved  by  the  GSA  and  is  placed  under  24-hour  control  by  U.S.  Government 
personnel . 


d.  At  a  U.S.  Government  activity  located  in  a  building  not  used 
exclusively  by  U.S.  Government  tenants  but  which  is  under  host  government 
control,  provided  the  classified  material  is  stored  in  GSA-approved 
security  containers  which  are  further  secured  in  a  locked  room  or  area 
to  which  only  U.S.  personnel  have  access. 

e.  When  host  government  and  U.S.  personnel  are  co- located,  U.S. 
classified  material  that  has  not  been  authorized  for  release  to  the  host 
government  pursuant  to  DoD  Directive  5230.11  (reference  (oo)),  shall,  to 
the  extent  possible,  be  segregated  from  releasable  classified  material 
to  facilitate  physical  control  and  prevent  inadvertent  compromise.  How¬ 
ever,  U.S.  classified  material  that  is  releasable  to  the  host  country 
need  not  be  subject  to  the  24-hour  U.S.  control  requirement  provided  the 
host  government  exercises  its  own  control  measures  over  the  pertinent 
areas  or  containers  during  non-duty  hours. 

f.  Foreign  nationals  shall  be  escorted  while  in  areas  where  non- 
re leas able  U.S.  classified  material  is  handled  or  stored.  However,  when 
required  by  operational  necessity,  foreign  nationals  may  be  permitted, 
during  duty  hours,  unescorted  entry  to  such  areas  provided  the  nonreleas- 
able  information  is  properly  stored  or  is  under  the  direct  personal  super¬ 
vision  and  control  of  cleared  U.S.  personnel  who  can  prevent  unauthorized 
access . 


Section  3 

ACTIVITY  ENTRY  AND  EXIT  INSPECTION  PROGRAM 


5-300  Policy 

a.  Commanders  and  heads  of  activities  shall  establish  and  maintain 
an  inspection  program  to  deter  and  detect  unauthorized  introduction  or 
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removal  of  classified  material  from  DoD  owned  or  leased  installations  and 
facilities.  This  program  does  not  replace  existing  programs  for  facility 
and  installation  security  and  law  enforcement  inspection  requirements. 

b.  The  inspection  program  shall  be  implemented  in  a  manner  which 
does  not  interfere  unduly  with  the  performance  of  assigned  missions. 

c.  The  inspection  program  shall  be  implemented  in  a  maimer  which 
does  not  significantly  disrupt  the  ingress  and  egress  of  persons  who  are 
employees  of,  or  visitors  to,  defense  installations  and  facilities. 

d.  Inspections  carried  out  under  this  program  shall  be  limited  to 
the  extent  feasible  to  areas  where  classified  work  is  being  performed, 
and  cover  only  persons  employed  within,  or  visiting,  such  areas. 

e.  Inspections  carried  out  under  this  program  shall  be  performed 
at  a  sufficient  frequency  to  provide  a  credible  deterrent  to  those  who 
would  be  inclined  to  remove  classified  materials  without  authority  from 
the  installation  or  facility  in  question. 

f.  The  method  and  frequency  of  such  inspections  at  a  given  instal¬ 
lation  or  facility  is  at  the  discretion  of  the  commander  or  head  of  the 
installation  or  facility,  or  other  designated  official.  Such  inspections 
shall  conform  to  the  procedures  set  forth  below. 

5-301  Inspection  Frequency 

a.  Inspections  may  be  aperiodic,  that  is,  at  irregular  intervals. 

b.  Inspections  may  be  accomplished  at  one  or  more  designated  entry/ 
exit  points;  they  need  not  be  carried  out  at  all  entry/exit  points  at 

the  same  time. 

c.  Inspections  may  be  done  on  a  random  basis  using  any  standard 
which  may  be  appropriate,  for  example,  every  third  person;  every  tenth 
person;  every  hundredth  person,  at  the  entry/ exit  point (s)  designated. 

d.  Inspections  at  a  particular  entry/exit  point (s)  may  be  limited 
as  appropriate  to  various  periods  of  time,  for  example,  one  week,  one  day, 
or  one  hour. 

e.  Inspections  shall  be  conducted  at  all  entry/exit  points  after 
normal  duty  hours,  including  weekends  and  holidays,  on  a  continuous  basis, 
if  practicable. 

5-302  Inspection  Procedures  and  Identification 

a.  Inspections  shall  be  limited  to  that  which  is  necessary  to  deter¬ 
mine  whether  classified  material  is  contained  in  briefcases,  shoulder  or 
handbags,  luggage,  athletic  bags,  packages,  or  other  similar  containers 
being  removed  from  or  taken  into  the  premises.  Inspections  shall  not  be 
done  of  wallets,  change  purses,  clothing,  cosmetics  cases,  or  other  objects 
of  an  unusually  personal  nature. 
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b.  DoD  Components  shall  provide  employees  who  have  a  legitimate 
need  to  remove  classified  material  from  the  installation  or  activity  with 
written  or  printed  authorizations  to  pass  through  designated  entry/exit 
points.  (See  paragraph  8-300  f.)  This  may  include: 

1.  The  authorization  statements  prescribed  in  Chapter  VIII, 

section  3. 

2.  If  authorized  in  Component  instructions,  wallet-size  cards 
which  describe  in  general  terms  the  purpose (s)  for  authorizing  the  employee 
to  remove  classified  material  from  the  facility  (for  example,  use  at 
meetings  or  transmission  to  authorized  recipients). 

c.  Inspectors  are  to  ensure  that  personnel  are  not  removing 
classified  material  without  authorization.  Where  inspectors  determine 
that  individuals  do  not  appear  to  have  appropriate  authorization  to 
remove  classified  material,  they  shall  request  such  individual  to  obtain 
appropriate  authorization  before  exiting  the  premises.  If,  due  to  the 
circumstances,  this  is  not  feasible,  the  inspector  should  attempt  to 
verify  by  telephone  the  authority  of  the  individual  in  question  to 
remove  the  classified  material  with  the  employing  office.  When  such 
verification  cannot  be  obtained,  and  if  removal  cannot  be  prevented,  the 
inspector  shall  advise  the  employing  office  and  appropriate  security 
office  as  soon  as  feasible  that  classified  material  was  removed  by  the 
named  individual  at  a  particular  time  and  without  apparent  authorization. 

d.  If  the  employing  office  determines  that  classified  material 
was  removed  by  one  of  its  employees  without  authority,  it  shall  request 
an  investigation  of  the  circumstances  of  the  removal  by  appropriate 
investigative  authorities.  Where  such  investigation  confirms  a  violation 
of  security  procedures,  other  than  espionage  or  deliberate  compromise,  for 
which  subsection  6-109  applies,  appropriate  administrative,  disciplinary, 
or  legal  action  shall  be  taken. 
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DoD  5200. 1-R 


CHAPTER  VI 

COMPROMISE  OF  CLASSIFIED  INFORMATION 


6-100  Policy 

Compromise  of  classified  information  presents  a  threat  to  the 
national  security.  Once  a  compromise  is  known  to  have  occurred,  the 
seriousness  of  damage  to  U.S.  interests  must  be  determined  and  appro¬ 
priate  measures  taken  to  negate  or  minimize  the  adverse  effect  of  such 
compromise.  When  possible,  action  also  should  be  taken  to  regain  custody 
^  of  the  documents  or  material  that  were  compromised.  In  all  cases,  however, 

appropriate  action  must  be  taken  to  identify  the  source  and  reason  for  the 
compromise  and  remedial  action  taken  to  ensure  further  compromises  do  not 
occur.  The  provisions  of  DoD  Instruction  5240.4  and  DoD  Directive  5210.50 
(references  (jj)  and  (kk))  apply  to  compromises  covered  by  this  Chapter. 

6-101  Cryptographic  and  Sensitive  Compart merited  Information 

a.  The  procedures  for  handling  compromises  of  cryptographic  infor¬ 
mation  are  set  forth  in  NACSI  4006  (reference  (fff))  and  implementing 
instructions . 

b.  The  procedures  for  handling  compromises  of  SCI  information  are 
set  forth  in  DoD  TS-5105 .21-M-2  (reference  (bbb))  and  DoD  C-5105.21-M-1 
(reference  (ccc)). 

6-102  Responsibility  of  Discoverer 

a.  Any  person  who  has  knowledge  of  the  loss  or  possible  compromise 
of  classified  information  shall  immediately  report  such  fact  to  the 
security  manager  of  the  person's  activity  (see  subsection  13-304)  or 
to  the  commanding  officer  or  head  of  the  activity  in  the  security  manager's 
absence . 


b.  Any  person  who  discovers  classified  information  out  of  proper 
control  shall  take  custody  of  such  information  and  safeguard  it  in  an 
appropriate  manner,  and  shall  notify  immediately  an  appropriate  security 
authority. 

6-103  Preliminary  Inquiry 

The  immediate  commander,  supervisor,  security  manager,  or  other 
authority  shall  initiate  a  preliminary  inquiry  to  determine  the  cir¬ 
cumstances  surrounding  the  loss  or  possible  compromise  of  classified 
information.  The  preliminary  inquiry  shall  establish  one  of  the  fol¬ 
lowing: 

a.  That  a  loss  or  compromise  of  classified  information  did  not  occur; 

b.  That  a  loss  or  compromise  of  classified  information  did  occur  but 
the  compromise  reasonably  could  not  be  expected  to  cause  damage  to  the 
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national  security.  If,  in  such  instances,  the  official  finds  no  indica¬ 
tion  of  significant  security  weakness,  the  report  of  preliminary  inquiry 
will  be  sufficient  to  resolve  the  incident  and,  when  appropriate,  sup¬ 
port  the  administrative  sanctions  under  subsection  14-101;  or 

c.  That  the  loss  or  compromise  of  classified  information  did  occur 
and  that  the  compromise  reasonably  could  be  expected  to  cause  damage  to 
the  national  security  or  that  the  probability  of  damage  to  the  national 
security  cannot  be  discounted.  Upon  this  determination,  the  responsible 
official  shall: 

1.  Report  the  circumstances  of  the  compromise  to  an  appropriate 
authority  as  specified  in  DoD  Component  instructions; 

2.  If  the  responsible  official  is  the  originator,  take  the 
action  prescribed  in  subsection  6-106;  and 

3.  If  the  responsible  official  is  not  the  originator,  notify 
the  originator  of  the  known  details  of  the  compromise,  including  identi¬ 
fication  of  the  classified  information.  If  the  originator  is  unknown, 
notification  will  be  sent  to  the  office  specified  in  DoD  Component 
instructions . 

6-104  Investigation 

If  it  is  determined  that  further  investigation  is  warranted,  such 
investigation  will  include  the  following: 

a.  Identification  of  the  source,  date,  and  circumstances  ;  f  '  <= 
compromise. 

b.  Complete  description  and  classification  of  each  item  of  classified 
information  compromised; 

c.  A  thorough  search  for  the  classified  information; 

d.  Identification  of  any  person  or  procedure  responsible  for  the 
compromise.  Any  person  so  identified  shall  be  apprised  of  the  nature 
and  circumstances  of  the  compromise  and  be  provided  an  opportunity  to 
reply  to  the  violation  charged.  If  such  person  does  not  choose  to  make 
a  statement,  this  fact  shall  be  included  in  the  report  of  investigation; 

e.  An  analysis  and  statement  of  the  known  or  probable  damage  to  the 
national  security  that  has  resulted  or  may  result  (see  subsection  2-210) , 
and  the  cause  of  the  loss  or  compromise;  or  a  statement  that  compromise 
did  not  occur  or  that  there  is  minimal  risk  of  damage  to  the  national 
security; 


f.  An  assessment  of  the  possible  advantage  to  foreign  powers 
resulting  from  the  compromise;  and 

g.  A  compilation  of  the  data  in  paragraphs  a.  through  f . ,  above,  in 
a  report  to  the  authority  ordering  the  investigation  to  include  an  assess¬ 
ment  of  appropriate  corrective,  administrative,  disciplinary,  or  legal 
actions.  (Also  see  subsection  14-104). 
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6-105  Responsibility  of  Authority  Ordering  Investigation 


a.  The  report  of  investigation  shall  be  reviewed  to  ensure  com¬ 
pliance  with  this  Regulation  and  instructions  issued  by  DoD  Components. 

b.  The  recommendations  contained  in  the  report  of  investigation 
shall  be  reviewed  to  determine  sufficiency  of  remedial,  administrative, 
disciplinary,  or  legal  action  proposed  and,  if  adequate,  the  report  of 
investigation  shall  be  forwarded  with  recommendations  through  supervisory 
channels.  See  subsections  14-101  and  14-102. 

c.  Whenever  an  action  is  contemplated  against  any  person  believed 
responsible  for  the  compromise  of  classified  information,  damage  assess¬ 
ments  shall  be  coordinated  with  the  legal  counsel  of  the  DoD  Component 
where  the  individual  responsible  is  assigned  or  employed.  Whenever  a 
violation  of  criminal  law  appears  to  have  occurred  and  a  criminal  prose¬ 
cution  is  contemplated,  the  DoD  Component  responsible  for  the  damage 
assessment  shall  apprise  the  General  Counsel,  Department  of  Defense. 

See  subsection  14-104. 

6-106  Responsibility  of  Originator 

The  originator  or  an  official  higher  in  the  originator's  supervisory 
chain  shall,  upon  receipt  of  notification  of  loss  or  probable  compromise 
of  classified  information,  take  action  as  prescribed  in  subsection  2-210. 

6-107  System  of  Control "Of  Damage  Assessments 

Each  DoD  Component  shall  establish  a  system  of  controls  and  internal 
procedures  to  ensure  that  damage  assessments  are  conducted  when  required 
and  that  records  are  maintained  in  a  manner  that  facilitates  their 
retrieval  and  use  within  the  Component. 

6-108  Compromises  Involving  More  Than  One  Agency 

a.  Whenever  a  compromise  involves  the  classified  information  or 
interests  of  more  than  one  DoD  Component  or  other  agency,  each  such 
activity  undertaking  a  damage  assessment  shall  advise  the  others  of  the 
circumstances  and  findings  that  affect  their  information  and  interests. 
Whenever  a  damage  assessment  incorporating  the  product  of  two  or  more 
DoD  Components  or  other  agencies  is  needed,  the  affected  activities 
shall  agree  upon  the  assignment  of  responsibility  for  the  assessment. 

b.  Whenever  a  compromise  of  U.S.  classified  information  is  the 
result  of  actions  taken  by  foreign  nationals,  by  foreign  government 
officials,  or  by  U.S.  nationals  employed  by  international  organizations, 
the  activity  performing  the  damage  assessment  shall  ensure,  through  appro¬ 
priate  intergovernmental  liaison  channels,  that  information  pertinent  to 
the  assessment  is  obtained.  Whenever  more  than  one  activity  is  respon¬ 
sible  for  the  assessment,  those  activities  shall  coordinate  the  request 
prior  to  transmittal  through  appropriate  channels. 
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6-109  Espionage  and  Deliberate  Compromise 

Cases  of  espionage  and  deliberate  unauthorized  disclosure  of  classi¬ 
fied  information  to  the  public  shall  be  reported  in  accordance  with  DoD 
Instruction  5240.4  and  DoD  Directive  5210.50  (references  (jj)  and  (kk)) 
and  implementing  issuances. 

6-110  Unauthorized  Absentees 

When  an  individual  who  has  had  access  to  classified  information  is 
on  unauthorized  absence,  an  inquiry  as  appropriate  under  the  circum¬ 
stances,  to  include  consideration  of  the  length  of  absence  and  the  degree 
of  sensitivity  of  the  classified  information  involved,  shall  be  conducted 
to  detect  if  there  are  any  indications  of  activities,  behavior,  or 
associations  that  may  be  inimical  to  the  interest  of  national  security. 
When  such  indications  are  detected,  a  report  shall  be  made  to  the  DoD 
Component  counterintelligence  organization. 
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DoD  5200. 1-R 


CHAPTER  VII 

ACCESS,  DISSEMINATION ,  AND  ACCOUNTABILITY 
Section  1 
ACCESS 

7-100  Policy 

a.  Except  as  otherwise  provided  for  in  subsection  7-101,  no  person 
may  have  access  to  classified  information  unless  that  person  has  been 
determined  to  be  trustworthy  and  unless  access  is  essential  to  the 
accomplishment  of  lawful  and  authorized  Government  purposes,  that  is, 
the  person  has  the  appropriate  security  clearance  and  a  need -to -know . 
Further,  cleared  personnel  may  not  have  access  until  they  have  been 
given  an  initial  security  briefing  (see  subsection  10-102).  Procedures 
shall  be  established  by  the  head  of  each  DoD  Component  to  prevent  un¬ 
necessary  access  to  classified  information.  There  shall  be  a  demonstr¬ 
able  need  for  access  to  classified  information  before  a  request  for  a 
personnel  security  clearance  can  be  initiated.  The  number  of  people 
cleared  and  granted  access  to  classified  information  shall  be  maintained 
at  the  minimum  number  that  is  consistent  with  operational  requirements 
and  needs.  No  one  has  a  right  to  have  access  to  classified  information 
solely  by  virtue  of  rank  or  position.  The  final  responsibility  for 
determining  whether  an  individual's  official  duties  require  possession 
of  or  access  to  any  element  or  item  of  classified  information,  and 
whether  the  individual  has  been  granted  the  appropriate  security 
clearance  by  proper  authority,  rests  upon  the  individual  who  has 
authorized  possession,  knowledge,  or  control  of  the  information  and  not 
upon  the  prospective  recipient.  These  principles  are  equally  applicable 
if  the  prospective  recipient  is  a  DoD  Component,  including  commands  and 
activities,  other  federal  agencies,  DoD  contractors,  foreign  governments , 
and  others. 

b.  Because  of  the  extreme  importance  to  the  national  security  of 
Top  Secret  information  and  information  controlled  within  approved  Special 
Access  Programs,  employees  shall  not  be  permitted  to  work  alone  in  areas 
where  such  information  is  in  use  or  stored  and  accessible  by  those 
employees.  This  general  policy  is  an  extra  safeguarding  measure  for  the 
nation's  most  vital  classified  information  and  it  is  not  intended  to 
cast  doubt  on  the  integiity  of  DoD  employees.  The  policy  does  not  apply 
in  those  situations  where  one  employee  with  access  is  left  alone  for 
brief  periods  during  normal  duty  hours.  When  compelling  operational 
requirements  indicate  the  need,  DoD  Component  heads  may  waive  this 
requirement  in  specific,  limited  cases.  This  waiver  authority  stay  be 
delegated  to  the  senior  official  (subsections  13-301  and  13-302)  of  the 
DoD  Component  who  may  redelegate  the  authority  but  only  if  so  authorized 
by  the  head  of  the  DoD  Component.  (Any  waiver  should  include  provisions 
for  periodically  ensuring  the  health  and  welfare  of  individuals  left 
alone  in  vaults  or  secure  areas). 


VII-1 


7-101  Access  by  Persons  Outside  the  Executive  Branch 


Classified  Information  may  be  made  available  to  individuals  or 
agencies  outside  the  Executive  Branch  provided  that  such  information  is 
necessary  for  performance  of  a  function  from  which  the  Government  will 
derive  a  benefit  or  advantage,  and  that  such  release  is  not  prohibited 
by  the  originating  department  or  agency.  Heads  of  DoD  Components  shall 
designate  appropriate  officials  to  determine,  before  the  release  of 
classified  information,  the  propriety  of  such  action  in  the  interest  of 
national  security  and  assurance  of  the  recipient's  trustworthiness  and 
need-to-know. 

a.  Congress .  Access  to  classified  information  or  material  by 
Congress,  its  committees,  members,  and  staff  representatives  shall  be  in 
accordance  with  DoD  Directive  5400.4  (reference  (nan)).  Any  DoD  employee 
testifying  before  a  congressional  committee  in  executive  session  in  re¬ 
lation  to  a  classified  matter  shall  obtain  the  assurance  of  the  commit¬ 
tee  that  individuals  present  have  a  security  clearance  commensurate  with 
the  highest  classification  of  the  information  that  may  be  discussed. 
Members  of  Congress,  by  virtue  of  their  elected  positions,  are  not 
investigated  or  cleared  by  the  Department  of  Defense. 

b.  Government  Printing  Office  (GPO). •  Documents  and  material  of  all 
classifications  may  be  processed  by  the  GPO,  which  protects  the  informa¬ 
tion  in  accordance  with  the  DoD/GPO  Security  Agreement  of  February  20, 
1981. 


c.  Representatives  of  the  General  Accounting  Office  (GAO). 
Representatives  of  the  GAO  may  be  granted  access  to  classified  informa¬ 
tion  originated  by  and  in  possession  of  the  Department  of  Defense  when 
such  information  is  relevant  to  the  performance  of  the  statutory  responsi¬ 
bilities  of  that  office,  as  set  forth  in  DoD  Directive  7650.1  (reference 
(nn)).  Officials  of  the  GAO,  as  designated  in  Appendix  B,  are  authorized 
to  certify  security  clearances,  and  the  basis  therefor.  Certifications 
will  be  made  by  these  officials  pursuant  to  arrangements  with  the  DoD 
Component  concerned.  Personal  recognition  or  presentation  of  official 
GAO  credential  cards  are  acceptable  for  identification  purposes. 

d.  Industrial.  Educational,  and  Commercial  Entities. 

1.  Bidders,  contractors,  grantees,  educational,  scientific  or 
industrial  organizations  may  have  access  to  classified  information  only 
when  such  access  is  essential  to  a  function  that  is  necessary  in  the 
interest  of  the  national  security,  and  the  recipients  are  cleared  in 
accordance  with  DoD  5220. 22-R  (reference  (e)). 

2.  Contractor  employees  whose  duties  do  not  require  access  to 
classified  information  are  not  eligible  for  personnel  security  clearance 
and  cannot  be  investigated  tinder  the  DISP.  In  exceptional  situations, 
when  a  military  command  is  vulnerable  to  sabotage  and  its  mission  is  of 
critical  importance  to  national  security,  National  Agency  Checks  may  be 
conducted  on  such  individuals  with  the  approval  of  the  DUSD(P). 
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e.  Historical  Researchers .  Persons  outside  the  Executive  Branch 
who  are  engaged  in  historical  research  projects  may  be  authorized  access 
to  classified  information  provided  that  an  authorized  official  within 
the  DoD  Component  with  classification  jurisdiction  over  the  informa¬ 
tion: 


1.  Hakes  a  written  determination  that  such  access  is  clearly 
consistent  with  the  interests  of  national  security  in  view  of  the  in¬ 
tended  use  of  the  material  to  which  access  is  granted  by  certifying  that 
the  requester  has  been  found  to  be  trustworthy  pursuant  to  paragraph 
7-100  a.; 


2.  Limits  such  access  to  specific  categories  of  information 
over  which  that  DoD  Component  has  classification  jurisdiction  and  to  any 
other  category  of  information  for  which  the  researcher  obtains  the 
written  consent  of  a  DoD  Component  or  non -DoD  department  or  agency  that 
has  classification  jurisdiction  over  information  contained  in  or  revealed 
by  documents  within  the  scope  of  the  proposed  historical  research; 

3.  Maintains  custody  of  the  classified  material  at  a  DoD  instal¬ 
lation  or  activity  or  authorizes  access  to  documents  in  the  custody  of 
the  MARS; 

4.  Obtains  the  researcher's  agreement  to  safeguard  the  informa¬ 
tion  and  to  submit  any  notes  and  manuscript  for  review  by  all  DoD  Com¬ 
ponents  or  non-DoD  departments  or  agencies  with  classification  jurisdic¬ 
tion  for  a  determination  that  no  classified  information  is  contained 
therein  by  execution  of  a  statement  entitled,  "Conditions  Governing 
Access  to  Official  Records  for  Historical  Research  Purposes";  and 

5.  Issues  an  authorization  for  access  valid  for  not  more  than  2 
years  from  the  date  of  issuance  that  may  be  renewed  under  regulations  of 
the  issuing  DoD  Component. 

f.  Former  Presidential  Appointees.  Persons  who  previously  occupied 
policy  making  positions  to  which  they  were  appointed  by  the  President 
may  not  remove  classified  information  upon  departure  from  office  as  all 
such  material  must  remain  under  the  security  control  of  the  U.S.  Govern¬ 
ment.  Such  persons  may  be  authorized  access  to  classified  information 
that  they  originated,  received,  reviewed,  signed,  or  that  was  addressed 
to  them  while  serving  as  such  an  appointee,  provided  that  an  authorized 
"  official  within  the  DoD  Component  with  classification  jurisdiction  for 

such  information: 

1.  Hakes  a  written  determination  that  such  access  is  clearly 
consistent  with  the  interests  of  national  security  in  view  of  the  in¬ 
tended  use  of  the  material  to  which  access  is  granted  and  by  certifying 
that  the  requester  has  been  found  to  be  trustworthy  pursuant  to  para¬ 
graph  7-100  a.; 
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2.  Limits  such  access  to  specific  categories  of  information 
over  which  that  DoD  Component  has  classification  jurisdiction  and  to  any 
other  category  of  information  for  which  the  former  appointee  obtains  the 
written  consent  of  a  DoD  Component  or  non -DoD  department  or  agency  that 
has  classification  jurisdiction  over  information  contained  in  or  revealed 
by  documents  with  the  scope  of  the  proposed  access; 

3.  Retains  custody  of  the  classified  material  at  a  DoD  instal¬ 
lation  or  activity  or  authorizes  access  to  documents  in  the  custody  of 
the  National  Archives  and  Records  Service;  and 

4.  Obtains  the  former  presidential  appointee's  agreement  to 
safeguard  the  information  and  to  submit  any  notes  and  manuscript  for 
review  by  all  DoD  Components  or  non -DoD  departments  or  agencies  with 
classification  jurisdiction  for  a  determination  that  no  classified 
information  is  contained  therein. 

g.  Judicial  Proceedings.  DoD  Directive  5405.2  (reference  (iii)) 
governs  the  release  of  classified  information  in  litigation. 

7-102  Access  by  Foreign  Nationals,  Foreign  Governments,  and  International 
Organizations 

a.  Classified  information  may  be  released  to  foreign  nationals, 
foreign  governments,  and  international  organizations  only  when  authorized 
under  the  provisions  of  the  National  Disclosure  Policy  and  DoD  Directive 
5230.11  (reference  (oo));  and 

b.  Access  to  COMSEC  information  by  foreign  persons  and  activities 
shall  be  in  accordance  with  policy  issuances  of  the  National  Tele¬ 
communications  and  Information  Systems  Security  Committee  (NTISSC). 

7-103  Other  Situations 

When  necessary  in  the  interests  of  national  security,  heads  of  DoD 
Components,  or  their  single  designee,  may  authorize  access  by  persons 
outside  the  federal  government,  other  than  those  enumerated  in  subsec¬ 
tions  7-101  and  7-102,  to  classified  information  upon  determining  that 
the  recipient  is  trustworthy  for  the  purpose  of  accomplishing  a  national 
security  objective;  and  that  the  recipient  can  and  will  safeguard  the 
information  from  unauthorized  disclosure. 

7-104  Access  Required  by  Other  Executive  Branch  Investigative  and  Law 
Enforcement  Agents 

a.  Normally,  investigative  agents  of  other  departments  or  agencies 
may  obtain  access  to  DoD  information  through  established  liaison  or 
investigative  channels. 

b.  When  the  urgency  or  delicacy  of  a  Federal  Bureau  of  Investigation 
(FBI),  Drug  Enforcement  Administration  (DEA),  or  Secret  Service  investi- 
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gation  precludes  use  of  established  liaison  or  investigative  channels, 

FBI,  DEA,  or  Secret  Service  agents  may  obtain  access  to  DoD  information 
as  required.  However,  this  information  shall  be  protected  as  required 
by  its  classification.  Before  any  public  release  of  the  information  so 
obtained  the  approval  of  the  head  of  the  activity  or  higher  authority 
shall  be  obtained. 

7-105  Access  by  Visitors 

Procedures  shall  be  established  to  control  access  to  classified 
information  by  visitors.  (DoD  Instruction  5230.20  (reference  (aaa)) 
provides  further  guidance  regarding  foreign  visitors.) 

a.  Except  when  a  continuing,  frequent  working  relationship  is  estab¬ 
lished,  through  which  current  security  clearance  and  need-to-know  are 
determined,  DoD  personnel  visiting  other  activities  of  the  Department 

of  Defense,  its  contractors,  and  other  agencies  shall  provide  advance 
notification  of  the  pending  visit  that  establishes  the  visitor's  security 
clearance  and  the  purpose  of  the  visit.  Visit  requests  shall  be  signed 
by  an  official  other  than  the  visitor  who  is  in  a  position  to  verify  the 
visitor's  security  clearance. 

b.  Visit  requests  normally  should  include  the  following: 

1.  Full  name,  date  and  place  of  birth,  social  security  number, 
and  rank  or  grade  of  visitor; 

2.  Security  clearance  of  the  visitor; 

3.  Employing  activity  of  the  visitor; 

4.  Name  and  address  of  activity  to  be  visited; 

5.  Date  and  duration  of  proposed  visit; 

6.  Purpose  of  visit  in  sufficient  detail  to  establish  need- 
to-know;  and 


7.  Names  of  persons  to  be  contacted, 

c.  Visit  requests  may  remain  valid  for  not  more  than  1  year. 

Section  2 
DISSEMINATION 


7-200  Policy 

DoD  Components  shall  establish  procedures  consistent  with  this  Regu¬ 
lation  for  the  dissemination  of  classified  material.  The  originating 
official  or  activity  may  prescribe  specific  restrictions  on  dissemina¬ 
tion  of  classified  information  when  necessary.  (See  subsection  4-505.) 
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7-201  Restraints  on  Special  Access  Requirements 

Special  requirements  with  respect  to  access,  distribution,  and  pro¬ 
tection  of  classified  information  shall  require  prior  approval  in  accord¬ 
ance  with  Chapter  XII. 

7-202  Information  Originating  in  a  Non-DoD  Department  or  Agency 

Except  under  rules  established  by  the  Secretary  of  Defense,  or  as 
provided  by  Section  102  of  the  National  Security  Act  (reference  (pp)), 
classified  information  originating  in  a  department  or  agency  other  than 
Department  of  Defense  shall  not  be  disseminated  outside  the  Department 
of  Defense  without  the  consent  of  the  originating  department  or  agency. 

7-203  Foreign  Intelligence  Information 

Dissemination  of  foreign  intelligence  information  shall  be  in  accord¬ 
ance  with  the  provisions  of  DoD  Instruction  5230.22  (reference  (u))  and 
DoD  Directive  C-5230.23  (reference  (22)). 

7-204  Restricted  Data  and  Formerly  Restricted  Data 

Information  bearing  the  warning  notices  prescribed  in  subsection 
4-501  and  4-502  shall  not  be  disseminated  outside  authori2ed  channels 
without  the  consent  of  the  originator.  Access  to  and  dissemination  of 
Restricted  Data  by  DoD  personnel  shall  be  subject  to  DoD  Directive 
5210.2  (reference  (y)). 

7-205  NATO  Information 

Classified  information  originated  by  NATO  shall  be  safeguarded  in 
accordance  with  DoD  Directive  5100.55  (reference  (2)). 

7-206  COMSEC  Information 

COMSEC  information  shall  be  disseminated  in  accordance  with  NACSI  4005 
(reference  (v))  and  implementing  instructions. 

7-207  Dissemination  of  Top  Secret  Information 

a.  Top  Secret  information,  originated  within  the  Department  of 
Defense,  may  not  be  disseminated  outside  the  Department  of  Defense 
without  the  consent  of  the  originating  DoD  Component,  or  higher 
authority. 

b.  Top  Secret  information,  whenever  segregable  from  classified 
portions  bearing  lower  classifications,  shall  be  distributed  separately. 

c.  Standing  distribution  requirements  for  Top  Secret  information 
and  materials,  such  as  distribution  lists,  shall  be  reviewed  at  least 
annually  to  verify  the  recipients'  need- to -know. 
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7-208 


Dissemination  of  Secret  and  Confidential  Information 


a.  Secret  and  Confidential  information,  originated  within  the 
Department  of  Defense,  may  be  disseminated  within  the  Executive  Branch, 
unless  prohibited  by  the  originator.  (See  subsection  4-505.) 

b.  Standing  distribution  requirements  for  Secret  and  Confidential 
information  and  materials,  such  as  distribution  lists,  shall  be  reviewed 
at  least  annually  to  verify  the  recipients'  need-to-know. 

7-209  Code  Words ,  Nicknames ,  and  Exercise  Terms 

The  use  of  code  words,  nicknames,  and  exercise  terms  is  subject  to 
the  provisions  of  Chapter  XII  and  Appendix  C. 

7-210  Scientific  and  Technical  Meetings 

Use  of  classified  information  in  scientific  and  technical  meetings 
is  subject  to  the  provisions  of  DoD  Directive  5200.12  (reference  (ii)). 

Section  3 

ACCOUNTABILITY  AND  CONTROL 
7-300  Top  Secret  Information 

DoD  activities  shall  establish  the  following  procedures: 

a.  Control  Officers.  Top  Secret  Control  Officers  (TSCOs)  and  alter¬ 
nates  shall  be  designated  within  offices  to  be  responsible  for  receiving, 
dispatching,  and  maintaining  accountability  registers  of  Top  Secret  docu¬ 
ments.  Such  individuals  shall  be  selected  on  the  basis  of  experience  and 
reliability,  and  shall  have  Top  Secret  security  clearances.  TSCOs  need 
not  be  appointed  in  those  instances  where  there  is  no  likelihood  of  pro¬ 
cessing  Top  Secret  documentation. 

b.  Accountability. 

1.  Top  Secret  Registers.  Top  Secret  accountability  registers 
shall  be  maintained  by  each  office  originating  or  receiving  Top  Secret 
information.  Such  registers  shall  be  retained  for  2  years  and  shall,  as 
a  minimum,  reflect  the  following: 

(a)  Sufficient  information  to  identify  adequately  the  Top 
Secret  document  or  material  to  include  the  title  or  appropriate  short 
title,  date  of  the  document,  and  identification  of  the  originator; 

(b)  The  date  the  document  or  material  was  received; 

(c)  The  number  of  copies  received  or  later  reproduced;  and 

(d)  The  disposition  of  the  Top  Secret  document  or  material 
and  all  copies  of  such  documents  or  material. 
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2.  Serialization  and  Copy  Numbering.  Top  Secret  documents 
and  material  shall  be  numbered  serially.  In  addition,  each  Top  Secret 
document  shall  be  marked  to  indicate  its  copy  number,  for  example ,  copy 
-1-  of  -2-  copies. 

3.  Disclosure  Records.  Each  Top  Secret  document  or  item  of 
material  shall  have  appended  to  it  a  Top  Secret  disclosure  record.  The 
name  and  title  of  all  individuals,  including  stenographic  and  clerical 
personnel  to  whom  information  in  such  documents  and  materials  has  been 
disclosed,  and  the  date  of  such  disclosure,  shall  be  recorded  thereon. 
Disclosures  to  individuals  who  may  have  had  access  to  containers  in 
which  Top  Secret  information  is  stored,  or  who  regularly  handle  a  large 
volume  of  such  information  need  not  be  so  recorded.  Such  individuals, 
when  identified  on  a  roster,  are  deemed  to  have  had  access  to  such 
information.  Disclosure  records  shall  be  retained  for  2  years  after 
the  documents  or  materials  are  transferred,  downgraded,  or  destroyed. 

c.  Inventories .  All  Top  Secret  documents  and  material  shall  be 
inventoried  at  least  once  annually.  The  inventory  shall  reconcile  the 
Top  Secret  accountability  register  with  the  documents  or  material  on 
hand.  At  such  time,  each  document  or  material  shall  be  examined  for 
completeness.  DoD  Component  senior  officials  (subsections  13-301  and 
13-302)  may  authorize  the  annual  inventory  of  Top  Secret  documents  and 
material  in  repositories,  libraries,  or  activities  that  store  large 
volumes  of  Top  Secret  documents  or  material  to  be  limited  to  documents 
and  material  to  which  access  has  been  granted  within  the  past  year,  and 
10  percent  of  the  remaining  inventory.  If  a  storage  system  contains 
large  volumes  of  information  and  security  measures  are  adequate  to  pre¬ 
vent  access  by  unauthorized  persons,  a  request  for  waiver  of  the  annual 
inventory  requirement  accompanied  by  full  justification  may  be  submitted 
to  the  DUSD(P) . 

d.  Retention.  Top  Secret  information  shall  be  retained  only  to  the 
extent  necessary  to  satisfy  current  requirements.  Custodians  shall 
destroy  nonrecord  copies  of  Top  Secret  documents  when  no  longer  needed. 
Record  copies  of  documents  that  cannot  be  destroyed  shall  be  reevaluated 
and,  when  appropriate,  downgraded,  declassified,  or  retired  to  desig¬ 
nated  records  centers. 

e.  Receipts .  Top  Secret  documents  and  material  will  be  accounted 
for  by  a  continuous  chain  of  receipts.  Receipts  shall  be  maintained 
for  2  years. 

7-301  Secret  Information 

Administrative  procedures  shall  be  established  by  each  DoD  Component 
for  controlling  Secret  information  and  material  originated  or  received 
by  an  activity;  distributed  or  routed  to  a  sub-element  of  such  activity; 
and  disposed  of  by  the  activity  by  transfer  of  custody  or  destruction. 
The  control  system  for  Secret  information  must  be  determined  by  a 
practical  balance  of  security  and  operating  efficiency  and  must  meet 
the  following  minimum  requirements: 
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a.  It  must  provide  a  means  to  ensure  that  Secret  material  sent 
outside  a  major  subordinate  element  (the  activity)  of  the  DoD  Component 
concerned  has  been  delivered  to  the  intended  recipient.  Such  delivery 
may  be  presumed  where  the  material  is  sent  electronically  over  secure 
voice  or  data  circuits.  Ensuring  physical  delivery  may  be  accomplished 
by  use  of  a  receipt  as  provided  in  paragraph  8-202  b.  or  through 
hand-to-hand  transfer  when  the  receiving  party  acknowledges  responsibility 
for  the  Secret  material. 

b.  It  must  provide  a  record  of  receipt  and  dispatch  of  Secret  material 
by  each  major  subordinate  element.  The  dispatch  record  requirement  may 

be  satisfied  when  the  distribution  of  Secret  material  is  evident  from 
addressees  or  distribution  lists  for  classified  documentation.  Records 
of  receipt  and  dispatch  are  required  regardless  of  the  means  used  to 
ensure  delivery  of  the  material  (see  paragraph  a.,  above). 

c.  Records  of  receipt  and  dispatch  for  Secret  material  shall  be 
retained  for  a  minimum  of  2  years. 

7-302  Confidential  Information 

Administrative  controls  shall  be  established  to  protect  Confidential 
information  received,  originated,  transmitted,  or  stored  by  an  activity. 

7-303  Receipt  of  Classified  Material 

Procedures  shall  be  developed  within  DoD  activities  to  protect 
incoming  mail,  bulk  shipments,  and  items  delivered  by  messenger  until  a 
determination  is  made  whether  classified  information  is  contained  therein. 
Screening  points  shall  be  established  to  limit  access  to  classified  in¬ 
formation  to  cleared  personnel. 

7-304  Working  Papers 

a.  Working  papers  are  documents  and  material  accumulated  or  created 
in  the  preparation  of  finished  documents  and  material.  Working  papers 
containing  classified  information  shall  be: 

1.  Dated  when  created; 

2.  Marked  with  the  highest  classification  of  any  information 
contained  therein; 

3.  Protected  in  accordance  with  the  assigned  classification; 

4.  Destroyed  when  no  longer  needed;  and 

5.  Accounted  for,  controlled,  and  marked  in  the  manner  pre¬ 
scribed  for  a  finished  document  of  the  same  classification  when: 

(a)  Released  by  the  originator  outside  the  activity  or 
transmitted  electrically  or  through  message  center  channels  within  the 
activity; 
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(b)  Retained  more  than  90  days  from  date  of  origin; 

(c)  Filed  permanently;  or 

(d)  Top  Secret  information  is  contained  therein. 

b.  Heads  of  DoD  Components,  or  their  single  designees,  may  approve 
waivers  of  accountability,  control,  and  marking  requirements  for  working 
papers  containing  Top  Secret  information  for  activities  within  their 
Components  on  a  case-by-case  basis  provided  a  determination  is  made 
that: 


1.  The  conditions  set  forth  in  subparagraphs  a.  5. (a),  (b),  or 
(c),  above,  will  remain  in  effect; 

2.  The  activity  seeking  a  waiver  routinely  handles  large 
volumes  of  Top  Secret  working  papers  and  compliance  with  prescribed 
accountability,  control,  and  marking  requirements  would  have  an  advers* 
affect  on  the  activity's  mission  or  operations;  and 

3.  Access  to  areas  where  Top  Secret  working  papers  are  handled 
is  restricted  to  personnel  who  have  an  appropriate  level  of  clearance, 
and  other  safeguarding  measures  are  adequate  to  preclude  the  possibility 
of  unauthorized  disclosure. 

c.  In  all  cases  in  which  a  waiver  is  granted  under  b. ,  above,  the 
DUSD(P)  shall  be  notified. 

7-305  Restraint  on  Reproduction 

Except  for  the  controlled  initial  distribution  of  information  pro¬ 
cessed  or  received  electrically  or  as  provided  by  subsections  1-205  and 
3-602,  portions  of  documents  and  materials  that  contain  Top  Secret  infor¬ 
mation  shall  not  be  reproduced  without  the  consent  of  the  originator  or 
higher  authority.  Any  stated  prohibition  against  reproduction  shall  be 
observed  strictly.  (See  subsection  4-505.)  To  the  extent  possible,  DoD 
Components  shall  establish  classified  reproduction  facilities  where  only 
designated  personnel  can  reproduce  classified  materials  and  institute  key 
control  systems  for  reproduction  areas.  Also,  when  possible,  two  people 
shall  be  involved  in  the  reproduction  process  to  help  assure  positive 
control  and  safeguarding  of  all  copies.  The  following  additional  mea¬ 
sures  apply  to  reproduction  equipment  and  to  the  reproduction  of 
classified  information: 

a.  Copying  of  documents  containing  classified  information  shall  be 
minimized; 

b.  Officials  authorized  to  approve  the  reproduction  of  Top  Secret 
and  Secret  information  shall  be  designated  by  position  title  and  shall 
review  the  need  for  reproduction  of  classified  documents  and  material 
with  a  view  toward  minimizing  reproduction. 
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c.  Specific  reproduction  equipment  shall  be  designated  for  the 
reproduction  of  classified  information.  Rules  for  reproduction  of  clas¬ 
sified  information  shall  be  posted  on  or  near  the  designated  equipment; 


d.  Notices  prohibiting  reproduction  of  classified  information  shall 
be  posted  on  equipment  used  only  for  the  reproduction  of  unclassified 
information; 

e.  DoD  Components  shall  ensure  that  equipment  used  for  reproduction 
of  classified  information  does  not  leave  latent  images  in  the  equipment 
or  on  other  material; 

f.  All  copies  of  classified  documents  reproduced  for  any  purpose 
including  those  incorporated  in  a  working  paper  are  subject  to  the  same 
controls  prescribed  for  the  document  from  which  the  reproduction  is 
made ;  and 

g.  Records  shall  be  maintained  for  2  years  to  show  the  number  and 
•  distribution  of  reproduced  copies  of  all  Top  Secret  documents,  of  all 

classified  documents  covered  by  special  access  programs  distributed 
outside  the  originating  agency,  and  of  all  Secret  and  Confidential 
documents  that  are  marked  with  special  dissemination  and  reproduction 
limitations.  (See  subsection  4-505.) 
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DoD  5200. 1-R 

CHAPTER  VIII 
TRANSMISSION 
Section  1 

METHODS  OF  TRANSMISSION  OR  TRANSPORTATION 


8-100  Policy 

Classified  information  may  be  transmitted  or  transported  only  as 
specified  in  this  chapter. 

8-101  Top  Secret  Information 

Transmission  of  Top  Secret  information  shall  be  effected  only  by: 

a.  The  Armed  Forces  Courier  Service  (ARFC0S); 

b.  Authorized  DoD  Component  Courier  Services, 

c.  If  appropriate,  the  Department  of  State  Courier  System; 

d.  Cleared  and  designated  U.S.  military  personnel  and  Government 
civilian  employees  traveling  on  a  conveyance  owned,  controlled,  or 
chartered  by  the  U.S.  Government  or  DoD  contractors; 

e.  Cleared  and  designated  U.S.  Military  personnel  and  government 
civilian  employees  by  surface  transportation; 

f.  Cleared  and  designated  U.S.  Military  personnel  and  government 
civilian  employees  on  scheduled  commercial  passenger  aircraft  within  and 
between  the  United  States,  its  Territories,  and  Canada,  when  approved  in 
accordance  with  paragraph  8-303  a. 

g.  Cleared  and  designated  U.S.  Military  personnel  and  government 
civilian  employees  on  scheduled  commercial  passenger  aircraft  on  flights 
outside  the  United  States,  its  territories,  and  Canada,  when  approved  in 
accordance  with  paragraph  8-303  b. 

h.  Cleared  and  designated  DoD  contractor  employees  within  and 
between  the  United  States  and  its  Territories  provided  that  the  trans¬ 
mission  has  been  authorized  in  writing  by  the  appropriate  contracting 
officer  or  his  designated  representative,  and  the  designated  employees 
have  been  briefed  on  their  responsibilities  as  couriers  or  escorts  for 
the  protection  of  Top  Secret  material.  Complete  guidance  for  Top  Secret 
transmission  is  specified  in  DoD  5220. 22-R  and  DoD  5220. 22-M  (references 
(e)  and  (f)). 

i.  A  cryptographic  system  authorized  by  the  Director,  NSA,  or  via 
a  protected  distribution  system  designed  and  installed  to  meet  the 
standards  included  in  the  National  COMSEC  and  Emanations  Security  (EMSEC) 
Issuance  System. 
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8-102  Secret  Information 


Transmission  of  Secret  information  may  be  effected  by: 

a.  Any  of  the  means  approved  for  the  transmission  of  Top  Secret 
information  except  that  Secret  information  may  be  introduced  into  the 
ARFCOS  only  when  the  control  of  such  information  cannot  be  otherwise 
maintained  in  U.S.  custody.  This  restriction  does  not  apply  to  SCI 
and  COMSEC  information; 

b.  Appropriately  cleared  contractor  employees  within  and  between 
the  United  States  and  its  Territories  provided  that  (1)  the  designated 
employees  have  been  briefed  in  their  responsibilities  as  couriers  or 
escorts  for  protecting  Secret  information;  (2)  the  classified  informa¬ 
tion  remains  under  the  constant  custody  and  protection  of  the  contractor 
personnel  at  all  times;  and  (3)  the  transmission  otherwise  meets  the 
requirements  specified  in  DoD  5220. 22-R  and  DoD  5220. 22-M  (references 
(e)  and  (f)).  In  other  areas,  appropriately  cleared  DoD  contractor 
employees  may  transmit  classified  material  only  as  prescribed  by 
references  (e)  and  (f). 

c.  U.S.  Postal  Service  registered  mail  within  and  between  the 
United  States  and  its  Territories; 

d.  U.S.  Postal  Service  registered  mail  through  Army,  Navy,  or  Air 
Force  Postal  Service  facilities  outside  the  United  States  and  its  Terri¬ 
tories,  provided  that  the  information  does  not  at  any  time  pass  out  of 
U.S.  citizen  control  and  does  not  pass  through  a  foreign  postal  system 
or  any  foreign  inspection; 

e.  U.S.  Postal  Service  and  Canadian  registered  mail  with  registered 
mail  receipt  between  U.S.  Government  and  Canadian  Government  installations 
in  the  United  States  and  Canada; 

f.  Carriers  authorized  to  transport  Secret  information  by  way  of  a 
Protective  Security  Service  (PSS)  under  the  DoD  Industrial  Security 
Program.  This  method  is  authorized  only  within  the  U.S.  boundaries  and 
only  when  the  size,  bulk,  weight,  and  nature  of  the  shipment,  or  escort 
considerations  make  the  use  of  other  methods  impractical.  Routings  for 
these  shipments  will  be  obtained  from  the  Military  Traffic  Management 
Command  (MTMC); 

g.  The  following  carriers  under  appropriate  escort:  government 
and  government  contract  vehicles  including  aircraft,  ships  of  the  U.S. 
Navy,  civil  service-operated  U.S.  Naval  ships,  and  ships  of  U.S.  registry. 
Appropriately  cleared  operators  of  vehicles,  officers  of  ships  or  pilots 
of  aircraft  who  are  U.S.  citizens  may  be  designated  as  escorts  provided 
the  control  of  the  carrier  is  maintained  on  a  24 -hour  basis.  The  escort 
shall  protect  the  shipment  at  all  times,  through  personal  observation  or 
authorized  storage  to  prevent  inspection,  tampering,  pilferage,  or  un¬ 
authorized  access.  However,  observation  of  the  shipment  is  not  required 
during  the  period  it  is  stored  in  an  aircraft  or  ship  in  connection  with 
flight  or  sea  transit,  provided  the  shipment  is  loaded  into  a  compartment 
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that  is  not  accessible  to  any  unauthorized  persons  or  in  a  specialized 
secure,  safe-like  container  that  is: 

1.  Constructed  of  solid  building  material  that  provides  a 
substantial  resistance  to  forced  entry; 

2.  Constructed  in  a  manner  that  precludes  surreptitious  entry 
through  disassembly  or  other  means,  and  that  attempts  at  surreptitious 
entry  would  be  readily  discernible  through  physical  evidence  of  tampering; 
and 


3.  Secured  by  a  numbered  cable  seal  lock  affixed  to  a  sub¬ 
stantial  metal  hasp  in  a  manner  that  precludes  surreptitious  removal 
and  provides  substantial  resistance  to  forced  entry. 

h.  Use  of  specialized  containers  aboard  aircraft  requires  that: 

1.  Appropriately  cleared  personnel  maintain  observation  of 
the  material  as  it  is  being  loaded  aboard  the  aircraft  and  that  observa¬ 
tion  of  the  aircraft  continues  until  it  is  airborne; 

2.  Observation  by  appropriately  cleared  personnel  is  main¬ 
tained  at  the  destination  as  the  material  is  being  off-loaded  and  at  any 
intermediate  stops.  Observation  will  be  continuous  until  custody  of  the 
material  is  assumed  by  appropriately  cleared  personnel. 

8-103  Confidential  Information 


Transmission  of  Confidential  information  may  be  effected  by: 

a.  Means  approved  for  the  transmission  of  Secret  information. 
However,  U.S.  Postal  Service  registered  mail  shall  be  used  for  Confi¬ 
dential  only  as  indicated  in  paragraph  b.  below; 

b.  U.S.  Postal  Service  registered  mail  for: 

1.  Confidential  information  of  NATO; 

2.  Other  Confidential  material  to  and  from  FPO  or  APO 
addressees  located  outside  the  United  States  and  its  Territories; 

3.  Other  addressees  when  the  originator  is  uncertain  that 
their  location  is  within  U.S.  boundaries.  Use  of  return  postal  receipts 
on  a  case-by-case  basis  is  authorized. 

c.  U.S  Postal  Service  first  class  mail  between  DoD  Component  loca¬ 
tions  anywhere  in  the  United  States  and  its  Territories.  However,  the 
outer  envelope  or  wrappers  of  such  Confidential  material  shall  be  endorsed 
"POSTMASTER:  Address  Correction  Requested/Do  Not  Forward."  Certified 
or,  if  appropriate,  registered  mail  shall  be  used  for  material  directed 

to  DoD  contractors  and  to  non -DoD  agencies  of  the  Executive  Branch. 

U.S.  Postal  Service  Express  Mail  Service  may  be  used  between  DoD  Com¬ 
ponent  locations,  between  DoD  contractors,  and  between  DoD  Components 
and  DoD  contractors. 
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d.  Within  U.S.  boundaries,  commercial  carriers  that  provide  a 
Constant  Surveillance  Service  (CSS) .  Information  concerning  commercial 
carriers  that  provide  CSS  may  be  obtained  from  the  MTMC. 

e.  In  the  custody  of  commanders  or  masters  of  ships  of  U.S. 
registry  who  are  U.S.  citizens.  Confidential  information  shipped  on 
ships  of  U.S.  registry  may  not  pass  out  of  U.S.  Government  control.  The 
commanders  or  masters  must  give  and  receive  classified  information 
receipts  and  agree  to: 

1.  Deny  access  to  the  Confidential  material  by  unauthorized 
persons,  including  customs  inspectors,  with  the  understanding  that 
Confidential  cargo  that  would  be  subject  to  customs  inspection  will  not 
be  unloaded;  and 

2.  Maintain  control  of  the  cargo  until  a  receipt  is  obtained 
from  an  authorized  representative  of  the  consignee. 

f.  Such  alternative  or  additional  methods  of  transmission  as  the 
head  of  any  DoD  Component  may  establish  by  rule  or  regulation,  provided 
those  methods  afford  at  least  an  equal  degree  of  security. 

8-104  Transmission  of  Classified  Material  to  Foreign  Governments 

After  a  determination  by  designated  officials  pursuant  to  DoD 
Directive  5230.11  (reference  oo))  that  classified  information  or  material 
may  be  released  to  a  foreign  government,  the  material  shall  be  transfer¬ 
red  between  authorized  representatives  of  each  government  in  compliance 
with  the  provisions  of  this  Chapter.  To  assure  compliance,  each  contract, 
agreement,  or  other  arrangement  that  involves  the  release  of  classified 
material  to  foreign  entities  shall  either  contain  transmission  instructions 
or  require  that  a  separate  transportation  plan  be  approved  by  the  appro¬ 
priate  DoD  security  and  transportation  officials  prior  to  release  of  the 
material.  (See  DoD  TS-5105.21-M-3  (reference  (ddd))  for  guidance 
regarding  SCI . ) 

a.  Classified  material  to  be  released  directly  to  a  foreign 
government  representative  shall  be  delivered  or  transmitted  only  to  a 
person  who  has  been  designated  in  writing  by  the  recipient  government  as 
its  officer,  agent,  or  employee  (hereafter  referred  to  as  the  designated 
representative).  Foreign  governments  may  designate  a  freight  forwarder 
as  their  agent.  This  written  designation  shall  contain  assurances  that 
such  person  has  a  security  clearance  at  the  appropriate  level  and  that 
the  person  will  assume  full  security  responsibility  for  the  material  on 
behalf  of  the  foreign  government.  The  recipient  will  be  required  to 
execute  a  receipt  for  the  material,  regardless  of  the  level  of 
classification. 

b.  Classified  material  that  is  suitable  for  transfer  by  courier 
or  postal  service,  and  which  cannot  be  transferred  directly  to  a  foreign 
government's  designated  representative  as  specified  in  paragraph  a.. 
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above,  shall  be  transmitted  by  one  of  the  methods  specified  in  subsection 
8-101,  8-102,  or  8-103  for  the  designated  classification  level  to: 

1.  An  embassy,  consulate,  or  other  official  agency  of  the 
recipient  government  having  extraterritorial  status  in  the  United  States, 
or  to 


2.  A  U.S.  Embassy  or  a  U.S.  military  organization  in  the 
recipient  country  or  in  a  third-party  country,  if  applicable,  for 
delivery  to  a  designated  representative  of  the  intended  recipient 
government.  In  either  case,  the  assurance  in  paragraph  a.,  above, 
and  a  receipt,  must  be  obtained. 

c.  The  shipment  of  classified  material  as  freight  via  truck,  rail, 
aircraft,  or  ship  shall  be  in  compliance  with  the  following: 

1.  Shipments  Resulting  from  Foreign  Military  Sales  (FMS): 

DoD  officials  authorized  to  approve  a  FMS  transaction  that  involves  the 
delivery  of  U.S.  classified  material  to  a  foreign  purchaser  shall,  at 
the  outset  of  negotiation  or  consideration  of  proposal,  consult  with 
DoD  transportation  authorities  (Military  Traffic  Management  Command, 
Military  Sealift  Command,  Military  Airlift  Command,  or  other,  as 
appropriate)  to  determine  whether  secure  shipment  from  the  CONUS  point 
of  origin  to  the  ultimate  foreign  destination  is  feasible.  Normally, 
the  United  States  will  use  the  Defense  Transportation  System  (DTS)  to 
deliver  classified  material  to  the  recipient  government.  If,  in  the 
course  of  FMS  case  processing,  the  foreign  purchaser  proposes  to  take 
delivery  and  custody  of  the  classified  material  in  the  United  States  and 
use  it  own  facilities  and  transportation  for  onward  shipment  to  its 
territory,  the  foreign  purchaser  or  its  designated  representative  shall 
be  required  to  submit  a  transportation  plan  for  DoD  review  and  approval. 
This  plan,  as  a  minimum,  shall  specify  the  storage  facilities,  delivery 
and  transfer  points,  carriers,  couriers  or  escorts,  and  methods  of  hand¬ 
ling  to  be  used  from  the  CONUS  point  of  origin  to  the  final  destination 
and  return  shipment  when  applicable.  (See  Appendix  E.)  Security 
officials  of  the  DoD  Component  that  initiates  the  FMS  transaction  shall 
evaluate  the  transportation  plan  to  determine  whether  the  plan  adequately 
ensures  protection  of  the  highest  level  of  classified  material  involved. 
Unless  the  DoD  Component  initiating  the  FMS  transaction  approves  the 
transportation  plan  as  submitted,  or  it  is  modified  to  meet  U.S.  security 
standards,  shipment  by  other  than  DTS  shall  not  be  permitted.  Trans¬ 
mission  instructions  or  the  requirement  for  an  approved  transportation 
plan  shall  be  incorporated  into  the  security  requirements  of  the  United 
States  Department  of  Defense  Offer  and  Acceptance  (DD  Form  1513). 

2.  Shipments  Resulting  from  Direct  Commercial  Sales:  Classi¬ 
fied  shipments  resulting  from  direct  commercial  sales  must  comply  with 
the  same  security  standards  that  apply  to  FMS  shipments.  Defense  con¬ 
tractors,  therefore,  will  consult,  as  appropriate,  with  the  purchasing 
government,  the  DIS  Regional  Security  Office,  and  the  owning  Military 
Department  prior  to  consummation  of  a  commercial  contract  that  will 
result  in  the  shipment  of  classified  material  to  obtain  approval  of  the 
transportation  plan. 
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3.  Delivery  within  the  United  States,  Its  Territories,  or 
Possessions:  Delivery  of  classified  material  to  a  foreign  government 

at  a  point  within  the  United  States,  its  territories,  or  its  possessions, 
shall  be  made  only  to  a  person  identified  in  writing  by  the  recipient 
government  as  its  designated  representative  as  specified  in  paragraph 
a.,  above.  The  only  authorized  delivery  points  are: 

(a)  An  embassy,  consulate,  or  other  official  agency 
under  the  control  of  the  recipient  government. 

(b)  Point  of  origin.  When  a  designated  representative  of 
the  recipient  government  accepts  delivery  of  classified  U.S.  material  at 
the  point  of  origin  (for  example,  a  manufacturing  facility  or  depot),  the 
DoD  official  who  transfers  custody  shall  obtain  a  receipt  for  the  clas¬ 
sified  material  and  assure  that  the  recipient  is  cognizant  of  secure 
means  of  onward  movement  of  the  classified  material  to  its  final  desti¬ 
nation,  consistent  with  the  approved  transportation  plan. 

(c)  Military  or  commercial  ports  of  embarkation  (POE) 
that  are  recognized  points  of  departure  from  the  United  States,  its 
territories,  or  possessions,  for  onloading  aboard  a  ship,  aircraft,  or 
other  carrier  authorized  under  subparagraph  5.,  below.  In  these  cases, 
the  transportation  plan  shall  provide  for  U.S. -controlled  secure  shipment 
to  the  CONUS  transshipment  point  and  the  identification  of  a  secure 
storage  facility,  government  or  commerical,  at  or  in  proximity  to  the 
POE.  A  DoD  official  authorized  to  transfer  custody  is  to  supervise  or 
observe  the  onloading  of  FMS  material  being  transported  via  the  DTS 

and  other  onloading  wherein  physical  and  security  custody  of  the 
material  has  yet  to  be  transferred  formally  to  the  foreign  recipient. 

In  the  event  that  transfer  of  physical  and  security  custody  cannot 
be  accomplished  promptly,  the  DoD  official  shall  ensure  that  the 
classified  material  is  either  returned  to  a  secure  storage  facility 
of  the  U.S.  shipper  (government  or  contractor);  or  segregated  and 
placed  under  constant  surveillance  of  a  duly  cleared  U.S.  security 
force  at  the  POE;  or  held  in  the  secure  storage  facility  (government  or 
commerical)  designated  in  the  transportation  plan. 

(d)  Freight  forwarder  facility  that  is  identified  by  the 
recipient  government  as  its  designated  representative  and  that  is  cleared 
in  accordance  with  subparagraph  6.,  below,  to  the  level  of  the  classified 
material  to  be  received.  In  these  cases,  a  person  identified  as  a 
designated  representative  must  be  present  to  accept  delivery  of  the 
classified  material  and  receipt  for  it,  to  include  full  acceptance  of 
security  responsiblity. 

4.  Delivery  Outside  the  United  States,  It  Territories,  or 
Possessions: 


(a)  Delivery  within  the  recipient  country.  Classified 
U.S.  material  to  be  delivered  to  a  foreign  government  within  the  recipient 
country  shall  be  delivered  on  arrival  in  the  recipient  country  to  a  U.S. 
Government  representative  who  shall  arrange  for  its  transfer  to  a  desig¬ 
nated  representative  of  the  recipient  government.  If  the  shipment  is 
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escorted  by  a  U.S.  Government  official  authorized  to  accomplish  the 
transfer  of  custody,  the  material  may  be  delivered  directly  to  the 
recipient  government’s  designated  representative  upon  arrival. 

(b)  Delivery  Within  a  Third  Country.  Classified  material 
to  be  delivered  to  a  foreign  government  representative  within  a  third 
country  shall  be  delivered  to  an  agency  or  installation  of  the  United 
States,  or  of  the  recipient  government,  that  has  extraterritorial  status 
or  otherwise  is  exempt  from  the  jurisdiction  of  the  third  country. 

Unless  the  material  is  accompanied  by  a  U.S.  Government  official  authorized 
to  accomplish  the  transfer  of  custody,  a  U.S.  Government  official  shall 
be  designated  locally  to  receive  the  shipment  upon  arrival  and  be  vested 
with  authority  to  effect  delivery  to  the  intended  recipient  government's 
designated  representative. 

5.  Overseas  Carriers:  Overseas  shipments  of  U.S.  classified 
material  shall  be  made  only  via  ships,  aircraft,  or  other  carriers  that 
are:  (a)  owned  or  chartered  by  the  U.S.  Government  or  under  U.S.  regis¬ 

try,  (b)  owned  or  chartered  by  or  under  the  registry  of  the  recipient 
government,  or  (c)  otherwise  expressly  authorized  by  the  head  of  the  DoD 
Component  having  classification  jurisdiction  over  the  material  involved. 
Overseas  shipments  of  classified  material  shall  be  escorted,  prepared 
for  shipment,  packaged,  and  stored  onboard  as  prescribed  elsewhere  in 
this  Chapter  and  in  DoD  5220. 22-R  and  DoD  5220. 22-M  (references  (e)  and 
(f)). 


6.  Freight  Forwarders:  Only  freight  forwarders  that  have  been 
granted  an  appropriate  security  clearance  by  the  Department  of  Defense  or 
the  recipient  government  are  eligible  to  receive,  process,  and  store  U.S. 
classified  material  authorized  for  release  to  foreign  governments.  How¬ 
ever,  a  freight  forwarder  that  does  not  have  access  to  or  custody  of  the 
classified  material  need  not  be  cleared. 

8-105  Consignor -Consignee  Responsibility  for  Shipment  of  Bulky  Material 

The  consignor  of  a  bulk  shipment  shall: 

a.  Normally,  select  a  carrier  that  will  provide  a  single  line 
service  from  the  point  of  origin  to  destination,  when  such  a  service  is 
available; 

b.  Ship  packages  weighing  less  than  200  pounds  in  closed  vehicles 

only; 

c.  Notify  the  consignee,  and  military  transshipping  activities,  of 
the  nature  of  the  shipment  (including  level  of  classification),  the 
means  of  shipment,  the  number  of  seals,  if  used,  and  the  anticipated 
time  and  date  of  arrival  by  separate  communication  at  least  24  hours  in 
advance  of  arrival  of  the  shipment.  Advise  the  first  military  trans¬ 
shipping  activity  that,  in  the  event  the  material  does  not  move  on  the 
conveyance  originally  anticipated,  the  transshipping  activity  should  so 
advise  the  consignee  with  information  of  firm  transshipping  date  and 
estimated  time  of  arrival.  Upon  receipt  of  the  advance  notice  of  a 


VIII-7 


shipment  of  classified  material,  consignees  a  d  transshipping  activities 
shall  take  appropriate  steps  receive  the  classfied  shipment  and  to 
protect  it  upon  arrival. 

d.  Anne  te  the  bills  of  lading  to  require  the  carrier  to  notify 
the  consignor  immediately  by  the  fastest  means  if  the  shipment  is  unduly 
delayed  enroute.  Such  annotations  shall  not  under  any  circumstances 
disclose  the  classified  nature  of  the  commodity.  When  seals  are  used, 
annotate  substantially  as  follows: 

DO  NOT  BREAK  SEALS  EXCEPT  IN  EMERGENCY  OR  UPON 
AUTHORITY  OF  CONSIGNOR  OR  CONSIGNEE.  IF  BROKEN 
APPLY  CARRIER'S  SEALS  AS  SOON  AS  POSSIBLE  AND 
IMMEDIATELY  NOTIFY  CONSIGNOR  AND  CONSIGNEE. 

e.  Require  the  consignee  to  advise  the  consignor  of  any  shipment 

not  received  more  than  48  hours  after  the  estimated  time  of  arrival 
furnished  by  the  consignor  or  transshipping  activity.  Upon  receipt  of 
such  notice,  the  consignor  shall  immediately  trace  the  shipment.  If 
there  is  evidence  that  the  sified  material  was  subjected  to  compro¬ 
mise,  the  procedures  set  fc  _n  Chapter  VI  of  this  Regulation  f<  r 

reporting  compromises  shall  a^ply. 

8-106  Transmission  of  COMSEC  Information 


COMSEC  information  shall  be  transmitted  in  accordance  with  National 
COMSEC  Instruction  4005  (reference  (v)). 

8-107  Transmission  of  Restricted  Data 

Restricted  Data  shall  be  transmitted  in  the  same  manner  as  other 
information  of  the  same  security  classification.  The  transporting  and 
handling  of  nuclear  weapons  or  nuclear  components  shall  be  in  accordance 
with  DoD  Directives  4540.1  and  5210.41  (references  (qq)  and  (.rr))  and 
applicable  DoD  Component  directives  and  regulations. 

Section  2 

PREPARATION  OF  MATERIAL  FOR  TRANSMISSION,  SHIPMENT,  OR  CONVEYANCE 
8-200  Envelopes  or  Containers 

a.  Whenever  classified  information  is  transmitted,  it  shall  be 
enclosed  in  two  opaque  sealed  envelopes  or  similar  wrappings  when  size 
permits,  except  as  provided  below. 

b.  Whenever  classified  material  is  transmitted  of  a  size  not  suit¬ 
able  for  transmission  in  accordance  with  paragraph  a. ,  above,  it  shall  be 
enclosed  in  two  opaque  sealed  containers,  such  as  boxes  or  heavy  wrappings. 

1.  If  the  classified  information  is  an  internal  component  of 
a  packageable  item  of  equipment,  the  outside  shell  or  body  may  be  con¬ 
sidered  as  the  inner  enclosure  provided  it  does  not  reveal  classified 
information. 
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2.  If  the  classified  material  is  an  inaccessible  internal 
component  of  a  bulky  item  of  equipment  that  is  not  reasonably  packagea- 
ble,  the  outside  or  body  of  the  item  may  be  considered  to  be  a  suffi¬ 
cient  enclosure  provided  the  shell  or  body  does  not  reveal  classified 
information. 


3.  If  the  classified  material  is  an  item  or  equipment  that  is 
not  reasonably  packageable  and  the  shell  or  body  is  classified,  it  shall 
be  concealed  with  an  opaque  covering  that  will  hide  all  classified 
features . 


4.  Specialized  shipping  containers,  including  closed  cargo 
transporters,  may  be  used  instead  of  the  above  packaging  requirements. 
In  such  cases,  the  container  may  be  considered  the  outer  wrapping  or 
cover. 


c.  Material  used  for  packaging  shall  be  of  such  strength  and 
durability  as  to  provide  security  protection  while  in  transit,  prevent 
items  from  breaking  out  of  the  container,  and  to  facilitate  the  detec¬ 
tion  of  any  tampering  with  the  container.  The  wrappings  shall  conceal 
all  classified  characteristics. 

d.  Closed  and  locked  vehicles,  compartments,  or  cars  shall  be  used 
for  shipments  of  classified  information  except  when  another  method  is 
authorized  by  the  consignor.  Alternative  methods  authorized  by  the 
consignor  must  provide  security  equivalent  to  or  better  than  the  methods 
specified  herein.  In  all  instances,  individual  packages  weighing  less 
than  200  pounds  gross  shall  be  shipped  only  in  a  closed  vehicle. 

e.  To  minimize  the  possibility  of  compromise  of  classified  material 
caused  by  improper  or  inadequate  packaging  thereof,  responsible  officials 
shall  ensure  that  proper  wrappings  are  used  for  mailable  bulky  packages. 
Responsible  officials  shall  require  the  inspection  of  bulky  packages  to 
determine  whether  the  material  is  suitable  for  mailing  or  whether  it 
should  be  transmitted  by  other  approved  means. 

f.  When  classified  material  is  hand-carried  outside  an  activity, 
a  locked  briefcase  may  serve  as  the  outer  wrapper.  In  such  cases,  the 
addressing  requirements  of  paragraph  8-201  d.  do  not  apply;  however,  the 
requirements  of  paragraph  8-201  c.  are  applicable. 

8-201  Addressing 

a.  Classified  information  shall  be  addressed  to  an  official  govern¬ 
ment  activity  or  DoD  contractor  with  a  facility  clearance  and  not  to  an 
individual.  This  is  not  intended,  however,  to  prevent  use  of  office 
code  numbers  or  such  phrases  in  the  address  as  "Attention:  Research 
Department,"  or  similar  aids  in  expediting  internal  routing,  in  addition 
to  the  organization  address. 

b.  Classified  written  information  shall  be  folded  or  packed  in  such 
a  manner  that  the  text  will  not  be  in  direct  contact  with  the  inner 
envelope  or  container.  A  receipt  form  shall  be  attached  to  or  enclosed 
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in  the  inner  nvelope  or  container  for  all  Secret  and  Top  Secret  informa¬ 
tion;  Confidential  information  will  require  a  receipt  only  if  the  origi¬ 
nator  deems  it  necessary.  The  mailing  of  written  materials  of  different 
classifications  in  a  single  package  should  be  avoided.  However,  when 
written  materials  of  different  classifications  are  transmitted  in  one 
package,  they  shall  be  wrapped  in  a  single  inner  envelope  or  container. 

A  receipt  listing  all  classified  information  for  which  a  receipt  is 
requested  shall  be  attached  or  enclosed.  The  inner  envelope  or  container 
shall  be  marked  with  the  highest  classification  of  the  contents. 

c.  The  inner  envelope  or  container  shall  show  the  address  of  the 
receiving  activity,  classification,  including,  where  appropriate,  the 
"Restricted  Data"  marking,  and  any  applicable  special  instructions.  It 
shall  be  carefully  sealed  to  minimize  the  possibility  of  access  without 
leaving  evidence  of  tampering. 

d.  An  outer  or  single  envelope  or  container  shall  show  the  complete 
and  correct  address  and  the  return  address  of  the  sender. 

e.  An  outer  cover  or  single  envelope  or  container  shall  not  bear  a 
classification  marking,  a  listing  of  the  contents  divulging  classified 
information,  or  any  other  unusual  data  or  marks  that  might  invite  special 
attention  to  the  fact  that  the  contents  are  classified. 

f.  Care  must  be  taken  to  ensure  that  classified  information  intended 
only  for  U.S.  elements  of  international  staffs  or  other  organizations 

is  addressed  specifically  to  those  elements. 

8-202  Receipt  Systems 

a.  Top  Secret  information  shall  be  transmitted  tinder  a  chain  of 
receipts  covering  each  individual  who  gets  custody. 

b.  Secret  information  shall  be  covered  by  a  receipt  when  transmitted 
to  a  foreign  government  (including  foreign  government  embassies  located  in 
the  United  States)  and  when  transmitted  between  major  subordinate  elements 
of  DoD  Components  and  other  authorized  addressees  except  that  a  receipt  is 
not  required  when  there  is  a  hand-to-hand  transfer  between  U.S.  personnel 
and  the  recipient  acknowledges  responsibility  for  the  Secret  information. 

c.  Receipts  for  Confidential  information  are  not  required  except 
when  the  information  is  transmitted  to  a  foreign  government  (including 
foreign  government  embassies  located  in  the  United  States)  or  upon 
request . 


d.  Receipts  shall  be  provided  by  the  transmitter  of  the  material 
and  the  forms  shall  be  attached  to  the  inner  cover. 

1.  Postcard  receipt  forms  may  be  used. 

2.  Receipt  forms  shall  be  unclassified  and  contain  only  such 
information  as  is  necessary  to  identify  the  material  being  transmitted. 
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3.  Receipts  shall  be  retained  for  at  least  2  years. 


e.  In  those  instances  where  a  fly-leaf  (page  check)  form  is  used 
with  classified  publications,  the  postcard  receipt  will  not  be  required. 

8-203  Exceptions 


Exceptions  may  be  authorized  to  the  requirements  contained  in  this 
Chapter  by  the  head  of  the  Component  concerned  or  designee,  provided  the 
exception  affords  equal  protection  and  accountability  to  that  provided 
above.  Proposed  exceptions  that  do  not  meet  these  minimum  standards 
shall  be  submitted  to  the  DUSD(P)  for  approval. 

Section  3 

RESTRICTIONS,  PROCEDURES,  AND  AUTHORIZATION  CONCERNING  ESCORT  OR 
HAND-CARRYING  OF  CLASSIFIED  INFORMATION 

8-300  General  Restrictions 


Appropriately  cleared  personnel  may  be  authorized  to  escort  or 
hand-carry  classified  material  between  their  duty  station  and  an  activ¬ 
ity  to  be  visited  subject  to  the  following  conditions: 

a.  The  storage  provisions  of  Section  1  and  subsection  5-206  of 
Chapter  V  of  this  regulation  shall  apply  at  all  stops  enroute  to  the 
destination,  unless  the  information  is  retained  in  the  personal  pos¬ 
session  and  under  constant  surveillance  of  the  individual  at  all  times. 
The  hand-carrying  of  classified  information  on  trips  that  involve  an 
overnight  stop  is  not  permissible  without  advance  arrangements  for 
proper  overnight  storage  in  a  U.S.  Government  facility  or,  if  in  the 
United  States,  a  cleared  contractor's  facility  that  has  the  requisite 
storage  capability. 

b.  Classified  material  shall  not  be  read,  studied,  displayed,  or 
used  in  any  manner  in  public  conveyances  or  places. 

c.  When  classified  material  is  carried  in  a  private,  public,  or 
government  conveyance,  it  shall  not  be  placed  in  any  detachable  storage 
compartment  such  as  automobile  trailers,  luggage  racks,  aircraft  travel 
pods,  or  drop  tanks  nor,  under  any  circumstances,  left  unattended. 

d.  Responsible  officials  shall  provide  a  written  statement  to  all 
individuals  escorting  or  carrying  classified  material  aboard  commercial 
passenger  aircraft  authorizing  such  transmission.  This  authorization 
statement  may  be  included  in  official  travel  orders  and  should  ordinarily 
permit  the  individual  to  pass  through  passenger  control  points  without 
the  need  for  subjecting  the  classified  material  to  inspection.  Specific 
procedures  for  carrying  classified  documents  aboard  commercial  aircraft 
are  contained  in  subsection  8-302. 

e.  Each  activity  shall  list  all  classified  information  carried  or 
escorted  by  traveling  personnel.  All  classified  information  shall  be 
accounted  for. 
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f.  Individuals  authorized  to  hand-carry  or  escort  classified 
material  shall  be  fully  informed  of  the  provisions  of  this  Chapter,  and 
shall  sign  a  statement  to  that  effect  prior  to  the  issuance  of  written 
authorization  or  identification  media.  This  statement  shall  be  retained 
for  a  minimum  of  2  years;  it  need  not  be  executed  on  each  occasion  that 
the  individual  is  authorized  to  transport  classified  information  provided 
a  signed  statement  is  on  file. 

8-301  Restrictions  on  Hand-carrying  Classified  Information  Aboard 
Commercial  Passenger  Aircraft 

Classified  information  shall  not  be  hand-carried  aboard  commercial 
passenger  aircraft  unless: 

a.  There  is  neither  time  nor  means  available  to  move  the  informa¬ 
tion  in  the  time  required  to  accomplish  operational  objectives  or  con¬ 
tract  requirements. 

b.  The  hand-carry  has  been  authorized  by  an  appropriate  official 
in  accordance  with  subsection  8-303. 

c.  In  the  case  of  the  hand-carry  of  classified  information  across 
ir.temational  borders,  arrangements  have  been  made  to  ensure  that  such 
information  will  not  be  opened  by  customs,  border,  postal,  or  other  in¬ 
spectors,  either  U.S.  or  foreign. 

d.  The  hand-carry  is  accomplished  aboard  a  U.S.  carrier.  Foreign 
carriers  will  be  utilized  only  when  no  U.S.  carrier  is  available  and 
then  the  approving  official  must  ensure  that  the  information  will  remain 
?n  the  custody  and  physical  control  of  the  U.S.  escort  at  all  times. 

8-302  Procedures  for  Hand-carrying  Classified  Information  Aboard  Com¬ 
mercial  Passenger  Aircraft 

a.  Basic  requirements. 

1.  Advance  and  continued  coordination  by  the  DoD  activity  and 
contractor  officials  shall  be  made  with  departure  airline  and  terminal 
officials  and,  when  possible,  with  intermediate  transfer  terminals  to 
develop  mutually  satisfactory  arrangements  within  the  terms  of  this 
issuance  and  Federal  Aviation  Administration  (FAA)  guidance.  Specifi¬ 
cally,  a  determination  should  be  made  beforehand  whether  documenta¬ 
tion  described  in  paragraph  d. ,  below,  will  be  required.  Local  FAA 
Security  Officers  can  be  of  assistance  in  making  this  determination. 

To  aid  coordination  and  planning,  a  listing  of  FAA  field  offices  is  at 
Appendix  0. 


2.  The  individual  designated  as  courier  shall  be  in  possess¬ 
ion  of  either  DD  Form  2,  "Armed  (or  Uniformed)  Services  Identification 
Card"  (any  color) ,  or  other  DoD  or  contractor  picture  identification  card 
and  written  authorization  to  carry  classified  information. 
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b.  Procedures  for  carrying  classified  information  in  envelopes. 

Persons  carrying  classified  information  should  process  through 
the  airline  ticketing  and  boarding  procedure  the  same  as  all  other 
passengers  except  for  the  following: 

1.  The  classified  information  being  carried  shall  contain  no 
metal  bindings  and  shall  be  contained  in  sealed  envelopes.  Should  such 
envelopes  be  contained  in  a  briefcase  or  other  carry-on  luggage,  the 
briefcase  or  luggage  shall  be  routinely  offered  for  opening  for  inspec¬ 
tion  for  weapons.  The  screening  officials  may  check  envelopes  by  X-ray 
machine,  flexing,  feel,  and  weight,  without  opening  the  envelopes  them¬ 
selves  . 


2.  Opening  or  reading  of  the  classified  document  by  the 
screening  official  is  not  permitted. 

c.  Procedures  for  transporting  classified  information  in  pack¬ 
ages. 


Classified  information  in  sealed  or  packaged  containers  shall 
be  processed  as  follows: 

1.  The  government  or  contractor  official  who  has  authorized 
the  transport  of  the  classified  information  shall  notify  the  appropriate 
air  carrier  in  advance. 

2.  The  passenger  carrying  the  information  shall  report  to  the 
affected  airline  ticket  counter  before  boarding,  present  his  documen¬ 
tation,  and  the  package  or  cartons  to  be  exempt  from  screening.  The 
uirline  representative  will  review  the  documentation  and  description  of 
the  containers  to  be  exempt. 

3.  If  satisfied  with  the  identification  of  the  passenger  and 
his  documentation ,  the  official  will  provide  the  passenger  with  an 
escort  to  the  screening  station  and  authorize  the  screening  personnel 
to  exempt  the  container  from  physical  or  other  type  inspection. 

4.  If  the  airline  official  is  not  satisfied  with  the  identifi¬ 
cation  of  the  passenger  or  the  authenticity  of  his  documentation,  the 
passenger  will  not  be  permitted  to  board,  and  not  be  subject  to  further 
screening  for  boarding  purposes. 

5.  The  actual  loading  and  unloading  of  the  information  will 
be  under  the  supervision  of  a  representative  of  the  air  carrier;  how¬ 
ever,  appropriately  cleared  personnel  shall  accompany  the  material  and 
keep  it  under  surveillance  during  loading  and  unloading  operations.  In 
addition,  appropriately  cleared  personnel  must  be  available  to  conduct 
surveillance  at  any  intermediate  stops  where  the  cargo  compartment  is  to 
be  opened. 
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6.  DoD  Components  and  contractor  officials  shall  establish 
and  maintain  appropriate  liaison  with  local  FAA  officials,  airline 
representatives  and  airport  terminal  administrative  and  security  offi¬ 
cials.  Prior  notification  is  emphasized  to  ensure  that  the  airline 
representative  can  make  timely  arrangements  for  courier  screening. 

d.  Documentation. 

1.  When  authorized  to  carry  sealed  envelopes  or  containers 
containing  classified  information,  both  government  and  contractor  person¬ 
nel  shall  present  an  identification  card  carrying  a  photograph,  descrip¬ 
tive  data,  and  signature  of  the  individual.  (If  the  identification  card 
does  not  contain  date  of  birth,  height,  weight,  and  signature,  these 
items  must  be  included  in  the  written  authorization.) 

a.  DoD  personnel  shall  present  an  official  identification 
issued  by  U.S.  Government  agency. 

b.  Contractor  personnel  shall  present  identification 
issued  by  the  contractor  or  the  U.S.  Government.  Contractors'  identifi¬ 
cation  cards  shall  carry  the  name  of  the  employing  contractor,  or  other¬ 
wise  be  marked  to  denote  "contractor . " 

c.  The  courier  shall  have  the  original  of  the  authorization 
letter.  A  reproduced  copy  is  not  acceptable;  however,  the  traveler  shall 
have  sufficient  authenticated  copies  to  provide  a  copy  to  each  airline 
involved.  The  letter  shall  be  prepared  on  letterhead  stationary  of  the 
agency  or  contractor  authorizing  the  carrying  of  classified  material. 

In  addition,  the  letter  shall: 

(1)  Give  the  full  name  of  the  individual  and  his 
employing  agency  or  company; 

(2)  Describe  the  type  of  identification  the  individ¬ 
ual  will  present  (for  example.  Naval  Research  Laboratory  Identification 
Card,  No.  1234;  ABC  Corporation  Identification  Card  No.  1234); 

(3)  Describe  the  material  being  carried  (for  example, 
three  sealed  packages,  9"  x  8"  x  24",  addressee  and  addressor); 

(4)  Identify  the  point  of  departure,  destination, 
and  known  transfer  points; 

(5)  Carry  a  date  of  issue  and  an  expiration  date; 

(6)  Carry  the  name,  title,  and  signature  of  the  of¬ 
ficial  issuing  the  letter.  Each  package  or  carton  to  be  exempt  shall  be 
signed  on  its  face  by  the  official  who  signed  the  letter;  and 

(7)  Carry  the  name  of  the  government  agency  designated 
to  confirm  the  letter  of  authorization,  and  its  telephone  number.  The 
telephone  number  of  the  agency  designated  shall  be  an  official  U.S. 
Government  number. 
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2.  Information  relating  to  the  issuance  of  DoD  identification 
cards  is  contained  in  DoD  Instruction  1000.13  (reference  (ss)).  The  green, 
gray,  and  red  DD  Forms  2  and  other  DoD  and  contractor  picture  ID  card  are 
acceptable  to  FAA. 

3.  The  Director,  DIS,  shall  establish  standards  for  the 
issuance  of  identification  cards  when  required  by  contractor  employees 
selected  as  couriers  or  whose  duties  will  involve  hand-carrying  of 
classified  material. 

8-303  Authority  to  Approve  Escort  or  Hand-carry  of  Classified  Information 
Aboard  Commercial  Passenger  Aircraft 

a.  Within  the  United  States,  its  Territories,  and  Canada. 

1.  DoD  Component  officials  who  have  been  authorized  to  approve 
travel  orders  and  designate  couriers  may  approve  the  escort  or  hand-carry 
of  classified  information  within  the  United  States,  its  Territories,  and 
Canada . 


2.  The  Director,  DIS,  may  authorize  contractor  personnel  to 
handcarry  classified  material  in  emergency  or  time-sensitive  situations 
subject  to  adherence  with  the  procedures  and  limitations  specified  in 
this  Section. 

b.  Outside  the  United  States,  its  Territories,  and  Canada. 

The  head  of  a  DoD  Component,  or  single  designee  at  the  head¬ 
quarters  or  major  command  level,  may  authorize  the  escort  or  hand¬ 
carrying  of  classified  information  outside  the  area  encompassed  by  the 
boundaries  of  United  States,  its  Territories,  and  Canada  upon  certifi¬ 
cation  by  the  requestor  that: 

1.  The  material  is  not  present  at  the  destination; 

2.  The  material  is  needed  urgently  for  a  specified  official 
purpose;  and 

3.  There  is  a  specified  reason  that  the  material  could  not  be 
transmitted  by  other  approved  means  to  the  destination  in  sufficient  time 
for  the  stated  purpose. 
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CHAPTER  IX 

DISPOSAL  AND  DESTRUCTION 


9-100  Policy 

Documentary  record  information  originated  or  received  by  a  DoD  Com¬ 
ponent  in  connection  with  the  transaction  of  public  business,  and  pre¬ 
served  as  evidence  of  the  organization,  functions,  policies,  operations, 
decisions,  procedures,  or  other  activities  of  any  U.S.  Government  depart¬ 
ment  or  agency  or  because  of  the  informational  value  of  the  data  contained 
therein,  may  be  disposed  of  or  destroyed  only  in  accordance  with  DoD 
Component  record  management  regulations.  Nonrecord  classified  information, 
and  other  material  of  similar  temporary  nature,  shall  be  destroyed  when 
no  longer  needed  under  procedures  established  by  the  head  of  the  cognizant 
DoD  Component.  These  procedures  shall  incorporate  means  of  verifying  the 
destruction  of  classified  information  and  material  and  be  consistent  with 
the  following  requirements. 

9-101  Methods  of  Destruction 

Classified  documents  and  material  shall  be  destroyed  by  burning  or, 
with  the  approval  of  the  cognizant  DoD  Component  head  or  designee,  by 
melting,  chemical  decomposition,  pulping,  pulverizing,  cross-cut  shredding, 
or  mutilation  sufficient  to  preclude  recognition  or  reconstruction  of  the 
classified  information.  (Strip  shredders  purchased  prior  to  the  effective 
date  of  this  Regulation  may  continue  to  be  used  but  only  in  circumstances 
where  reconstruction  of  the  residue  is  precluded.  Shredding  significant 
amounts  of  unclassified  material  together  with  classified  material 
normally  will  meet  this  requirement.) 

9-102  Destruction  Procedures 

a.  Procedures  shall  be  instituted  that  ensure  all  classified 
information  intended  for  destruction  actually  is  destroyed.  Destruc¬ 
tion  records  and  imposition  of  a  two-person  rule,  that  is,  having  two 
cleared  persons  involved  in  the  entire  destruction  process,  will  satisfy 
this  requirement,  for  Top  Secret  information.  Imposition  of  a  two-person 
rule,  without  destruction  records,  will  satisfy  this  requirement  for 
Secret  information,  as  will  use  of  destruction  records  without  imposition 
of  the  two-person  rule.  Only  one  cleared  person  needs  to  be  involved  in 
the  destruction  process  for  Confidential  information. 

b.  When  burn  bags  are  used  for  the  collection  of  classified  material 
that  is  to  be  destroyed  at  central  destruction  facilities,  such  bags  shall 
be  controlled  in  a  manner  designed  to  minimize  the  possibility  of  their 
unauthorized  removal  and  the  unauthorized  removal  of  their  classified  con¬ 
tents  prior  to  actual  destruction.  When  filled,  burn  bags  shall  be 
sealed  in  a  manner  that  will  facilitate  the  detection  of  any  tampering 
with  the  bag. 

'  c.  Procedures  to  ensure  that  all  classified  information  intended 
for  destruction  actually  is  destroyed,  other  than  those  in  paragraphs  a. 
and  b.,  above,  shall  be  submitted  to  the  DoD  Component's  senior  offical 
(subsections  13-301  and  13-302)  for  approval. 
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9-103 


Records  of  Destruction 


a.  Records  of  destruction  are  required  for  Top  Secret  information. 
The  record  shall  be  dated  and  signed  at  the  time  of  destruction  by  two 
persons  cleared  for  access  to  Top  Secret  information.  However,  in  the 
case  of  Top  Secret  information  placed  in  bum  bags  for  central  disposal, 
the  destruction  record  may  be  signed  by  the  officials  when  the  informa¬ 
tion  is  so  placed  and  the  bags  are  sealed.  Top  Secret  bum  bags  shall 
be  numbered  serially  and  a  record  kept  of  all  subsequent  handling  of  the 
bags  until  they  are  destroyed.  This  record  may  be  in  lieu  of  actual 
burr,  bag  receipts  and  shall  be  maintained  for  a  minimum  of  2  years. 

b.  Records  of  destruction  of  Secret  and  Confidential  information 
are  not  required  except  for  NATO  Secret  and  some  limited  categories  of 
specially  controlled  Secret  information.  When  records  of  destruction 
are  used  for  Secret  information,  only  one  cleared  person  has  to  sign 
such  records.  (DoD  Directive  5100.55  (reference  (z))  provides  guidance 
on  the  destruction  of  NATO  classified  material.) 

c.  Records  of  destruction  shall  be  maintained  for  2  years. 

9-104  Classified  Waste 

Waste  material,  such  as  handwritten  notes,  carbon  paper,  typewriter 
ribbons,  and  working  papers  that  contains  classified  information  must  be 
protected  to  prevent  unauthorized  disclosure  of  the  information.  Classi¬ 
fied  waste  shall  be  destroyed  when  no  longer  needed  by  a  method  described 
in  subsection  9-101.  Destruction  records  are  not  required. 

9-105  Classified  Document  Retention 

a.  Classified  documents  that  are  not  permanently  valuable  records 
of  the  government  shall  not  be  retained  more  than  5  years  from  the  date 
of  origin,  unless  such  retention  is  authorized  by  and  in  accordance  with 
DoD  Component  record  disposition  schedules. 

b.  Throughout  the  Department  of  Defense,  the  head  of  each  activity 
shall  establish  at  least  one  clean-out  day  each  year  where  a  portion  of 
the  work  performed  in  every  office  with  classified  information  stored 
is  devoted  to  the  destruction  of  unneeded  classified  holdings. 
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CHAPTER  X 
SECURITY  EDUCATION 


10-100  Responsibility  and  Objectives 

Heads  of  DoD  Components  shall  establish  security  education  programs 
for  their  personnel.  Such  programs  shall  stress  the  objectives  of 
improving  the  protection  of  information  that  requires  it.  They  shall 
also  place  emphasis  on  the  balance  between  the  need  to  release  the 
maximum  information  appropriate  under  the  Freedom  of  Information  Act 
(DoD  Directive  5400.7,  reference  (k))  and  the  interest  of  the  Government 
in  protecting  the  national  security. 

10-101  Scope  and  Principles 

The  security  education  program  shall  include  all  personnel  authorized 
or  expected  to  be  authorized  access  to  classified  information.  Each  DoD 
Component  shall  design  its  program  to  fit  the  requirements  of  different 
groups  of  personnel.  Care  must  be  exercised  to  assure  that  the  program 
does  not  evolve  into  a  perfunctory  compliance  with  formal  requirements 
without  achieving  the  real  goals  of  the  program.  The  program  shall,  as  a 
minimum,  be  designed  to: 

a.  Advise  personnel  of  the  adverse  effects  to  the  national  security 
that  could  result  from  unauthorized  disclosure  and  of  their  personal, 
moral,  and  legal  responsibility  to  protect  classified  information  within 
their  knowledge,  possession,  or  control; 

b.  Indoctrinate  personnel  in  the  principles,  criteria,  and  procedures 
for  the  classification,  downgrading,  declassification,  marking,  control  and 
accountability,  storage,  destruction,  and  transmission  of  classified  infor¬ 
mation  and  material,  as  prescribed  in  this  Regulation,  and  alert  them  to 
the  strict  prohibitions  against  improper  use  and  abuse  of  the  classification 
system; 


c.  Familiarize  personnel  with  procedures  for  challenging  classifica¬ 
tion  decisions  believed  to  be  improper; 

d.  Familiarize  personnel  with  the  security  requirements  of  their 
particular  assignment; 

e.  Inform  personnel  of  the  techniques  employed  by  foreign  intelligence 
activities  in  attempting  to  obtain  classified  information,  and  their  respon¬ 
sibility  to  report  such  attempts; 

f.  Advise  personnel  of  the  penalties  for  engaging  in  espionage  activi¬ 
ties; 

g.  Advise  personnel  of  the  strict  prohibition  against  discussing  clas¬ 
sified  information  over  an  unsecure  telephone  or  in  any  other  manner  that 
permits  interception  by  unauthorized  persons; 


X-l 


h.  Inform  personnel  of  the  penalties  for  violation  or  disregard  of 
the  provisions  of  this  Regulation  (see  paragraph  14-101  b.); 

i.  Instruct  personnel  that  individuals  having  knowledge,  possession, 
or  control  of  classified  information  must  determine,  before  disseminating 
such  information,  that  the  prospective  recipient  has  been  cleared  for 
access  by  competent  authority;  needs  the  information  in  order  to  perform 
his  or  her  official  duties;  and  can  properly  protect  (or  store)  the 
information. 

10-102  Initial  Briefings 

DoD  personnel  granted  a  security  clearance  (see  subsection  7-100) 
shall  not  be  permitted  to  have  access  to  classified  information  until  they 
have  received  an  initial  security  briefing  and  have  signed  Standard  Form 
189,  "Classified  Information  Nondisclosure  Agreement."  DoO  5200.1-PH-l 
(reference  (xx))  provides  a  sample  briefing  and  additional  information 
regarding  Standard  Form  189.  Cleared  personnel  employed  prior  to  the 
effective  date  of  this  Regulation  must  sign  Standard  Form  189  as  soon 
as  practicable  but  not  later  than  28  February  1990. 

10-103  Refresher  Briefings 

Programs  shall  be  established  to  provide,  at  a  minimum,  annual 
security  training  for  personnel  having  continued  access  to  classified 
information.  The  elements  outlined  in  subsection  10-101  shall  be  tailored 
to  fit  the  needs  of  experienced  personnel. 

10-104  Foreign  Travel  Briefings 

a.  Personnel  who  have  had  access  to  classified  information  shall  be 
given  a  foreign  travel  briefing,  before  travel,  to  alert  them  to  their 
possible  exploitation  under  the  following  conditions: 

1.  Travel  to  or  through  communist -control led  countries;  and 

2.  Attendance  at  international  scientific,  technical,  engineer¬ 
ing  or  other  professional  meetings  in  the  United  States  or  in  any  country 
outside  the  United  States  where  it  can  be  anticipated  that  representatives 
of  Communist-controlled  countries  will  participate  or  be  in  attendance. 
(See  also  DoD  Directive  5240.6  (reference  (bb)). 

b.  Individuals  who  travel  frequently,  or  attend  or  host  meetings  of 
foreign  visitors  as  described  in  a. 2.,  above,  need  not  be  briefed  for 
each  occasion,  but  shall  be  provided  a  thorough  briefing  at  least  once 
every  6  months  and  a  general  reminder  of  security  responsibilities  before 
each  such  activity. 

10-105  Termination  Briefings 

a.  Upon  termination  of  employment,  administrative  withdrawal  of 
security  clearance,  or  contemplated  absence  from  duty  or  employment  for 
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60  days  or  more,  DoD  military  personnel  and  civilian  employees  shall  be 
given  a  termination  briefing,  return  all  classified  material,  and  execute 
a  Security  Termination  Statement.  This  statement  shall  include: 

1.  An  acknowledgment  that  the  individual  has  read  the  appropri¬ 
ate  provisions  of  the  Espionage  Act  (reference  (tt)),  other  criminal 
statutes,  DoD  regulations  applicable  to  the  safeguarding  of  classified 
information  to  which  the  individual  has  had  access,  and  understands  the 
implications  thereof; 

2.  A  declaration  that  the  individual  no  longer  has  any  docu¬ 
ments  or  material  containing  classified  information  in  his  or  her  posses¬ 
sion; 


3.  An  acknowledgement  that  the  individual  will  not  communicate 
or  transmit  classified  information  to  any  unauthorized  person  or  agency; 
and 


4.  An  acknowledgement  that  the  individual  will  report  without 
delay  to  the  FBI  or  the  DoD  Component  concerned  any  attempt  by  any 
unauthorized  person  to  solicit  classified  information. 

b.  When  an  individual  refuses  to  execute  a  Security  Termination 
Statement,  that  fact  shall  be  reported  immediately  to  the  security 
manager  of  the  cognizant  organization  concerned.  In  any  such  case, 
the  individual  involved  shall  be  debriefed  orally.  The  fact  of  a 
refusal  to  sign  a  Security  Termination  Statement  shall  be  reported  to 
the  Director,  Defense  Investigative  Service  who  shall  assure  that  it 
is  recorded  in  the  Defense  Central  Index  of  Investigations. 

c.  The  security  termination  statement  shall  be  retained  by  the  DoD 
Component  that  authorized  the  individual  access  to  classified  informa¬ 
tion  for  the  period  specified  in  the  Component's  record  retention  sched¬ 
ules,  but  for  a  minimum  of  2  years  after  the  individual  is  given  a 
termination  briefing. 
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CHAPTER  XI 

FOREIGN  GOVERNMENT  INFORMATION 
Section  1 
CLASSIFICATION 


11-100  Classification 

a.  Foreign  governs ent  information  classified  by  a  foreign  govern¬ 
ment  or  international  organization  of  governments  shall  retain  its 
original  classification  designation  or  be  assigned  a  U.S.  classification 
designation  that  will  ensure  a  degree  of  protection  equivalent  to  that 
required  by  the  government  or  organization  that  furnished  the  informa¬ 
tion.  Original  classification  authority  is  not  required  for  this  pur¬ 
pose. 


b.  Foreign  government  information  that  was  not  classified  by  a 
foreign  entity  but  was  provided  with  the  expectation,  expressed  or 
implied,  that  the  information,  the  source  of  the  information,  or  both, 
are  to  be  held  in  confidence  must  be  classified  by  an  original  classifi¬ 
cation  authority.  The  two-step  procedure  for  classification  prescribed 
in  subsection  2-202  does  not  apply  to  the  classification  of  such  foreign 
government  information  because  E.  0.  12356  (reference  (b))  states  a  pre¬ 
sumption  of  damage  to  the  national  security  in  the  event  of  unauthorized 
disclosure  of  such  information.  Therefore,  foreign  government  information 
shall  be  classified  at  least  Confidential,  but  higher  whenever  the  damage 
criteria  of  subsections  1-501  or  1-502  are  determined  to  be  met. 

11-101  Duration  of  Classification 


a.  Foreign  government  information  shall  not  be  assigned  a  date  or 
event  for  automatic  declassification  unless  specified  or  agreed  to  by 
the  foreign  entity. 

b.  Foreign  government  information  classified  by  the  Department  of 
Defense  under  this  or  previous  Regulations  shall  be  protected  for  an 
indefinite  period  (see  subsection  11-304). 

Section  2 
DECLASSIFICATION 


11-200  Policy 

In  considering  the  possibility  of  declassification  of  foreign  govern¬ 
ment  information,  officials  shall  respect  the  intent  of  this  Regulation 
to  protect  foreign  government  information  and  confidential  foreign 
sources. 
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11-201  Systematic  Review 


When  documents  containing  foreign  government  information  are  en¬ 
countered  during  the  systematic  review  process  they  shall  be  referred  to 
the  originating  agency  for  a  declassification  determination.  Consulta¬ 
tion  with  the  foreign  originator  through  appropriate  channels  may  be 
necessary  before  final  action  can  be  taken. 

11-202  Mandatory  Review 

Requests  for  mandatory  review  for  declassification  of  foreign  govern¬ 
ment  information  shall  be  processed  and  acted  upon  in  accordance  with 
the  provisions  of  section  3  of  Chapter  III,  except  that  foreign  government 
information  will  be  declassified  only  in  accordance  with  the  guidelines 
developed  for  such  purpose  and  after  necessary  consultation  with  other 
DoD  Components  or  government  agencies  with  subject  matter  interest. 

When  these  guidelines  cannot  be  applied  to  the  foreign  government  infor¬ 
mation  requested,  or  in  the  absence  of  such  guidelines,  consultation 
with  the  foreign  originator  through  appropriate  channels  normally  should 
be  effected  prior  to  final  action  taken  on  the  request.  When  the  responsi 
ble  DoD  Component  is  knowledgeable  of  the  foreign  originator's  view 
toward  declassification  or  continued  classification  of  the  types  of 
information  requested,  consultation  with  the  foreign  originator  may  not 
be  necessary. 


Section  3 
MARKING 

11-300  Equivalent  U.S.  Classification  Designations 

Except  for  the  foreign  security  classification  designation  RESTRICTED, 
foreign  classification  designations,  including  those  of  international 
organizations  of  governments,  that  is,  NATO,  generally  parallel  U.S. 
classification  designations.  A  table  of  equivalents  is  contained  in 
Appendix  A. 

11-301  Marking  NATO  Documents 

Classified  documents  originated  by  NATO,  if  not  already  marked  with 
the  appropriate  classification  in  English,  shall  be  so  marked.  Markings 
required  under  subsection  4-402  shall  not  be  placed  on  documents  origi¬ 
nated  by  NATO.  Documents  originated  by  NATO  that  are  marked  RESTRICTED 
shall  be  marked  with  the  following  additional  notation:  "To  be  safe¬ 
guarded  in  accordance  with  USSAN  Instruction  1-69"  (see  DoD  Directive 
5100.55  (reference  (z)). 

11-302  Marking  Other  Foreign  Government  Documents 

a.  If  the  security  classification  designation  of  foreign  government 
documents  is  shown  in  English,  no  other  classification  marking  shall  be 
applied.  If  the  foreign  classification  designation  is  not  shown  in 
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English,  the  equivalent  overall  U.S.  classification  designation  (see 
Appendix  A)  shall  be  marked  conspicuously  on  the  document.  When  foreign 
government  documents  are  marked  with  a  classification  designation  having 
no  U.S.  equivalent,  as  in  the  last  column  of  Appendix  A,  such  documents 
shall  be  marked  in  accordance  with  paragraph  b. ,  below. 

b.  Certain  foreign  governments  use  a  fourth  classification  designa¬ 
tion  as  shown  in  the  last  column  of  Appendix  A.  Such  designations  equate 
to  the  foreign  classification  RESTRICTED.  If  foreign  government  documents 
are  marked  with  any  of  the  classification  designations  listed  in  the  last 
column  of  Appendix  A,  no  other  classification  marking  shall  be  applied. 

In  all  such  cases,  the  notation,  "This  classified  material  is  to  be 
safeguarded  in  accordance  with  DoD  5200. 1-R  or  DoD  5220. 22-M,"  shall 
be  shown  on  the  face  of  the  document. 

c.  Other  marking  requirements  prescribed  by  this  Regulation  for 
U.S.  classified  documents  are  not  applicable  to  documents  of  foreign 
governments  or  international  organizations  of  governments. 

11-303  Marking  of  DoD  Classification  Determinations 

Foreign  documents  containing  foreign  government  information  not 
classified  by  the  foreign  government  but  provided  to  the  Department  of 
Defense  in  confidence  shall  be  classified  as  prescribed  in  paragraph 
11-100  b.  and  marked  with  the  appropriate  U.S.  classification. 

11-304  Marking  of  Foreign  Government  Information  in  DoD  Documents 

a.  Except  where  such  markings  would  reveal  that  information  is 
foreign  government  information  when  that  fact  must  be  concealed,  or 
reveal  a  confidential  source  or  relationship  not  otherwise  evident  in 
the  document  or  information,  foreign  government  information  incorporated 
in  DoD  documents  shall  be  identified  in  a  manner  that  ensures  that  such 
information  is  not  declassified  prematurely  or  made  accessible  to  nationals 
of  a  third  country  without  consent  of  the  originator.  This  requirement 
may  be  satisfied  by  marking  the  face  of  the  document  "FOREIGN  GOVERNMENT 
INFORMATION,"  or  with  another  marking  that  otherwise  indicates  that  the 
information  is  foreign  government  information,  and  by  including  the 
appropriate  identification  in  the  portion  or  paragraph  classification 
markings,  for  example,  (NS)  or  (U.K.-C).  All  other  markings  prescribed 

by  subsection  4-103  are  applicable  to  these  documents.  In  addition, 

DoD  classified  documents  that  contain  extracts  of  NATO  classified 
information  shall  bear  a  marking  substantially  as  follows  on  the  cover 
or  first  page:  "THIS  DOCUMENT  CONTAINS  NATO  CLASSIFIED  INFORMATION." 

b.  When  foreign  RESTRICTED  or  NATO  RESTRICTED  information  is 
included  in  an  otherwise  unclassified  DoD  document,  the  DoD  document 
shall  be  marked  CONFIDENTIAL.  All  requirements  of  subsection  4-103 
apply  to  such  documents.  Portion  markings  on  such  a  document  include, 
for  example  "(U),"  "(NR),"  and  "(FRG-R)."  In  addition,  the  appro¬ 
priate  caveat  from  paragraph  a.,  above,  shall  be  included  on  the  face 
of  the  document. 
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c.  The  "Classified  by"  line  of  DoD  documents  containing  only  foreign 
government  information  normally  shall  be  completed  with  the  identity 

of  the  foreign  government  or  international  organization  involved,  for 
example,  "Classified  by  Government  of  Australia"  or  "Classified  by 
NATO,"  provided  that  other  requirements  of  subsection  4-104  do  not 
pertain  to  such  documents. 

d.  The  "Declassify  on"  line  of  DoD  documents  containing  foreign 
government  information  normally  shall  be  completed  with  the  notation 
"Originating  Agency's  Determination  Required"  or  "OADR"  (see  subsec¬ 
tions  4-600  and  11-101). 


Section  4 

PROTECTIVE  MEASURES 
11-400  NATO  Classified  Information 

NATO  classified  information  shall  be  safeguarded  in  accordance  with 
the  provisions  of  DoD  Directive  5100.55  (reference  (z)). 

11-401  Other  Foreign  Government  Information 

a.  Classified  foreign  government  information  other  than  NATO  informa¬ 
tion  shall  be  protected  as  is  prescribed  by  this  Regulation  for  U.S. 
classified  information  of  a  comparable  classification. 

b.  Foreign  government  information,  unless  it  is  NATO  information, 
that  is  marked  under  paragraphs  11-302  b.  or  11-304  b.  shall  be  protected 
as  U.S.  CONFIDENTIAL,  except  that  such  information  may  be  stored  in  locked 
filing  cabinets,  desks,  or  other  similar  closed  spaces  that  will  prevent 
access  by  unauthorized  persons. 
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DoD  5200. 1-R 


CHAPTER  XII 

SPECIAL  ACCESS  PROGRAMS 


12-100  Policy 

It  is  the  policy  of  the  Department  of  Defense  to  use  the  security 
classification  categories  and  the  applicable  sections  of  E.O.  12356 
(reference  (b))  and  its  implementing  IS00  Directive  (reference  (c)),  to 
limit  access  to  classified  information  on  a  "need-to-know"  basis  to 
personnel  who  have  been  determined  to  be  trustworthy.  It  is  further 
policy  to  apply  the  "need-to-know"  principle  in  the  regular  system  so 
that  there  will  be  no  need  to  resort  to  formal  Special  Access  Programs. 

In  this  context.  Special  Access  Programs  may  be  created  or  continued 
only  on  a  specific  showing  that: 

a.  Normal  management  and  safeguarding  procedures  are  not  sufficient 
to  limit  "need-to-know"  or  access;  and 

b.  The  number  of  persons  who  will  need  access  will  be  reasonably 
small  and  commensurate  with  the  objective  of  providing  extra  protection 
for  the  information  involved. 

12-101  Establishment  of  Special  Access  Programs 

a.  Procedures  for  the  establishment  of  Special  Access  Programs 
involving  NATO  classified  information  are  based  on  international  treaty 
requirements  (see  DoD  Directive  5100.55  (reference  (z)). 

b.  The  policies  and  procedures  for  access  to  and  dissemination  of 
Restricted  Data  and  Critical  Nuclear  Weapon  Design  Information  are 
contained  in  DoD  Directive  5210.2  (reference  (y)). 

c.  Special  Access  Programs  for  foreign  intelligence  information 
under  the  cognizance  of  the  Director  of  Central  Intelligence,  or  those 
of  the  National  Telecommunications  and  Information  Systems  Security 
Committee  origin  te  outside  the  Department  of  Defense.  However, 
coordination  with  the  DUSD(P)  and  the  Component's  central  point  of  contact 
is  necessary  before  the  establishment  or  implementation  of  any  such 
Programs  by  any  DoD  Component.  The  information  required  by  paragraph 
12-105  a.  will  be  provided. 

d.  Excluding  those  Programs  specified  in  paragraphs  a.,  b. ,  and  c., 
above,  Special  Access  Programs  shall  be  established  within  the  Military 
Departments  by: 

1.  Submitting  to  the  Secretary  of  the  Department  the  information 
required  under  paragraph  12-105  a.; 

2.  Obtaining  written  approval  from  the  Secretary  of  the  Depart¬ 
ment; 

3.  Providing  to  the  DUSD(P)  a  copy  of  the  approval;  and 
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4.  Maintaining  the  information  and  rationale  upon  which  approval 
was  granted  within  the  Military  Department's  central  office. 

e.  Special  Access  Programs,  other  than  those  specified  in  para¬ 
graphs  a.,  b.,  and  c.,  above,  that  are  desired  to  be  established  in  any 
DoD  Component  other  than  the  Military  Departments  shall  be  submitted 
with  the  information  referred  to  in  paragraph  12-105  a.  to  the  DUSD(P) 
for  approval. 

12-102  Review  of  Special  Access  Programs 

a.  Excluding  those  Programs  specified  in  paragraphs  12-101  a., 

b.,  or  c. ,  each  Special  Access  Program  shall  be  reviewed  annually  by  the 
DoD  Component  responsible  for  establishment  of  the  Program.  To  accommodate 
such  reviews,  DoD  Components  shall  institute  procedures  to  ensure  the 
conduct  of  annual  security  inspections  and  regularly  scheduled  audits  by 
security,  contract  administration,  and  audit  organizations. 

b.  Special  Access  Programs,  excluding  those  specified  in  paragraphs 
12-101  a.,  b. ,  or  c.,  or  those  required  by  treaty  or  international  agree¬ 
ment,  shall  terminate  automatically  every  5  years  unless  reestablished 

in  accordance  with  the  procedures  contained  in  subsection  12-101. 

12-103  Control  and  Administration 


a.  Each  DoD  Component  shall  appoint  an  official  to  act  as  a  single 
point  of  contact  for  information  concerning  the  establishment  and 
security  administration  of  all  Special  Access  Programs  established 
by  or  existing  in  the  Component.  Such  official  shall  report  to  the 
DUSD(P) : 


1.  The  establishment  of  a  Special  Access  Program  as  required 
by  paragraph  12-101  d.3.;  and 

2.  Changes  in  Program  status  as  required  by  paragraphs  12-105 

b .  or  c . 

b.  Officials  serving  as  single  points  of  contact,  as  well  as  members 
of  their  respective  staffs  and  other  persons  providing  support  to  Special 
Access  Programs  who  require  access  to  multiple  sets  of  particularly 
sensitive  information,  shall  be  subject  to  a  counterintelligence-scope 
polygraph  examination  aperiodically  but  not  less  than  once  every  5  years. 
Additionally,  such  testing  will  be  subject  to  the  limitations  imposed  by 
Congress.  The  program  for  each  DoD  Component,  as  well  as  requests  for 
waiver,  shall  be  submitted  for  approval  by  the  DUSD(P). 

12-104  Codewords  and  Nicknames 

Excluding  those  Programs  specified  in  paragraphs  12-101  a.,  b., 
and  c.,  each  Special  Access  Program  will  be  assigned  a  codeword,  a 
nickname,  or  both.  Codewords  and  nicknames  for  Special  Access  Programs 
shall  be  allocated  solely  by  the  DUSD(P)  through  the  official  appointed 
under  subsection  12-103.  DoD  Components  may  request  codewords  and  nick- 
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names  individually  or  in  block.  If  codewords  or  nicknames  are  obtained 
in  block,  however,  the  issuing  Component  shall  promptly  notify  the  DUSD(P) 
upon  activation  and  assignment. 

12-105  Reporting  of  Special  Access  Programs 

a.  Report  of  Establishment.  Reports  to  the  Secretary  of  the  Military 
Department  or  the  DUSD(P)  required  under  subsection  12-101  for  Special 
Access  Programs  shall  include: 

1.  The  responsible  department,  agency,  or  DoD  Component,  including 
office  identification; 

2.  The  codeword  and/or  nickname  of  the  Program; 

3.  The  relationship,  if  any,  to  other  Special  Access  Programs 
in  the  Department  of  Defense  or  other  government  agencies; 

4.  The  rationale  for  establishing  the  Special  Access  Program 
including  the  reason  why  normal  management  and  safeguarding  procedures 
for  classified  information  are  inadequate; 

5.  The  estimated  number  of  perspns  granted  special  access  in  the 
responsible  DoD  Component;  other  DoD  Components;  other  government  agencies; 
contractors;  and  the  total  of  such  personnel; 

6.  A  summary  statement  pertaining  to  the  Program  security  require¬ 
ments  with  particular  emphasis  upon  those  personnel  security  requirements 
governing  access  to  Program  information; 

7.  The  date  of  Program  establishment; 

8.  The  estimated  number  and  approximate  dollar  value,  if  known,  of 
carve-out  contracts  that  will  be  or  are  required  to  support  the  Program;  and 

9.  The  DoD  Component  official  who  is  the  point  of  contact  (last 
name,  first  name,  middle  initial;  position  or  title;  mailing  address;  and 
telephone  number). 

b.  Annual  Reports.  Annual  reports  to  the  DUSD(P)  shall  be  submitted 
not  later  than  31  January  of  each  year,  showing  the  changes  in  information 
provided  under  paragraph  a.,  above,  as  well  as  the  date  of  last  review. 
Annual  reports  shall  reflect  actual  rather  than  estimated  numbers  of 
carve-out  contracts  and  persons  granted  access  and  shall  summarize  the 
results  of  the  inspections  and  audits  required  by  paragraph  12-102  a. 

The  effective  date  of  information  in  the  annual  report  shall  be 
31  December. 

c.  Termination  Reports.  The  DUSD(P)  shall  be  notified  immediately 
upon  termination  of  a  Special  Access  Program. 

12-106  Accounting  for  Special  Access  Programs 

The  DUSD(P)  shall  maintain  a  listing  of  approved  Special  Access 
Programs . 
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12-107  Limitations  on  Access 


Access  to  data  reported  under  this  Chapter  shall  be  limited  to  the 
DUSD(P)  and  the  minimum  number  of  properly  indoctrinated  staff  necessary 
to  perform  the  functions  assigned  the  DUSD(P)  herein.  Access  may  not  be 
granted  to  any  other  person  for  any  purpose  without  the  approval  of  the 
OoD  Components  sponsoring  the  Special  Access  Programs  concerned. 

12-108  "Carve-Out"  Contracts 


a.  The  Secretaries  of  the  Military  Departments  and  the  DUSD(P),  or 
their  designees,  shall  ensure  that,  in  those  Special  Access  Programs 
involving  contractors,  special  access  controls  are  made  applicable  by 
legally  binding  instruments. 

b.  To  the  extent  necessary  for  DIS  to  execute  its  security  responsi¬ 
bilities  with  respect  to  Special  Access  Programs  under  its  security  cogni¬ 
zance,  DIS  personnel  shall  have  access  to  all  information  relating  to  the 
administration  of  these  Programs. 

c.  Excluding  those  Programs  specified  in  paragraph  12-101  c.,  the 
use  of  "carve-out”  contracts  that  relieve  the  DIS  from  inspection  respon¬ 
sibility  under  the  Defense  Industrial  Security  Program  is  prohibited 
unless: 


1.  Such  contract  supports  a  Special  Access  Program  approved 
and  administered  under  subsection  12-101; 

2.  Mere  knowledge  of  the  existence  of  a  contract  or  of  its 
affiliation  with  the  Special  Access  Program  is  classified  information; 
and 


3.  Carve-out  status  is  approved  for  each  contract  by  the 
Secretary  of  a  Military  Department,  the  Director,  NSA,  the  DUSD(P), 
or  their  designees. 

d.  Approval  to  establish  a  "carve-out"  contract  must  be  requested 
from  the  Secretary  of  a  Military  Department,  or  designee(s),  the  Director, 
NSA,  or  designee(s),  or  in  the  case  of  other  DoD  Components,  from  the 
DUSD(P).  Approved  "carve-out"  contracts  shall  be  assured  the  support 
necessary  for  the  requisite  protection  of  the  classified  information 
involved.  The  support  shall  be  specified  through  a  system  of  controls 
that  shall  provide  for: 

1.  A  written  security  plan; 

2.  Professional  security  personnel  at  the  sponsoring  DoD 
Component  performing  security  inspections  at  each  contractor's  facility 
which  shall  be  conducted,  at  a  minimum,  with  the  frequency  prescribed  by 
paragraph  4-103  of  DoD  5220. 22-R  (reference  (e)); 

3.  "Carve-out"  contracting  procedures; 
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4. 


A  central  office  of  record;  and 


5.  An  official  to  be  the  single  point  of  contact  for  security 
control  and  administration.  DoD  Components  other  than  the  Military  Depart¬ 
ments  and  NSA  shall  submit  such  appropriate  rationale  and  security  plan 
along  with  requests  for  approval  to  the  DUSD(P) . 

e.  An  annual  inventory  of  carve-out  contracts  shall  be  conducted  by 
each  DoD  Component  which  participates  in  Special  Access  Programs. 

f.  This  subsection  relates  back  to  the  date  of  execution  for  each 
contract  to  which  carve-out  contracting  techniques  are  applied.  The 
carve-out  status  of  any  contract  expires  upon  termination  of  the  Special 
Access  Program  which  it  supports. 

12-109  Oversight  Reviews 

a.  The  DUSD(P)  shall  conduct  oversight  reviews,  as  required,  to 
determine  compliance  with  this  Chapter. 

b.  Pursuant  to  statutory  authority,  the  Inspector  General,  Department 
of  Defense,  shall  conduct  oversight  of  Special  Access  Programs. 


DoD  5200. 1-R 
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CHAPTER  XIII 
PROGRAM  MANAGEMENT 
Section  1 

EXECUTIVE  BRANCH  OVERSIGHT  AND  POLICY  DIRECTION 
13-100  National  Security  Council 

Pursuant  to  the  provisions  of  E.O.  12356  (reference  (b)),  the  NSC 
shall  provide  overall  policy  direction  for  the  Information  Security 
Program. 

13-101  Administrator  of  General  Services 

The  Administrator  of  General  Services  is  responsible  for  imple¬ 
menting  and  monitoring  the  Information  Security  Program  established 
under  reference  (b) .  In  accordance  with  reference  (b) ,  the  Administra¬ 
tor  delegates  the  implementation  and  monitorship  functions  of  the 
Program  to  the  Director  of  the  IS00. 

13-102  Information  Security  Oversight  Office 

a.  Composition.  The  ISOO  has  a  full-time  director  appointed  by 
the  Administrator  of  General  Services  with  approval  of  the  President. 

The  Director  has  the  authority  to  appoint  a  staff  for  the  office. 

b.  Functions .  The  Director  of  the  ISOO  is  charged  with  the  follow¬ 
ing  principal  functions  that  pertain  to  the  Department  of  Defense: 

1.  Oversee  DoD  actions  to  ensure  compliance  with  reference  (b) 
and  implementing  directives,  for  example,  the  ISOO  Directive  No.  1 
(reference  (c))  and  this  Regulation; 

2.  Consider  and  take  action  on  complaints  and  suggestions  from 
persons  within  or  outside  the  government  with  respect  to  the  administra¬ 
tion  of  the  Information  Security  Program; 

3.  Report  annually  to  the  President  through  the  NSC  on  the 
implementation  of  reference  (b); 

4.  Review  this  Regulation  and  DoD  guidelines  for  systematic 
declassification  review;  and 

5.  Conduct  on-site  reviews  of  the  Information  Security  Program 
of  each  DoD  Component  that  generates  or  handles  classified  information. 

c.  Information  Requests.  The  Director  of  the  ISOO  is  authorized  to 
request  information  or  material  concerning  the  Department  of  Defense,  as 
needed  by  the  ISOO  in  carrying  out  its  functions. 
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d.  Coordination.  Heads  of  DoD  Components  shall  ensure  that  any 
significant  requirements  levied  directly  on  the  Component  by  the  ISOO 
are  brought  to  the  attention  of  the  Director  of  Security  Plans  and  Pro¬ 
grams  ,  ODUSD(P) . 

Section  2 

DEPARTMENT  OF  DEFENSE 
13-200  Management  Responsibility 

a.  The  DUSD(P)  is  the  senior  DoD  official  having  DoD-wide  authority 
and  responsibility  to  ensure  effective  and  uniform  compliance  with  and 
implementation  of  E.O.  12356  and  its  implementing  ISOO  Directive  No.  1 
(references  (b)  and  (c)).  As  such,  the  DUSD(P)  shall  have  primary  res¬ 
ponsibility  for  providing  guidance,  oversight  and  approval  of  policy  and 
procedures  governing  the  DoD  Information  Security  Program.  The  DUSD(P) 
or  his  designee  may  approve  waivers  or  exceptions  to  the  provisions  of 
this  Regulation  to  the  extent  such  action  is  consistent  with  references 
(b)  and  (c). 

b.  The  heads  of  DoD  Components  may  approve  waivers  to  the  provisions 
of  this  Regulation  only  as  specifically  provided  for  herein. 

c.  The  Director,  NSA/Chief,  Central  Security  Service,  under  DoD 
Directive  5200.1  (reference  (a)),  is  authorized  to  impose  special  require¬ 
ments  with  respect  to  the  marking,  reproduction,  distribution,  accounting, 
and  protection  of  and  access  to  classified  cryptologic  information.  In 
this  regard,  the  Director,  NSA,  may  approve  waivers  or  exceptions  to 
these  special  requirements.  Except  as  provided  in  subsection  1-205,  the 
authority  to  lower  any  COMSEC  security  standards  rests  with  the  Secretary 
of  Defense.  Requests  for  approval  of  such  waivers  or  exceptions  to 
established  COMSEC  security  standards  which,  if  adopted,  will  have  the 
effect  of  lowering  such  standards,  shall  be  submitted  to  the  DUSD(P)  for 
approval  by  the  Secretary  of  Defense. 

Section  3 
DOD  COMPONENTS 


13-300  General 

The  head  of  each  DoD  Component  shall  establish  and  maintain  an 
Information  Security  Program  designed  to  ensure  compliance  with  the 
provisions  of  this  Regulation  throughout  the  Component. 

13-301  Military  Departments 

In  accordance  with  DoD  Directive  5200.1  (reference  (a)),  the  Secretary 
of  each  Military  Department  shall  designate  a  senior  official  who  shall  be 
responsible  for  complying  with  and  implementing  this  Regulation  within 
the  Department. 
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13-302  Other  Components 

In  accordance  with  DoD  Directive  5200.1  (reference  (a)),  the  head  of 
each  other  DoD  Component  shall  designate  a  senior  official  who  shall  be 
responsible  for  complying  with  and  implementing  this  Regulation  within 
their  respective  Component. 

13-303  Program  Monitorshlp 

The  senior  officials  designated  under  subsections  13-301  and  13-302 
are  responsible  within  their  respective  jurisdictions  for  monitoring, 
inspecting  with  or  without  prior  announcement,  and  reporting  on  the 
status  of  administration  of  the  DoD  Information  Security  Program  at 
all  levels  of  activity  under  their  cognizance. 

13-304  Field  Program  Management 

a.  Throughout  the  Department  of  Defense,  the  head  of  each  activity 
shall  appoint,  in  writing,  an  official  to  serve  as  security  manager  for 
the  activity.  This  official  shall  be  responsible  for  the  administration 
of  an  effective  Information  Security  Program  in  that  activity  with 
particular  emphasis  on  security  education  and  training,  assignment  of 
proper  classifications,  downgrading  and .declassification,  safeguarding, 
and  monitorshlp,  to  include  sampling  classified  documents  for  the 
purpose  of  assuring  compliance  with  this  Regulation. 

b.  Activity  heads  shall  ensure  that  officials  appointed  as  security 
managers  either  possess,  or  obtain  within  a  reasonable  time  after  appoint¬ 
ment,  knowledge  of  and  training  in  the  Information  Security  Program  com¬ 
mensurate  with  the  needs  of  their  positions.  The  Director  of  Security 
Plans  and  Programs,  ODUSD(P)  shall,  with  the  assistance  of  the  Director, 
Defense  Security  Institute,  develop  minimum  standards  for  training  of 
activity  security  managers.  Such  training  should  result  in  appropriate 
certifications  to  be  recorded  in  the  personnel  files  of  the  individuals 
involved. 

c.  Activity  heads  shall  ensure  that  officials  appointed  as  security 
managers  are  authorized  direct  and  ready  access  to  the  appointing  official 
on  matters  concerning  the  Information  Security  Program.  They  also  shall 
provide  sufficient  resources  of  time,  staff,  and  funds  to  permit  accom¬ 
plishment  of  the  security  manager's  responsibilities,  to  include  meaning¬ 
ful  oversight  of  the  Information  Security  Program  at  all  levels  of  the 
activity. 


Section  4 

INFORMATION  REQUIREMENTS 
13-400  Information  Requirements 

DoD  Components  shall  submit  on  a  fiscal  year  basis  a  consolidated 
report  concerning  the  Information  Security  Program  of  the  Component  on 
SF  311,  "Agency  Information  Security  Program  Data,"  to  reach  the  ODUSD(P) 
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by  October  20  of  each  year.  SF  311  shall  be  completed  in  accordance 
with  the  instructions  thereon  and  augmenting  instructions  issued  by  the 
ODOSD(P).  The  ODUSD(P)  shall  submit  the  DoD  report  (SF  311)  to  the  IS00 
by  October  31  of  each  year.  Interagency  Report  Control  Number  0230-GSA-AN 
applies  to  this  information  collection  system  as  well  as  to  that  contained 
in  subsection  1-602. 


Section  5 

DEFENSE  INFORMATION  SECURITY  COMMITTEE 


13-500  Purpose 

The  Defense  Information  Security  Committee  (DISC)  is  established  to 
advise  and  assist  the  DUSD(P)  and  the  Director,  Security  Plans  and  Pro¬ 
grams,  ODUSD(P)  in  the  formulation  of  DoD  Information  Security  Program 
policy  and  procedures. 

13-501  Direction  and  Membership 

The  DISC  shall  meet  at  the  call  of  the  DUSD(P)  or  the  Director, 

Security  Plans  and  Programs.  It  is  comprised  of  the  DUSD(P)  as  Chairman; 
the  Director,  Security  Plans  and  Programs,  as  Vice  Chairman;  and  the  senior 
officials  (designated  in  accordance  with  section  E.3.a.,  DoD  Directive 
5200.1,  reference  (a))  (or  their  representatives)  responsible  for  directing 
and  administering  the  Information  Security  Program  of  the  OJCS,  the 
Departments  of  the  Army,  Navy,  and  Air  Force,  the  Defense  Intelligence 
Agency,  the  Defense  Nuclear  Agency,  the  National  Security  Agency,  and 
the  Defense  Investigative  Service.  Other  DoD  Components  may  be 
invited  to  attend  meetings  of  particular  interest  to  them. 
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CHAPTER  XIV 

ADMINISTRATIVE  SANCTIONS 
14-100  Individual  Responsibility 

All  personnel,  civilian  or  military,  of  the  Department  of  Defense 
are  responsible  individually  for  complying  with  the  provisions  of  this 
Regulation. 

14-101  Violations  Subject  to  Sanctions 

a.  DoD  Military  and  civilian  personnel  are  subject  to  administra¬ 
tive  sanctions  if  they: 

1.  Knowingly  and  willfully  classify  or  continue  the  classifica¬ 
tion  of  information  in  violation  of  E.O.  12356  (reference  (b)),  any 
implementing  issuances,  or  this  Regulation; 

2.  Knowingly,  willfully,  or  negligently  disclose  to  unauthor¬ 
ized  persons  information  properly  classified  under  reference  (b)  or 
prior  orders;  or 

3.  Knowingly  and  willfully  violate  any  other  provision  of 
reference  (b),  any  implementing  issuances  or  this  Regulation. 

b.  Sanctions  include  but  are  not  limited  to  a  warning  notice, 
reprimand,  termination  of  classification  authority,  suspension  without 
pay,  forfeiture  of  pay,  removal  or  discharge,  and  will  be  imposed  upon 
any  person,  regardless  of  office  or  level  of  employment ,  who  is  responsi¬ 
ble  for  a  violation  specified  under  this  paragraph  as  determined  appro¬ 
priate  under  applicable  law  and  DoD  regulations.  Nothing  in  this  Regula¬ 
tion  prohibits  or  limits  action  under  the  Uniform  Code  of  Military 
Justice  (reference  (uu))  based  upon  violations  of  that  Code. 

14-102  Corrective  Action 

The  Secretary  of  Defense,  the  Secretaries  of  the  Military  Departments, 
and  the  heads  of  other  DoD  Components  shall  ensure  that  appropriate  and 
prompt  corrective  action  is  taken  whenever  a  violation  under  paragraph 
14-101  a.  occurs  or  repeated  administrative  discrepancies  or  repeated 
disregard  of  requirements  of  this  Regulation  occur  (see  subsection 
14-103).  Commanders  and  supervisors,  in  consultation  with  appropriate 
legal  counsel,  shall  utilize  all  appropriate  criminal,  civil,  and 
administrative  enforcement  remedies  against  employees  who  violate 
the  law  and  security  requirements  as  set  forth  in  this  Regulation 
and  other  pertinent  DoD  issuances. 

14-103  Administrative  Discrepancies 

Repeated  administrative  discrepancies  in  the  marking  and  handling  of 
classified  information  and  material  such  as  failure  to  show  classification 
authority;  failure  to  apply  internal  classification  markings;  failure  to 
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adhere  to  the  requirements  of  this  Regulation  that  pertain  to  dissemin¬ 
ation,  storage,  accountability,  and  destruction,  and  that  are  determined 
not  to  constitute  a  violation  under  paragraph  14-101  a.  may  be  grounds 
for  adverse  administrative  action  including  warning,  admonition,  repri¬ 
mand  or  termination  of  classification  authority  as  determined  appropriate 
under  applicable  policies  and  procedures. 

14-104  Reporting  Violations 

a.  Whenever  a  violation  under  paragraph  14-101  a.  2.  occurs,  the 
Director  of  Counterintelligence  and  Investigative  Programs,  ODUSD(P)  shall 
be  informed  of  the  date  and  general  nature  of  the  occurrence  including 
the  relevant  parts  of  this  Regulation,  the  sanctions  imposed,  and  the 
corrective  action  taken.  Whenever  a  violation  under  subparagraph  14-101 
a.  1.  or  3.  occurs,  the  Director  of  Security  Plans  and  Programs,  ODUSD(P) 
shall  be  provided  the  same  information.  Notification  of  such  violations 
shall  be  furnished  to  the  Director  of  the  IS00  in  accordance  with  Section 
5.4(d)  of  E.O.  12356  (reference  (b))  by  the  ODUSD(P). 

b.  Any  action  resulting  in  unauthorized  disclosure  of  properly 
classified  information  that  constitutes  a  violation  of  the  criminal 
statutes  and  evidence  reflected  in  classified  information  of  possible 
violations  of  federal  criminal  law  by  a  DoD  employee  and  of  possible 
violations  by  any  other  person  of  those  federal  criminal  laws  specified 
in  guidelines  adopted  by  the  Attorney  General  shall  be  the  subject  of  a 
report  processed  in  accordance  with  DoD  Directive  5210.50  (reference 
(kk))  and  DoD  Instruction  5240.4  (reference  (jj)). 

c.  Any  action  reported  under  paragraph  b.,  above,  shall  be  reported 
to  the  Attorney  General  by  the  General  Counsel,  Department  of  Defense. 

d.  Reports  shall  be  made  to  appropriate  counterintelligence,  investi¬ 
gative,  and  personnel  security  authorities  concerning  any  employee  who  is 
known  to  have  been  responsible  for  repeated  security  violations  over  a 
period  of  a  year,  for  appropriate  evaluation,  including  readjudication 

of  the  employee's  security  clearance. 
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APPENDIX  A 

Equivalent  Foreign  and  International  Pact  Organization  Security  Classifications 
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APPENDIX  B 

GENERAL  ACCOUNTING  OFFICE  OFFICIALS 
AUTHORIZED  TO  CERTIFY  SECURITY  CLEARANCES 
(See  paragraph  7-101  c.) 


The  Comptroller  General,  Deputy  Comptroller  General  and  Assistant 
Comptroller  General  and  Assistants  to  the  Comptroller  General 

The  General  Cotinsel  and  Deputy  General  Counsel 

The  Director  and  Deputy  Director,  Personnel;  the  Security  Officer 

The  Director  and  Deputy  Director,  Office  of  -Internal  Review 

The  Director  and  Assistants  to  the  Director  of  the  Office  of  Program 
Planning  and  the  Office  of  Policy 

The  Director  and  Deputy  Directors  of  the  Community  and  Economic  Develop 
ment  Division 

The  Director,  Deputy  Directors,  Associate  Directors,  Deputy  Associate 
Directors,  Senior  Group  Directors,  and  the  Assistant  to  the  Director 
for  Planning  and  Administration  of  the  Energy  and  Minerals  Division 

The  Director,  Deputy  Directors,  Associate  Directors  and  Division  Person 
nel  Security  Officer  of  the  Human  Resources  Division 

The  Directors,  Deputy  Directors,  and  Associate  Directors,  of  the  follow 
ing  Divisions: 

Claims 

Field  Operations 

Financial  and  General  Management  Studies 

General  Government 

International 

Logistics  and  Communications 
Procurement  and  Systems  Acquisition 
Program  Analysis  Division 


•» 

Directors  and  Managers  of  International  Division  Overseas  Offices  as  ^ 

follows:  * 

Director  European  Branch,  Frankfurt,  Germany 

Director  Far  East  Branch,  Honolulu,  Hawaii 

Manager,  Sub  Office,  Bangkok,  Thailand 

Regional  Managers  and  Assistant  Regional  Managers  of  the  Field  Operations 
Division's  Regional  Offices  as  follows: 

Atlanta,  Georgia 

Boston,  Massachusetts 

Chicago,  Illinois 

Cincinnati,  Ohio 

Dallas,  Texas 

Denver ,  Colorado 

Detroit,  Michigan 

Kansas  City,  Missouri 

Los  Angeles,  California 

New  York,  New  York 

Norfolk,  Virginia 

Philadelphia,  Pennsylvania 

San  Francisco,  California 

Seattle,  Washington 

Washington,  D.C. 
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APPENDIX  C 

INSTRUCTIONS  GOVERNING  USE  OF 
CODE  WORDS,  NICKNAMES,  AND  EXERCISE  TERMS 

(See  subsection  7-209) 


1.  Definitions 


a.  Using  Component.  The  DoD  Component  to  which  a  code  word  is 
allocated  for  use,  and  which  assigns  to  the  word  a  classified  meaning, 
or  which  originates  nicknames  and  exercise  terms  using  the  procedure 
established  by  the  Joint  Chiefs  of  Staff. 

b.  Code  Word.  Word  selected  from  those  listed  in  Joint  Army-Navy- 
Air  Force  Publication  (JANAP)  299  (reference  (aa))  and  later  volumes, 
and  assigned  a  classified  meaning  by  appropriate  authority  to  insure 
proper  security  concerning  intentions,  and  to  safeguard  information 
pertaining  to  actual  military  plans  or  operations  classified  as  Con¬ 
fidential  or  higher.  A  code  word  shall  not  be  assigned  to  test,  drill 
or  exercise  activities.  A  code  word  is  placed  in  one  of  three  cate¬ 
gories  : 


(1)  Available.  Allocated  to  the  using  component.  Available 
code  words  individually  will  be  unclassified  until  placed  in  the  active 
category. 

(2)  Active.  Assigned  a  classified  meaning  and  current. 

(3)  Canceled.  Formerly  active,  but  discontinued  due  to  compro¬ 
mise,  suspected  compromise,  cessation,  or  completion  of  the  operation  to 
which  the  code  word  pertained.  Canceled  code  words  individually  will  be 
unclassified  and  remain  so  until  returned  to  the  active  category. 

c.  Nickname.  A  combination  of  two  separate  unclassified  words 
which  is  assigned  an  unclassified  meaning  and  is  employed  only  for 
unclassified  administrative,  morale,  or  public  information  purposes. 

d.  Exercise  Term.  A  combination  of  two  words,  normally  unclassi¬ 
fied,  used  exclusively  to  designate  a  test,  drill,  or  exercise.  An 
exercise  term  is  employed  to  preclude  the  possibility  of  confusing 
exercise  directions  with  actual  operations  directives. 

2.  Policy  and  Procedure 

a.  Code  Words.  The  Joint  Chiefs  of  Staff  are  responsible  for  allo¬ 
cating  words  or  blocks  of  code  words  from  JANAP  299  to  DoD  Components. 
DoD  Components  may  request  allocation  of  such  code  words  as  required  and 
may  reallocate  available  code  words  within  their  organizations,  in 
accordance  with  individual  policies  and  procedure,  subject  to  applicable 
rules  set  forth  herein. 


(1)  A  permanent  record  of  all  code  words  shall  be  maintained  by 
the  Joint  Chiefs  of  Staff. 

(2)  The  using  Component  shall  account  for  available  code  words 
and  maintain  a  record  of  each  active  code  word.  Upon  being  canceled, 
the  using  component  shall  mmaintain  the  record  for  2  years;  thence  the 
record  of  each  code  word  may  be  disposed  of  in  accordance  with  current 
practices,  and  the  code  word  returned  to  the  available  inventory. 

b.  Nicknames 

(1)  Nicknames  may  be  assigned  to  actual  events,  projects, 
movement  of  forces,  or  other  nonexercise  activities  involving  elements 
of  information  of  any  classification  category,  but  the  nickname,  the 
description  or  meaning  it  represents,  and  the  relationship  of  the  nick¬ 
name  and  its  meaning  must  be  unclassified.  A  nickname  is  not  designed 
to  achieve  a  security  objective. 

(2)  Nicknames,  improperly  selected,  can  be  counterproductive. 

A  nickname  must  be  chosen  with  sufficient  care  to  ensure  that  it  does 
not: 


(a)  Express  a  degree  of  bellicosity  inconsistent  with 
traditional  American  ideals  or  current  foreign  policy; 

(b)  Convey  connotations  offensive  to  good  taste  or  deroga¬ 
tory  to  a  particular  group,  sect,  or  creed;  or, 

(c)  Convey  connotations  offensive  to  our  allies  or  other 
Free  Vorld  nations. 

(3)  The  following  shall  not  be  used  as  nicknames: 

(a)  Any  two-word  combination  voice  call  sign  found  in  JANAP 
119  (reference  (aa))  or  ACP  110  (reference  (w)).  (However,  single 
words  in  JANAP  119  or  ACP  110  may  be  used  as  part  of  a  nickname  if  the 
first  word  of  the  nickname  does  not  appear  in  JANAP  299  (reference  (aa)) 
and  later  volumes.) 

(b)  Combination  of  words  including  word  "project,”  "exer¬ 
cise,"  or  "operation." 

(c)  Vords  that  may  be  used  correctly  either  as  a  single 
word  or  as  two  words,  such  as  "moonlight." 

(d)  Exotic  words,  trite  expressions,  or  well-known  commer¬ 
cial  trademarks . 

(4)  The  Joint  Chiefs  of  Staff  shall: 

* 

(a)  Establish  a  procedure  by  which  nicknames  may  be  autho¬ 
rized  for  use  by  DoD  Components. 


(b)  Prescribe  a  method  for  the  using  Components  to  report 
nicknames  used. 

(5)  The  heads  of  DoD  Components  shall: 

(a)  Establish  controls  within  their  Components  for  the 
assignment  of  nicknames  authorized  under  subparagraph  2.b.(4)(a),  above. 

(b)  Under  the  procedures  established,  advise  the  Joint 
Chiefs  of  Staff  of  nicknames  as  they  are  assigned. 

c.  Exercise  Term 

(1)  Exercise  terms  may  be  assigned  only  to  tests,  drills,  or 
exercises  for  the  purpose  of  emphasizing  that  the  event  is  a  test, 
drill,  or  exercise  and  not  an  actual  operation.  The  exercise  term,  the 
description  or  meaning  it  represents,  and  the  relationship  of  the  exer¬ 
cise  term  and  its  meaning  can  be  classified  or  unclassified.  A  classified 
exercise  term  is  designed  to  simulate  actual  use  of  DoD  code  words  and 
must  be  employed  using  identical  security  procedures  throughout  the 
planning,  preparation,  and  execution  of  the  test,  drill,  or  exercise  to 
ensure  realism. 

(2)  Selection  of  exercise  terms  will  follow  the  same  guidance 
as  contained  in  subparagraphs  2.b.(2)  and  (3),  above. 

(3)  The  Joint  Chiefs  of  Staff  shall: 

(a)  Establish  a  procedure  by  which  exercise  terms  may  be 
authorized  for  use  by  DoD  Components. 

(b)  Prescribe  a  method  for  using  Components  to  report 
exercise  terms  used. 

(4)  The  heads  of  DoD  Components  shall: 

(a)  Establish  controls  within  their  Component  for  the 
assignment  of  exercise  terms  authorized  under  subparagraph  2.c.(3), 
above. 


(b)  Under  the  procedures  established,  advise  the  Joint 
Chiefs  of  Staff  of  exercise  terms  as  they  are  assigned. 

3.  Assignment  of  Classified  Meanings  to  Code  Words 

a.  The  DoD  Component  responsible  for  the  development  of  a  plan  or 
the  execution  of  an  operation  shall  be  responsible  for  determining 
whether  to  assign  a  code  word. 

b.  Code  words  shall  be  activated  for  the  following  purposes  only: 
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(1)  To  designate  a  classified  military  plan  or  operation; 

(2)  To  designate  classified  geographic  locations  in  conjunction 
with  plans  or  operations  referred  to  in  subparagraph  3.b.(l),  above;  or, 

(3)  To  conceal  intentions  in  discussions  and  messages  or  other 
documents  pertaining  to  plans,  operations,  or  geographic  locations  re¬ 
ferred  to  in  subparagraphs  3.b.(l)  and  (2),  above. 

c.  The  using  Component  shall  assign  to  a  code  word  a  specific  meaning 
classified  Top  Secret,  Secret,  or  Confidential,  cosunensurate  with  military 
security  requirements.  Code  words  shall  not  be  used  to  cover  unclassified 
meanings.  The  assigned  meaning  need  not  in  all  cases  be  classified  as 
high  as  the  classification  assigned  to  the  plan  or  operation  as  a  whole. 

d.  Code  words  shall  be  selected  by  each  using  Component  in  such 
manner  that  the  word  used  does  not  suggest  the  nature  of  its  meaning. 

e.  A  code  word  shall  not  be  used  repeatedly  for  similar  purposes; 
that  is,  if  the  initial  phase  of  an  operation  is  designated  "Meaning," 
succeeding  phases  should  not  be  designated  "Meaning  II"  and  "Meaning  III,” 
but  should  have  different  code  words. 

f.  Each  DoD  Component  shall  establish  policies  and  procedures  for 
the  control  and  assignment  of  classified  meanings  to  code  words,  subject 
to  applicable  rules  set  forth  herein. 

4.  Notice  of  Assignment,  Dissemination,  and  Cancelation  of  Code  Words 
and  Meaning - 

a.  The  using  Component  shall  promptly  notify  the  Joint  Chiefs  of 
Staff  when  a  code  word  is  made  active,  indicating  the  word,  and  its  clas¬ 
sification.  Similar  notice  shall  be  made  when  any  changes  occur,  such  as 
the  substitution  of  a  new  word  for  one  previously  placed  in  use. 

b.  The  using  Component  is  responsible  for  further  dissemination  of 
active  code  words  and  meanings  to  all  concerned  activities,  to  include 
classification  of  each. 

c.  The  using  Component  is  responsible  for  notifying  the  Joint 
Chiefs  of  Staff  of  canceled  code  words.  This  cancellation  report  is 
considered  final  action,  and  no  further  reporting  or  accounting  of  the 
status  of  the  canceled  code  word  will  be  required. 

5.  Classification  and  Downgrading  Instructions 

a.  During  the  development  of  a  plan,  or  the  planning  of  an  operation 
by  the  headquarters  of  the  using  Component,  the  code  word  and  its  meaning 
shall  have  the  same  classification.  When  dissemination  of  the  plan  to 
other  DoD  Components  or  to  subordinate  echelons  of  the  using  Component  is 
required,  the  using  Component  may  downgrade  the  code  words  assigned  below 
the  classification  assigned  to  their  meanings  in  order  to  facilitate  addi¬ 
tional  planning  implementation,  and  execution  by  such  other  Components  or 
echelons,  but  code  words  shall,  at  a  minimum,  be  classified  Confidential. 
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b.  A  code  word  which  is  replaced  by  another  code  word  due  to  a  com¬ 
promise  or  suspected  compromise,  or  for  any  other  reason,  shall  be  can¬ 
celed,  and  classified  Confidential  for  a  period  of  2  years,  after  which 
the  code  word  will  become  unclassified. 

c.  When  a  plan  or  operation  is  discontinued  or  completed,  and  is  not 

replaced  by  a  similar  plan  or  operation  but  the  meaning  cannot  be  declas¬ 
sified,  the  word  assigned  thereto  shall  be  canceled  and  classified 

Confidential  for  a  period  of  2  years,  or  until  the  meaning  is  declassi¬ 
fied,  whichever  is  sooner,  after  which  the  code  word  will  become 
unclassified. 

d.  In  every  case,  whenever  a  code  word  is  referred  to  in  documents, 
the  security  classification  of  the  code  word  shall  be  placed  in  paren¬ 
theses  immediately  following  the  code  word,  for  example,  "Label  (C)." 

e.  When  the  meaning  of  a  code  word  no  longer  requires  a  classifica¬ 
tion,  the  using  Component  shall  declassify  the  meaning  and  the  code  word 
and  return  the  code  word  to  the  available  inventory. 

6.  Security  Practices 

a.  The  meaning  of  a  code  word  may  be  used  in  a  message  or  other  docu¬ 
ment,  together  with  the  code  word,  only  when  it  is  essential  to  do  so. 
Active  code  words  may  be  used  in  correspondence  or  other  documents  for¬ 
warded  to  addressees  who  may  or  may  not  have  knowledge  of  the  meaning. 

If  the  context  of  a  document  contains  detailed  instructions  or  similar 
information  which  indicates  the  purpose  or  nature  of  the  related  meaning, 
the  active  code  word  shall  not  be  used. 

b.  In  handling  correspondence  pertaining  to  active  code  words,  care 
shall  be  used  to  avoid  bringing  the  code  words  and  their  meanings  to¬ 
gether.  They  should  be  handled  in  separate  card  files,  catalogs,  indexes, 
or  lists,  enveloped  separately,  and  dispatched  at  different  times  so  they 
do  not  travel  through  mail  or  courier  channels  together. 

c.  Code  words  shall  not  be  used  for  addresses,  return  addresses, 
shipping  designators,  file  indicators,  call  signs,  identification  signals, 
or  for  other  similar  purposes. 


7.  All  code  words  formerly  categorized  as  "inactive"  or  "obsolete"  shall 
be  placed  in  the  current  canceled  category  and  classified  Confidential. 
Unless  otherwise  restricted,  all  code  words  formerly  categorized  as 
"canceled"  ,  •  "available"  shall  be  individually  declassified.  All 
records  associated  with  such  code  words  may  be  disposed  of  in  accordance 
with  current  practices,  provided  such  records  have  been  retained  at  least 
2  years  after  the  code  words  were  placed  in  the  former  categories  of 
"inactive,"  "obsolete,"  or  "canceled." 


« 


DoD  5200. 1-R 


APPENDIX  D 

FEDERAL  AVIATION  ADMINISTRATION  AIR  TRANSPORTATION 
SECURITY  FIELD  OFFICES 

(See  paragraph  8-302  a.l.) 


CITY 

STATE 

Anchorage 

Alaska 

Atlanta 

Georgia 

Baltimore 

Maryland 

Boston 

Massachusetts 

Chicago  (O' Hare) 

Illinois 

Cleveland 

Ohio 

Dallas 

Texas 

Denver 

Colorado 

Detroit 

Michigan 

Honolulu 

Hawaii 

Houston 

Texas 

Kansas  City 

Missouri 

Las  Vegas 

Nevada 

Los  Angeles 

California 

Miami 

Florida 

Minneapolis 

Minnesota 

Newark 

New  Jersey 

New  Orleans 

Louisiana 

New  York  (John  F.  Kennedy) 

New  York 

New  York  (La  Guardia) 

New  York 

Philadelphia 

Pennsylvania 

Pittsburgh 

Pennsylvania 

Portland 

Oregon 

Saint  Louis 

Missouri 

San  Antonio 

Texas 

San  Diego 

California 

San  Francisco 

California 

San  Juan 

Puerto  Rico 

Seattle 

Washington 

Tampa 

Florida 

Tucson 

Arizona 

Washington  (Dulles) 

Washington,  D.C. 

Washington  (National) 

Washington,  D.C. 
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TRANSPORTATION  PLAN 
(See  subsection  8-104) 

The  provisions  of  subsection  8-104  of  this  Regulation  require  that 
transmission  instructions  or  a  separate  transportation  plan  be  included 
with  any  contract,  agreement  or  other  arrangement  involving  the  release 
of  classified  material  to  foreign  entities.  The  transportation  plan  is 
to  be  submitted  to  and  approved  by  applicable  DoD  authorities.  As  a 
minimum,  the  transportation  plan  shall  include  the  following  provisions: 

a.  A  description  of  the  classified  material  together  with  a 
brief  narrative  as  to  where  and  under  what  circumstances  transfer  of 
custody  will  occur: 

b.  Identification,  by  name  or  title,  of  the  designated  representative 
of  the  foreign  recipient  government  or  international  organization  who  will 
receipt  for  and  assume  security  responsibility  for  the  U.S.  classified 
material  (person(s)  so  identified  must  be  cleared  for  access  to  the  level 
of  the  classified  material  to  be  shipped); 

c.  Identification  and  specific  location  of  delivery  points  and  any 
transfer  points; 

d.  Identification  of  commercial  carriers  and  freight  forwarders  or 
transportation  agents  who  will  be  involved  in  the  shipping  process,  the 
extent  of  their  involvement,  and  their  security  clearance  status; 

e.  Identification  of  any  storage  or  processing  facilities  to  be 
used  and,  relative  thereto,  certification  that  such  facilities  are 
authorized  by  competent  government  authority  to  receive,  store,  or 
process  the  leve  of  classified  material  to  be  shipped; 

f.  When  applicable,  the  identification,  by  name  or  title,  of  couriers 
and  escorts  to  be  used  and  details  as  to  their  responsibilities  and 
security  clearance  status; 

g.  Description  of  shipping  methods  to  be  used  as  authorized  by  the 
provisions  of  Chapter  VIII,  together  with  the  identification  of  carriers 
(foreign  and  domestic); 

h.  In  those  cases  when  it  is  anticipated  that  the  U.S.  classified 
material  or  parts  thereof  may  be  returned  to  the  United  States  for 
repair,  service,  modif ication,  or  other  reasons,  the  plan  must  require 
that  shipment  shall  be  via  a  carrier  of  U.S.  or  recipient  government 
registry,  handled  only  by  authorized  personnel,  and  that  the  applicable 
Military  Department  (for  foreign  military  sales  (FMS))  or  Defense 
Investigative  Service  (for  commercial  sales)  will  be  given  advance 
notification  of  estimated  time  and  place  of  arrival  and  will  be  consulted 
concerning  inland  shipment; 
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i.  The  plan  shall  require  the  recipient  government  or  international 
organization  to  examine  shipping  documents  upon  receipt  of  the  classified 
material  in  its  own  territory  and  advise  the  responsible  Military  Depart¬ 
ment  in  the  case  of  FMS,  or  Defense  Investigative  Service  in  the  case  of 
commercial  sales,  if  the  material  has  been  transferred  enroute  to  any 
carrier  not  authorized  by  the  transportation  plan;  and 

j .  The  recipient  government  or  international  organization  also 
will  be  required  to  inform  the  responsible  Military  Department  or  the 
Defense  Investigative  Service  promptly  and  fully  of  any  known  or  suspected 
compromise  of  U.S.  classified  material  while  such  material  is  in  its  custody 
or  wider  its  cognizance  during  shipment. 
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Section  2 


PURPOSE  AND  APPLICABILITY 


1 -200  Purpose 

Information  of  the  Department  of  Defense  relating  to  national  security 
shall  be  protected  against  unauthorized  disclosure  as  long  as  required  by 
national  security  considerations.  This  Regulation  establishes  a  system  for 
classification,  downgrading,  and  declassification  of  information;  sets  forth 
policies  and  procedures  to  safeguard  such  information;  and  provides  for 
oversight  and  administrative  sanctions  for  violations. 

1-201  Applicability 

This  Regulation  governs  the  DoD  Information  Security  Program  and  takes 
precedence  over  all  DoD  Component  regulations  that  implement  that  Program. 
Under  references  (a),  (b),  and  <c)  it  establishes,  for  the  Department  of 
Defense,  uniform  policies,  standards,  criteria,  and  procedures  for  the 
security  classification,  downgrading,  declassification,  and  safeguarding  of 
information  that  is  owned  by,  produced  for  or  by,  or  under  the  control  of 
the  Department  of  Defense  or  its  Components. 

1-202  Nongovernment  Operations 

Except  as  otherwise  provided  herein,  the  provisions  of  this  Regulation 
that  are  relevant  to  operations  of  nongovernment  personnel  entrusted  with 
classified  information  shall  be  made  applicable  thereto  by  contracts  or 
other  legally  binding  instruments.  (See  DoD  Directive  5220.22,  DoD 
5220. 22-R,  and  DoD  5220. 22-M,  references  (d),  (e),  and  (f).) 

1 -203  Combat  Operations 

The  provisions  of  this  Regulation  relating  to  accountability, 
dissemination,  transmission,  or  safeguarding  of  classified  information  may 
be  modified  by  military  commanders  but  only  to  the  extent  necessary  to  meet 
local  conditions  in  connection  with  combat  or  combat-related  operations. 
Classified  information  should  be  introduced  into  forward  combat  areas  or 
zones  or  areas  of  potential  hostile  activity  only  when  essential  to 
accomplish  the  military  mission. 

1 -204  Atomic  Energy  Material 

Nothing  in  this  Regulation  supersedes  any  requirement  related  to 
"Restricted  Data"  in  the  Atomi'  Energy  Act  of  August  30,  1954,  as  amended 
(reference  (g)),  or  the  regulations  of  the  Department  of  Energy  under  that 
Act.  "Restricted  Data"  and  material  designated  as  "Formerly  Restricted 
Data"  shall  be  handled,  protected,  classified,  downgraded,  and  declassified 
to  conform  with  reference  (g)  and  the  regulations  issued  pursuant  thereto. 
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1-310  Continental  United  States  (CONUS) 


United  States  territory,  including  adjacent  territorial  waters,  located 
within  the  North  American  continent  between  Canada  and  Mexico. 

1-311  Controlled  Cryptographic  Item  (CCI) 

A  secure  telecommunications  or  information  handling  equipment  ancillary 
device,  or  associated  cryptographic  component,  which  is  unclassified  but 
controlled.  (Note:  Equipments  and  components  so  designated  bear  the 
designator  "Controlled  Cryptographic  Item"  or  "CCI.") 

1-312  Critical  Nuclear  Weapon  Design  Information 

That  Top  Secret  Restricted  Data  or  Secret  Restricted  Data  revealing  the 
theory  of  operation  or  design  of  the  components  of  a  thermo-nuclear  or 
implosion- type  fission  bomb,  warhead,  demolition  munition  or  test  device. 
Specifically  excluded  is  information  concerning  arming,  fusing,  and  firing 
systems;  limited  life  components;  and  total  contained  quantities  of 
fissionable,  fusionable,  and  high  explosive  materials  by  type.  Among  these 
excluded  items  are  the  components  which  DoD  personnel  set,  maintain, 
operate,  test,  or  replace. 

1-313  Custodian 


An  individual  who  has  possession  of  or  is  otherwise  charged  with  the 
responsibility  for  safeguarding  or  accounting  for  classified  information. 

1-314  Declassification 


The  determination  that  classified  information  no  longer  requires,  in 
the  interest  of  national  security,  any  degree  of  protection  against 
unauthorized  disclosure,  together  with  a  removal  or  cancellation  of  the 
classification  designation. 

1-315  Declassification  Event 

An  event  that  eliminates  the  need  for  continued  classification  of 
information. 

1-316  Derivative  Classification 

A  determination  that  information  is  in  substance  the  same  as 
information  currently  classified,  and  the  application  of  the  classification 
markings. 

1-317  Document 


Any  recorded  information  regardless  of  its  physical  form  or 
characteristics,  including,  without  limitation,  written  or  printed  matter, 
data  processing  cards  and  tapes,  maps,  charts,  paintings,  drawings, 
engravings,  sketches,  working  notes  and  papers,  or  reproductions  by  any 
means  or  process,  and  sound,  voice,  magnetic  or  electronic  recordings  in  any 
form. 
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1-318  DoD  Component 

The  Office  of  the  Secretary  of  Defense  (OSD),  the  Military  Departments, 
the  Organization  of  the  Joint  Chiefs  of  Staff  (OJCS),  the  Unified  and 
Specified  Commands,  and  the  Defense  Agencies. 

1-319  Downgrade 

A  determination  that  classified  information  requires,  in  the  interest 
of  national  security,  a  lower  degree  of  protection  against  unauthorized 
disclosure  than  currently  provided,  together  with  a  changing  of  the 
classification  designation  to  reflect  such  lower  degree  of  protection. 

1-320  Foreign  Government  Information 

Information  that  is  (a)  provided  to  the  United  States  by  a  foreign 
government  or  governments,  an  international  organization  of  governments,  or 
any  element  thereof  with  the  expectation,  expressed  or  implied,  that  the 
information,  the  source  of  the  information,  or  both,  are  to  be  held  in 
confidence;  or  (b)  produced  by  the  United  States  pursuant  to  or  as  a  result 
of  a  joint  arrangement  with  a  foreign  government  or  governments  or  an 
international  organization  of  governments,  or  any  element  thereof,  requiring 
that  the  information,  the  arrangement,  or  both,  are  to  be  held  in 
confidence. 

1-321  Formerly  Restricted  Data 

Information  removed  from  the  Restricted  Data  category  upon  a  Joint 
determination  by  the  Department  of  Energy  (or  antecedent  agencies)  and 
the  Department  of  Defense  that  such  information  relates  primarily  to  the 
military  utilization  of  atomic  weapons  and  that  such  information  can  be 
safeguarded  adequately  as  classified  defense  information.  For  purposes  of 
foreign  dissemination,  however,  such  information  is  treated  in  the  same 
manner  as  Restricted  Data. 

1 -322  Information 


Knowledge  that  can  be  communicated  by  any  means. 

1-323  Information  Security 

The  result  of  any  system  of  policies  and  procedures  for  identifying, 
controlling,  and  protecting  from  unauthorized  disclosure,  information  whose 
protection  is  authorized  by  executive  order  or  statute. 

1-324  Intelligence  Activity 

An  activity  that  an  agency  within  the  Intelligence  Community  is 
authorized  to  conduct  under  E.O.  12333  (reference  (j)). 

*  1-324.1  Limited  Dissemination  * 
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Restrictive  controls  for  classified  information  established  by  an 
original  classification  authority  to  emphasize  need- to- know  protective 
measures  available  within  the  regular  security  system. 

1-325  Material 

Any  product  or  substance  on,  or  in  which,  information  is  embodied. 

1-326  National  Security 

The  national  defense  and  foreign  relations  of  the  United  States. 

1 -327  Need-to-know 

A  determination  made  by  a  possessor  of  classified  information  that  a 
prospective  recipient,  in  the  interest  of  national  security,  has  a 
requirement  for  access  to,  or  knowledge,  or  possession  of  the  classified 
information  in  order  to  accomplish  lawful  and  authorized  Government 
purposes. 

1-328  Original  Classification 

An  initial  determination  that  information  requires,  in  the  interest  of 
national  security,  protection  against  unauthorized  disclosure,  together  with 
a  classification  designation  signifying  the  level  of  protection  required. 

1-329  Regrade 

A  determination  that  classified  information  requires  a  different  degree 
of  protection  against  unauthorized  disclosure  than  currently  provided, 
together  with  a  change  of  classification  designation  that  reflects  such 
different  degree  of  protection. 

1-330  Restricted  Data 


All  data  concerning  (a)  design,  manufacture  or  utilization  of  atomic 
weapons;  (b)  the  production  of  special  nuclear  material;  or  (c)  the  use  of 
special  nuclear  material  in  the  production  of  energy,  but  shall  not  include 
data  declassified  or  removed  from  the  Restricted  Data  category  under  Section 
142  of  reference  (g).  (See  also  Section  lly,  Atomic  Energy  Act  of  1954,  as 
amended,  and  "Formerly  Restricted  Data,"  subsection  1-318.) 

1-331  Security  Clearance 

A  determination  that  a  person  is  eligible  under  the  standards  of  DoD 
5200. 2-R  (reference  (11))  for  access  to  classified  information. 

1-331.1  Senior  Information  Security  Authority 

A  senior  official  designated  in  writing  by  the  head  of  each  DoD 
Component  to  be  responsible  for  implementation  of  the  Information  Security 
Program  within  the  Component. 

1-332  Sensitive  Compartmented  Information 
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Information  and  material  that  requires  special  controls  for  restricted 
handling  within  compartmented  intelligence  systems  and  for  which 
compartmentation  is  established. 


*  1-333  Special  Access  Program  * 

*  * 

*  Any  program  approved  in  accordance  with  Chapter  XII  of  this  Regulation  * 

*  which  imposes  need-to-know  or  access  controls  beyond  those  normally  required  * 

*  for  access  to  Confidential,  Secret,  or  Top  Secret  information.  (Note:  * 

*  Subsection  12-100  specifies  when  security  upgrades  necessitate  the  * 

*  establishment  of  a  Special  Access  Program.)  * 


1-334  Special  Activity 

An  activity,  or  functions  in  support  of  such  activity,  conducted  in 
support  of  national  foreign  policy  objectives  abroad  that  is  planned  and 
executed  so  that  the  role  of  the  U.S.  Government  is  neither  apparent  nor 
acknowledged  publicly;  but  that  is  not  intended  to  influence  U.S.  political 
processes,  public  opinion,  policies,  or  media,  and  does  not  include 
diplomatic  activities  or  the  collection  and  production  of  intelligence  or 
related  support  functions. 

1-335  Unauthorized  Disclosure 

A  communication  or  physical  transfer  of  classified  information  to  an 
unauthorized  recipient. 

1-336  United  States  and  Its  Territories.  Possessions.  Administrative,  and 
Commonwealth  Areas 

The  50  States;  the  District  of  Columbia;  the  Commonwealth  of  Puerto 
Rico;  the  Territories  of  Guam,  American  Samoa,  and  the  Virgin  Island;  the 
Trust  Territory  of  the  Pacific  Islands;  and  the  Possessions,  Midway  and  Wake 
Islands. 

1-337  Upgrade 

A  determination  that  certain  classified  information  requires,  in  the 
interest  of  national  security,  a  higher  degree  of  protection  against  un¬ 
authorized  disclosure  than  currently  provided,  together  with  a  changing 
of  the  classification  designation  to  reflect  such  higher  degree. 

Section  4 

POLICIES 


1  -400  Classification 


a.  Basic  Policy.  Except  as  provided  in  the  Atomic  Energy  Act  of  1954, 
as  amended  (reference  (g)),  E.0.  12356  (reference  <b)),  as  implemented  by 
the  IS00  Directive  No.  1  (reference  (c)),  and  this  Regulation,  provides  the 
only  basis  for  classifying  information.  It  is  the  policy  of  the  Department 
of  Defense  to  make  available  to  the  public  as  much  information  concerning 
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its  activities  as  possible  consistent  with  the  need  to  protect  the  national 
security.  Accordingly,  security  classification  shall  be  applied  only  to 
protect  the  national  security. 

b.  Resolution  of  Doubts.  Unnecessary  classification  and  higher  than 
necessary  classification  should  be  avoided.  If  there  is  reasonable  doubt 
about  the  need  to  classify  information,  it  shall  be  safeguarded  as  if  it 
were  classified  "Confidential"  pending  a  determination  by  an  original 
classification  authority,  who  shall  make  this  determination  within  30  days. 
If  there  is  reasonable  doubt  about  the  appropriate  level  of  classification, 
it  shall  be  safeguarded  at  the  higher  level  of  classification  pending  a 
determination  by  an  original  classification  authority,  who  shall  make  this 
determination  within  30  days.  Upon  a  classification  determination,  markings 
shall  be  applied  in  accordance  with  Chapter  IV. 
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2-402  Research.  Development.  Test,  and  Evaluation 

A  program  security  classification  guide  shall  be  developed  for  each 
system  and  equipment  development  program  that  involves  research, 
development,  test,  and  evaluation  (RDT&E)  of  classified  technical 
information.  For  each  such  program  covered  by  an  approved  Decision 
Coordinating  Paper  (DCP)  or  Program  Objective  memorandum  (POM),  initial 
basic  classification  guidance  applicable  to  technical  characteristics  of  the 
system  or  equipment  shall  be  developed  and  submitted  with  the  proposed  DCP 
or  POM  to  the  Under  Secretary  of  Defense  for  Research  and  Engineering  for 
approval.  A  detailed  classification  guide  shall  be  developed  and  issued  as 
near  in  time  as  possible  to  the  approval  of  the  DCP  or  POM. 

2-403  Prolect  Phases 

Whenever  possible,  classification  guides  shall  cover  specifically  each 
phase  of  transition,  that  is,  RDT&E,  procurement,  production,  service  use, 
and  obsolescence,  with  changes  in  assigned  classifications  to  reflect  the 
changing  sensitivity  of  the  information  involved. 

2-404  Review  of  Classification  Guides 


a.  Classification  guides  shall  be  reviewed  by  the  originator  for 
currency  and  accuracy  not  less  than  once  every  2  years.  Changes  shall  be 
issued  promptly.  If  no  changes  are  made,  the  originator  shall  so  annotate 
the  record  copy  and  show  the  date  of  the  review. 

b.  Classification  guides  issued  before  August  1,  1982,  that  are  in 
current  use  must  be  updated  to  meet  the  requirements  of  paragraph  2-400  b. 
Such  updating  shall  be  accomplished  by  the  next  biennial  review.  Converting 
previous  declassification  determinations  directed  by  classification  guides 
shall  be  accomplished  in  accordance  with  the  following: 

1.  Automatic  declassification  dates  or  events  remain  in  force 
unless  changed  by  competent  authority  in  accordance  with  subsection  2-302. 

2.  Dates  for  declassification  review  shall  be  change  to  automatic 
declassification  dates  or  provide  for  the  indefinite  duration  of 
classification. 

2-405  Distribution  of  Classification  Guides 


*  a.  A  copy  of  each  approved  classification  guide  and  changes  thereto,  * 

*  other  than  those  covering  SCI  or  a  Special  Access  Program  and  which  disclose  * 

*  information  that  requires  special  access,  shall  be  sent  to  the  Director  of  * 

Freedom  of  Information  and  Security  Review,  Office  of  the  Assistant 

Secretary  of  Defense  (Public  Affairs),  and  to  the  Director  of  Security  Plans 
and  Programs,  ODUSD(P).  A  copy  of  each  approved  classification  guide 
covering  SCI  shall  be  submitted  to  and  maintained  by  z'r.e  Senior  Intelligence 
Officer  who  has  security  cognizance  over  the  issuing  activity. 

b.  Two  copies  of  each  approved  classification  guide  and  its  changes 
shall  be  sent  by  the  originator  to  the  Administrator,  Defense  Technical 
Information  center  (DTIC),  Defense  Logistics  Agency,  unless  such  guide  is 
classified  Top  Secret,  or  covers  SCI,  or  is  determined  by  the  approval 

#First  Amendment  (Ch  1,  6/27/88) 
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authority  of  the  guide  to  be  too  sensitive  for  automatic  secondary 

*  distribution  to  DoD  Components,  such  as  a  Special  Access  Program  guide 

*  revealing  the  nature  of  the  Program.  Each  classification  guide  forwarded  to 

DTIC  must  bear  distribution  statement  B,  C,  D,  E,  F,  or  X  from  DoD  Directive 

5230.24  (reference  (ww))  on  its  front  cover  or  first  page  if  there  is  no 

cover . 

2-406  Index  of  Security  Classification  Guides 

a.  All  security  classification  guides,  except  as  provided  in 
subparagraph  b.,  below,  issued  under  this  Regulation  shall  be  listed  in  DoD 
5200.1-1  (reference  (o)),  on  the  basis  of  information  provided  on  DD  Form 
2024,  "DoD  Security  Classification  Guide  Data  Elements."  The  originator  of 
each  guide  shall  execute  DD  Form  2024  when  the  guide  is  approved,  changed, 
revised,  reissued,  or  canceled,  and  when  its  biennial  review  is 
accomplished.  The  original  copy  of  each  executed  DD  Form  2024  shall  be 
forwarded  to  the  Director  of  Security  Plans  and  Programs,  ODUSD(P)  who  will 
maintain  the  Index.  Report  Control  Symbol  DD-P0L  ( B&AR) 1418  applies  to  this 
information  collection  system. 

b.  Any  classification  guide  that  because  of  classification 
considerations  is  not  listed  in  accordance  with  paragraph  a.,  above,  shall 
be  reported  by  the  originator  to  the  Director  of  Security  Plans  and 
Programs,  ODUSD(P).  The  report  shall  include  the  title  of  the  guide,  its 
date,  the  classification  of  the  guide,  and  identification  of  the  originating 
activity.  A  separate  classified  list  of  such  guides  will  be  maintained. 
Report  Control  Symbol  DD-POL(BiAR) 1418  applies  to  this  information 
collection  system. 


Section  5 

RESOLUTION  OF  CONFLICTS 


2-500  General 

When  two  or  more  offices,  headquarters,  or  activities  disagree 
concerning  a  classification,  declassification,  or  regrading  action,  the 
disagreement  must  be  resolved  promptly. 

2-501  Procedures 


If  agreement  cannot  be  reached  by  information  consultation,  the  matter 
shall  be  referred  for  decision  to  the  lowest  superior  common  to  the 
disagreeing  parties.  If  agreement  cannot  be  reached  at  the  major  command 
(or  equivalent)  level,  the  matter  shall  be  referred  for  decision  to  the 
headquarters  office  having  overall  classification  management 
responsibilities  for  the  Component.  That  office  shall  also  be  advised  of 
any  disagreement  at  any  echelon  if  prompt  resolution  is  not  likely  to  occur. 

2-502  Final  Decision 


Disagreements  between  DoD  Component  headquarters,  if  not  resolved 
promptly,  shall  be  referred  for  final  resolution  to  the  ODUSD(P). 

//First  Amendment  (Ch  1,  6/27/88) 
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front  cover.  Transmittal  documents,  including  those  that  are  unclassified 
(subsection  4-206),  also  shall  bear  these  additional  warning  notices,  when 
applicable.  In  addition,  abbreviated  forms  of  the  notices  set  forth  in 
subsections  4-501,  4-502,  and  4-503  shall  be  included  in  portion  markings, 
as  applicable.  Further,  the  warning  notice  in  subsection  4-503,  in  its 
short  form,  shall  be  included  at  least  once  on  interior  pages,  as 
applicable. 

b.  When  display  of  warning  notices  on  other  materials  is  not  possible, 
their  applicability  to  the  information  shall  be  included  in  the  written 
notification  of  the  assigned  classification. 

4-501  Restricted  Data 


Classified  documents  or  material  containing  Restricted  Data  as  defined 
in  the  Atomic  Energy  Act  of  1954,  as  amended  (reference  (g))f  shall  be 
marked  as  follows: 


"RESTRICTED  DATA" 

"This  material  contains  Restricted  Data-  as  defined  in  the  Atomic  Energy 
Act  of  1954.  Unauthorized  disclosure  subject  to  administrative  and  criminal 
sanctions." 

4-502  Formerly  Restricted  Data 

Classified  documents  or  material  containing  Formerly  Restricted  Data, 
as  defined  in  Section  I42.d,  Atomic  Energy  Act  of  1954,  as  amended 
(reference  (g) ) ,  but  no  Restricted  Data,  shall  be  marked  as  follows: 

"FORMERLY  RESTRICTED  DATA" 

"Unauthorized  disclosure  subject  to  administrative  and  criminal 
sanctions.  Handle  as  Res  ricted  Data  in  foreign  dissemination.  Section 
I44.b,  Atomic  Energy  Act,  1954" 

4-503  Intelligence  Sources  or  Methods  Information 

a.  Documents  that  contain  information  relating  to  intelligence  sources 
or  methods  shall  include  the  following  marking  unless  otherwise  proscribed 
by  DoD  Instruction  5230.22  (reference  (u)): 

"WARNING  NOTICE— Intelligence  Sources 
or  Methods  Involved" 

b.  Existing  stamps  or  preprinted  labels  containing  the  caveat  "Warning 
Notice — Intelligence  Sources  and  Methods  Involved"  may  be  used  on  documents 
created  on  or  after  the  effective  data  of  this  Regulation  until  replacement 
is  required.  Any  replacement  or  additional  stamps  or  labels  purchased  after 
the  effective  date  of  this  Regulation  shall  conform  to  the  wording  of 
paragraph  a.,  above. 
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4-504  COMSEC  Material 

Before  release  to  contractors,  COMSEC  documents  will  indicate  on  the 
title  page,  or  first  page  if  no  title  page  exists,  the  following  notation: 

"COMSEC  Material  -  Access  by  Contractor  Personnel  Restricted 
to  U.S.  Citizens  Holding  Final  Government  Clearance." 

This  notation  shall  be  placed  on  COMSEC  documents  or  material  when 
originated  and  when  release  to  contractors  can  be  anticipated.  Other  COMSEC 
documents  or  material  shall  be  marked  in  accordance  with  National  COMSEC 
Instruction  (NACSI)  4003  (reference  (eee)).  Foreign  dissemination  of  COMSEC 
information  is  governed  by  NCSC  Policy  Directive  6  (reference  (w)). 

4-505  Dissemination  and  Reproduction  Notice 

Classified  information  that  the  DoD  originator  has  determined  to  be 

*  subject  to  special  dissemination  or  reproduction  limitations  as  outlined  in 

*  subsection  7-211  shall  include,  as  applicable,  a  statement  or  statements  on 
its  cover  sheet,  first  page,  or  in  the  text,  substantially  as  follows: 

"Reproduction  requires  approval  of  originator  or  higher  DoD  authority." 

"Further  dissemination  only  as  directed  by  (insert  appropriate  office 
or  official)  or  higher  DoD  authority." 

4-506  Other  Notations 

Other  notations  of  restrictions  on  reproductions,  dissemination  or 
extraction  of  classified  information  may  be  used  as  authorized  by  DoD 
Directive  C-5200.5,  DoD  Instruction  5230.22,  DoD  Directive  5210.2,  DoD 
Directive  5100.55,  DoD  Directive  5200.30,  Joint  Army-Navy-Air  Force 
Publication  119,  DoD  Directive  5230.24,  and  NACSI  4003  (references  (x),  (u), 
(y),  (z),  (q),  (aa),  (ww),  and  (eee)  respectively). 

Section  6 

REMARKING  OLD  MATERIAL 


4-600  General 


a.  Documents  and  material  classified  under  E.0.  12065  (reference  (cc)) 
and  predecessor  E.O.s  that  are  marked  for  automatic  downgrading  or  automatic 
declassification  on  a  specific  date  or  event  shall  be  downgraded  and 
declassified  pursuant  to  such  markings.  Declassification  instructions  on 
such  documents  or  material  need  not  be  restated  to  conform  with  subsection 
4-202.  (See  also  subsection  4-400).  Information  extracted  from  these 
documents  or  material  for  use  in  new  documents  or  material  shall  be  marked 
for  declassification  on  the  date  specified  in  accordance  with  paragraph 
4-103  b. 


#First  Amendment  (Ch  1,  6/27/88) 
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gation  precludes  use  of  established  liaison  or  investigative  channels,  FBI, 
DEA,  or  Secret  Service  agents  may  obtain  access  to  DoD  information  as 
required.  However,  this  information  shall  be  protected  as  required  by  its 
classification.  Before  any  public  release  of  the  information  so  obtained 
the  approval  of  the  head  of  the  activity  or  higher  authority  shall  be 
obtained. 

7-105  Access  bv  Visitors 

Procedures  shall  be  established  to  control  access  to  classified 
information  by  visitors.  (DoD  Instruction  5230.20  (reference  (aaa)) 
provides  further  guidance  regarding  foreign  visitors.) 

a.  Except  when  continuing,  frequent  working  relationship  is 
established,  through  which  current  security  clearance  and  need-to-know  are 
determined,  DoD  personnel  visiting  other  activities  of  the  Department  of 
Defense,  its  contractors,  and  other  agencies  shall  provide  advance 
notification  of  the  pending  visit  that  establishes  the  visitor's  security 
clearance  and  the  purpose  of  the  visit.  Visit  requests  shall  be  signed  by 
an  official  other  than  the  visitor  who  is  in  a  position  to  verify  the 
visitor's  security  clearance. 

b.  Visit  requests  normally  should  include  the  following: 

1.  Full  name,  date  and  place  of  birth,  social  security  number,  and 
rank  or  grade  of  visitor; 

2.  Security  clearance  of  the  visitor; 

3.  Employing  activity  of  the  visitor; 

4.  Name  and  address  of  activity  to  be  visited; 

5.  Date  and  duration  of  proposed  visit; 

6.  Purpose  of  visit  in  sufficient  detail  to  establish  need-to- 

know;  and 

7.  Names  of  persons  to  be  contacted. 

c.  Visit  requests  may  remain  valid  for  not  more  than  1  year. 

Section  2 
DISSEMINATION 


7-200  Policy 

DoD  Components  shall  establish  procedures  consistent  with  this 
Regulation  for  the  dissemination  of  classified  material.  The  originating 
official  or  activity  may  prescribe  specific  restrictions  on  dissemination  of 

*  classified  information  when  necessary.  (See  subsection  4-505.)  Particular 

*  emphasis  shall  be  placed  on  traditional  need-to-know  measures  to  aid  in  the 

*  strict  control  of  classified  information. 


#First  Amendment  (Ch  1,  6/27/88) 
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7-201  Restraints  on  Special  Access  Requirements 

Special  requirements  with  respect  to  access,  distribution,  and 
protection  of  classified  information  shall  require  prior  approval  in 
accordance  with  Chapter  XII. 

7-202  Information  Originating  in  a  Non-DoD  Department  or  Agency 

Except  under  rules  established  by  the  Secretary  of  Defense,  or  as 
provided  by  Section  102  of  the  National  Security  Act  (reference  (pp)), 
classified  information  originating  in  a  department  or  agency  other  than 
Department  of  Defense  shall  not  be  disseminated  outside  the  Department  of 
Defense  without  the  consent  of  the  originating  department  or  agency. 

7-203  Foreign  Intelligence  Information 

Dissemination  of  foreign  intelligence  information  shall  be  in 
accordance  with  the  provisions  of  DoD  Instruction  5230.22  (reference  (u)) 
and  DoD  Directive  C-5230.23  (reference  (zz)). 

7-204  Restricted  Data  and  Formerly  Restricted  Data 

Information  bearing  the  warning  notices  prescribed  in  subsection  4-501 
and  4-502  shall  not  be  disseminated  outside  authorized  channels  without  the 
consent  of  the  originator.  Access  to  and  dissemination  of  Restricted  Data 
by  DoD  personnel  shall  be  subject  to  DoD  Directive  5210.2  (reference  (y)>. 

7-205  NATO  Information 


Classified  information  originated  by  NATO  shall  be  safeguarded  in 
accordance  with  DoD  Directive  5100.55  (reference  (z)). 

7-206  COMSEC  Information 


COMSEC  information  shall  be  disseminated  in  accordance  with  NACSI  4005 
(reference  (v))  and  implementing  instructions. 

7-207  Dissemination  of  Tod  Secret  Information 

a.  Top  Secret  information,  originated  within  the  Department  of 
Defense,  may  not  be  disseminated  outside  the  Department;  of  Defense  without 
the  consent  of  the  originating  DoD  Component,  or  higher  authority. 

b.  Top  Secret  information,  whenever  segregable  from  classified 
portions  bearing  lower  classifications,  3hall  be  distributed  separately. 

c.  Standing  distribution  requirements  for  Top  Se:ret  information  and 
materials,  such  as  distribution  lists,  shall  be  reviewed  at  last  annually  to 
verify  the  recipients’  need-to-know. 

7-208  Dissemination  of  Secret  and  Confidential  Information 


//First  Amendment  (Ch  1,  6/27/88) 
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a.  Secret  and  Confidential  information,  originated  within  the 
Department  of  Defense,  may  be  disseminated  within  the  Executive  Branch, 
unless  prohibited  by  the  originator.  (See  subsection  4-505.) 

b.  Standing  distribution  requirements  for  Secret  and  Confidential 
information  and  materials,  such  as  distribution  lists,  shall  be  reviewed  at 
least  annually  to  verify  the  recipients'  need-to-know. 

7-209  Code  Words.  Nicknames,  and  Exercise  Terms 

The  use  of  code  words,  nicknames,  and  exercise  terms  is  subject  to  the 
provisions  of  Chapter  XII  and  Appendix  C. 

7-210  Scientific  and  Technical  Meetings 

Use  of  classified  information  in  scientific  and  technical  meetings  is 
subject  to  the  provisions  of  DoD  Directive  5200.12  (reference  (ii)). 

*  7-211  Limited  Dissemination  (LIMDIS) 

* 

*  This  subsection  establishes  limits  on  measures  for  the  protection  of 

*  information  beyond  those  involving  access  to  classified  information  per  se, 

*  but  not  so  stringent  as  to  require  the  establishment  of  a  Special  Access 

*  Program.  It  prohibits  use  of  terminology  indicating  enhancements  to  need- 

*  to-know,  such  as  Special  Need-to-Know  (SNTK),  MUST  KNOW,  Controlled  Need-to- 

*  Know  (CNTK),  or  other  similar  security  upgrade  designations  and  associated 

*  unique  security  requirements  such  as  specialized  nondisclosure  statements. 

*  Limited  dissemination  controls  are  the  only  security  enhancement  short  of  a 

*  Special  Access  Program  which  may  be  employed  for  control  over  specific 

*  information  for  specified  periods  of  time.  In  this  context,  these 

*  procedures  may  be  initiated  and  continued  on  a  showing  that  additional 

*  access  controls  are  required  in  order  to  assure  the  security  of  the 

*  designated  information.  The  decision  to  apply  these  procedures  shall  be 

*  made  at  the  original  classification  authority  level  of  command  or 

*  supervision  in  accordance  with  the  implementing  information  security 

*  instructions  promulgated  by  the  DoD  Component.  Except  by  agreement,  such 

*  requirements  shall  not  be  imposed  outside  of  the  approving  DoD  Component. 

*  LIMDIS  protective  measures  are  restricted  to  one  or  more  of  the  following: 

* 

*  a.  Decentralized  maintenance  of  disclosure  listings,  briefings 

*  concerning  access  limitations,  and  physical  security  restrictions  limited  to 

*  requirements  such  as  placing  the  material  in  sealed  envelopes  within 

*  approved  storage  containers  to  avoid  inadvertent  disclosure  and  the 

*  commingling  with  other  files; 

* 

*  b.  Using  unclassified  nicknames  (no  code  words  may  be  assigned  to 

*  LIMDIS  information); 

* 

*  c.  Marking  the  material  as  LIMDIS  along  with  the  assigned  nickname; 

* 

*  d.  Marking  inner  envelopes  containing  designated  LIMDIS  information 

*  with  the  notation:  "To  be  Opened  Only  By  Personnel  Authorized  Access"; 


* 

* 

* 

* 

* 

* 

* 

* 

* 

* 

* 

* 

* 

* 

* 

* 

* 

* 

* 

* 

* 

* 

* 

* 

* 

* 

* 

* 

* 

* 

* 

* 

* 

* 
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*  e.  Requiring  electronically  transmitted  messages  containing  designated  * 

*  information  to  be  marked  with  the  uniform  caveat  LIMDIS;  and  * 

*  * 

*  f.  Prescribing  unique  oversight  procedures  to  be  accomplished  by  * 

*  Component  professional  security  personnel  (industrial  security  inspections  * 

*  will  be  conducted  in  the  normal  manner  by  the  Defense  Investigative  * 

*  Service).  * 


Section  3 

ACCOUNTABILITY  AND  CONTROL 
7-300  Top  Secret  Information 

DoD  activities  shall  establish  the  following  procedures: 

a.  Control  Officers.  Top  Secret  Control  Officers  (TSCOs)  and 
alternates  shall  be  designated  within  offices  to  be  responsible  for 
receiving,  dispatching,  and  maintaining  accountability  registers  of  Top 
Secret  documents.  Such  individuals  shall  be  selected  on  the  basis  of 
experience  and  reliability,  and  shall  have  Top  Secret  security  clearances. 
TSCOs  need  not  be  appointed  in  those  instances  where  there  is  no  likelihood 
of  processing  Top  Secret  documentation. 

b.  Accountability. 

1.  Top  Secret  Registers.  Top  Secret  accountability  registers 
shall  be  maintained  by  each  office  originating  or  receiving  Top  Secret 
information.  Such  registers  shall  be  retained  for  2  years  and  shall,  as  a 
minimum,  reflect  the  following: 


(a)  Sufficient  information  to  identify  adequately  the  Top 
Secret  document  or  material  to  include  the  title  or  appropriate  short  title, 
date  of  the  document,  and  identification  of  the  originator; 

(b)  The  date  the  document  or  material  was  received; 

(c)  The  number  of  copies  received  or  later  reproduced;  and 

(d)  The  disposition  of  the  Top  Secret  document  or  material  and 
all  copies  of  such  documents  or  material. 

2.  Serialization  and  Copy  Numbering.  Top  Secret  documents  and 
material  shall  be  numbered  serially.  In  addition,  each  Top  Secret  document 
shall  be  marked  to  indicate  its  copy  number,  for  example,  copy  -1-  of  -2- 
copies. 


3.  Disclosure  Records.  Each  Trp  Secret  document  or  item  of 
material  shall  have  appended  to  it  a  Top  Secret  disclosure  record.  The  name 
and  title  of  all  individuals,  including  stenographic  anc  clerical  personnel 
to  whom  information  in  such  documents  and  materials  has  been  disclosed,  and 
the  date  of  such  disclosure,  shall  be  recorded  thereon.  Disclosures  to 
individuals  who  may  have  had  access  to  containers  in  which  Top  Secret 


//First  Amendment  (Ch  1,  6/27/88) 
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information  is  stored,  or  who  regularly  handle  a  large  volume  of  such 
information  need  not  be  so  recorded.  Such  individuals,  when  identified  on  a 
roster,  are  deemed  to  have  had  access  to  such  information.  Disclosure 
records  shall  be  retained  for  2  years  after  the  documents  or  materials  are 
transferred,  downgraded,  or  destroyed. 

c.  Inventories.  All  Top  Secret  documents  and  material  shall  be 
inventoried  at  least  once  annually.  The  inventory  shall  reconcile  the  Top 
Secret  accountability  register  with  the  documents  or  material  on  hand.  At 
such  time,  each  document  or  material  shall  be  examined  for  completeness. 

DoD  Component  senior  officials  (subsections  13-301  and  13-302)  may  authorize 
the  annual  inventory  of  Top  Secret  documents  and  material  in  repositories, 
libraries,  or  activities  that  store  large  volumes  of  Top  Secret  documents  or 
material  to  be  limited  to  documents  and  material  to  which  access  has  been 
granted  within  the  past  year,  and  10  percent  of  the  remaining  inventory.  If 
a  storage  system  contains  large  volumes  of  information  and  security  measures 
are  adequate  to  prevent  access  by  unauthorized  persons,  a  request  for  waiver 
of  the  annual  inventory  requirement  accompanied  by  full  justification  may  be 
submitted  to  the  DUSD(P). 

d.  Retention.  Top  Secret  information  shall  be  retained  only  to  the 
extent  necessary  to  satisfy  current  requirements.  Custodians  shall  destroy 
non-record  copies  of  Top  Secret  documents  when  no  longer  needed.  Record 
copies  of  documents  chat  cannot  be  destroyed  shall  be  reevaluated  and,  when 
appropriate,  downgraded,  declassified,  or  retired  to  designated  records 
centers . 


e.  Receipts.  Top  Secret  documents  and  material  will  be  accounted  for 
by  a  continuous  chain  of  receipts.  Receipts  shall  be  maintained  for  2 
years . 

7-301  Secret  Information 

Administrative  procedures  shall  be  established  by  each  DoD  Component 
for  controlling  Secret  information  and  material  originated  or  received  by  an 
activity;  distributed  or  routed  to  a  subelement  of  such  activity;  and 
disposed  of  by  the  activity  by  transfer  of  custody  or  destruction.  The 
control  system  for  Secret ‘information  must  be  determined  by  a  practical 
balance  of  security  and  operating  efficiency  and  must  meet  the  following 
minimum  requirements: 

a.  It  must  provide  a  means  to  ensure  that  Secret  material  sent  outside 
a  major  subordinate  element  (the  activity)  of  the  DoD  Component  concerned 
has  been  delivered  to  the  intended  recipient.  Such  delivery  may  be  presumed 
where  the  material  is  sent  electronically  over  secure  voice  or  data 
circuits.  Ensuring  physical  delivery  may  be  accomplished  by  use  of  a 
receipt  as  provided  in  paragraph  8-202  b.  or  through  hand-to-hand  transfer 
when  the  receiving  party  acknowledges  responsibility  for  the  Secret 
material . 

b.  It  must  provide  a  record  of  receipt  and  dispatch  of  Secret  material 
by  each  major  subordinate  element.  The  dispatch  record  requirement  may  be 
satisfied  when  the  distribution  of  Secret  material  is  evident  from 
addressees  or  distribution  lists  for  classified  documentation.  Records  of 
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receipt  and  dispatch  are  required  regardless  of  the  means  used  to  ensure 
delivery  of  the  material  (see  paragraph  a.,  above). 

c.  Records  of  receipt  and  dispatch  for  Secret  material  shall  be 
retained  for  a  minimum  of  2  years. 

7-302  Confidential  Information 

Administrative  controls  shall  be  established  to  protect  Confidential 
information  received,  originated,  transmitted,  or  stored  by  an  activity. 

7-303  Receipt  of  Classified  Material 

Procedures  shall  be  developed  within  DoD  activities  to  protect  incoming 
mail,  bulk  shipments,  and  items  delivered  by  messenger  until  a  determination 
is  made  whether  classified  information  is  contained  therein.  Screening 
points  shall  be  established  to  limit  access  to  classified  information  to 
cleared  personnel. 

7-304  Working  Papers 

a.  Working  papers  are  documents  and  material  accumulated  or  created  in 
the  preparation  of  finished  documents  and  material.  Working  papers 
containing  classified  information  shall  be: 

1 .  Dated  when  created ; 

2.  Marked  with  the  highest  classification  of  any  information 
contained  therein; 

3.  Protected  in  accordance  with  the  assigned  classification; 

4.  Destroyed  when  no  longer  needed;  and 

5.  Accounted  for,  controlled,  and  marked  in  the  manner  prescribed 
for  a  finished  document  of  the  same  classification  when: 

(a)  Released  by  the  original  '  outside  the  activity  or 
transmitted  electrically  or  through  message  center  channels  within  the 
activity; 


(b)  Retained  more  than  90  days  From  date  of  origin; 

(c)  Filed  permanently;  or 

(d)  Top  Secret  information  is  contained  therein. 

b.  Heads  of  DoD  Components,  or  their  single  designees,  may  approve 
waivers  of  accountability,  control,  and  marking  requirements  for  working 
papers  containing  Top  Secret  information  for  activities  within  their 
Components  on  a  case-by-case  basis  provided  a  determination  is  made  that: 

1.  The  conditions  set  forth  in  subparagraphs  a.  5. (a),  (b),  or 
(c),  above,  will  remain  in  effect; 


//First  Amendment  (Ch  1,  6/27/88) 


VII-10 


DoD  5200. 1-R 
Jun  86// 


2.  The  activity  seeking  a  waiver  routinely  handles  large  volumes 
of  Top  Secret  working  papers  and  compliance  with  prescribed  accountability, 
control,  and  marking  requirements  would  have  an  adverse  affect  on  the 
activity's  mission  or  operations;  and 

3.  Access  to  areas  where  Top  Secret  working  papers  are  handled  is 
restricted  to  personnel  who  have  an  appropriate  level  of  clearance,  and 
other  safeguarding  measures  are  adequate  to  preclude  the  possibility  of 
unauthorized  disclosure. 

c.  In  all  cases  in  which  a  waiver  is  granted  under  b.,  above,  the 
DUSD(P)  shall  be  notified. 

7-305  Restraint  on  Reproduction 

Except  for  the  controlled  initial  distribution  of  information  processed 
or  received  electrically  or  as  provided  by  subsections  1-205  and  3-602, 
portions  of  documents  and  materials  that  contain  Top  Secret  information 
shall  not  be  reproduced  without  the  consent  of  the  originator  or  higher 
authority.  Any  stated  prohibition  against  reproduction  shall  be  observed 
strictly.  (See  subsection  4-505.)  To  the  extent  possible,  DoD  Components 
shall  establish  classified  reproduction  facilities  where  only  designated 
personnel  can  reproduce  classified  materials  and  institute  key  control 
systems  for  reproduction  areas.  Also,  when  possible,  two  people  shall  be 
involved  in  the  reproduction  process  to  help  assure  positive  control  and 
safeguarding  of  all  copies.  The  following  additional  measures  apply  to 
reproduction  equipment  and  to  the  reproduction  of  classified  information: 

a.  Copying  of  documents  containing  classified  information  shall  be 
minimized; 

b.  Officials  authorized  to  approve  the  reproduction  of  Top  Secret  and 
Secret  information  shall  be  designated  by  position  title  and  shall  review 
the  need  for  reproduction  of  classified  documents  and  material  with  a  view 
toward  minimizing  reproduction. 

c.  Specific  reproduction  equipment  shall  be  designated  for  the 
reproduction  of  classified  information.  Rules  for  reproduction  of 
classified  information  shall  be  posted  on  or  near  the  designated  equipment; 

d.  Notices  prohibiting  reproduction  of  classified  information  shall  be 
posted  on  equipment  used  only  for  the  reproduction  of  unclassified 
information; 

e.  DoD  Components  shall  ensure  that  equipment  used  for  reproduction  of 
classified  information  does  not  leave  latent  images  in  the  equipment  or  on 
other  material; 

f.  All  copies  of  classified  documents  reproduced  for  any  purpose 
including  those  incorporated  in  a  working  paper  are  subject  to  the  same 
controls  prescribed  for  the  document  from  which  the  reproduction  is  made; 
and 
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g.  Records  shall  be  maintained  for  2  years  to  show  the  number  and 
distribution  of  reproduced  copies  of  all  Top  Secret  documents,  of  all 
classified  documents  covered  by  special  access  programs  distributed  outside 
the  originating  agenda,  and  of  all  Secret  and  Confidential  documents  that 
are  marked  with  special  dissemination  and  reproduction  limitations.  (See 
subsection  4-505.) 
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CHAPTER  XII 

SPECIAL  ACCESS  PROGRAMS 


12-100  Policy 

It  is  the  policy  of  the  Department  of  Defense  to  use  the  security 
classification  categories  and  the  applicable  sections  of  E.0.  12356 
(reference  (b) )  and  its  implementing  IS00  Directive  (reference  (c)),  to 
limit  access  to  classified  information  on  a  "need-to-know"  basis  to 
personnel  who  have  been  determined  to  be  trustworthy.  It  is  further  policy 
to  apply  the  "need-to-know"  principle  in  the  regular  system  so  that  there 

*  will  be  no  need  to  resort  to  formal  Special  Access  Programs.  Also,  need-to- 

*  know  control  principles  shall  be  applied  within  Special  Access  Programs.  In 
this  context,  Special  Access  Programs  may  be  created  or  continued  only  on  a 
specific  showing  that: 

a.  Normal  management  and  safeguarding  procedures  are  not  sufficient  to 
limit  "need-to-know"  or  access;  and 

b.  The  number  of  persons  who  will  need  access  will  be  reasonably  small 
and  commensurate  with  the  objective  of  providing  extra  protection  for  the 
information  involved. 

12-101  Establishment  of  Special  Access  Programs 

a.  Procedures  for  the  establishment  of  Special  Access  Programs 
involving  NATO  classified  information  are  based  on  international  treaty 
requirements  (see  DoD  Directive  5100.55  (reference  (z)). 

b.  The  policies  and  procedures  for  access  to  and  dissemination  of 
Restricted  Data  and  Critical  Nuclear  Weapon  Design  Information  are  contained 
in  DoD  Directive  5210.2  (reference  (y)). 

c.  Special  Access  Programs  for  foreign  intelligence  information  under 
the  cognizance  of  the  Director  of  Central  Intelligence,  or  those  of  the 
National  Telecommunications  and  Information  Systems  Security  Committee 
originate  outside  the  Department  of  Defense.  However,  coordination  with  the 
DUSD(P)  and  the  Component’s  central  point  of  contact  is  necessary  before  the 
establishment  or  implementation  of  any  such  Programs  by  any  DoD  Component. 
The  information  required  by  paragraph  12-105  a.  will  be  provided. 

*  d.  Excluding  those  Programs  and  that  information  specified  in 

*  paragraphs  a.,  b.,  and  c.,  above.  Special  Access  Programs  shall  be 
established  within  the  Military  Departments  by: 

1.  Submitting  to  the  Secretary  of  the  Departcent  the  information 
required  under  paragraph  12-105  a.; 
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2.  Obtaining  written  approval  from  the  Secretary  of  the 
Department; 

3.  Providing  to  the  DUSD(P)  notice  of  the  approval;  and  * 

4.  Maintaining  the  information  and  rationale  upon  which  approval 
was  granted  within  the  Military  Department's  central  office. 


*  e.  Excluding  those  Programs  and  that  information  in  paragraphs  a.,  b.,  * 

*  and  c.,  above,  Special  Access  Programs  that  are  desired  to  be  established  in  * 

*  any  DoD  Component  other  than  the  Military  Departments  shall  be  submitted  * 

*  with  the  information  referred  to  in  paragraph  12-105  a.  to  the  DUSD(P)  for  * 

approval . 

*  f.  Upon  specific  written  notice  to  one  of  the  appropriate  DoD  Special  * 

*  Access  Program  approval  officials,  and  upon  receipt  of  their  written  * 

*  concurrence,  protective  Special  Access  Program  controls  may  be  applied  to  a  * 

*  prospective  Special  Access  Program  for  up  to  a  6-month  period  from  the  date  * 

*  of  such  notice.  However,  in  all  instances,  the  Program  must  be  terminated  * 

*  as  a  prospective  Special  Access  Program  or  formally  approved  as  a  Special  * 

*  Access  Program  by  the  end  of  the  6-month  time  period.  * 

*  g.  Unless  under  DoD  Directive  S-5210.36  (reference  (jjj)).  Special  * 

*  Access  Programs  which  involve  one  or  more  DoD  Components,  or  a  DoD  Component  * 

*  and  a  non-DoD  activity,  shall  be  covered  by  a  written  agreement  which  must  * 

*  document  who  has  the  principal  security  responsibility,  who  is  the  primary  * 

*  sponsor  of  the  Program,  and  who  is  responsible  for  obtaining  Special  Access  * 

*  Program  approval.  * 


12-102  Review  of  Special  Access  Programs 

a.  Excluding  those  Programs  specified  in  paragraphs  12-101  a.,  b.,  or 
c.,  each  Special  Access  Program  shall  be  reviewed  annually  by  the  DoD 
Component  responsible  for  establishment  of  the  Program.  To  accommodate  such 
reviews,  DoD  Components  shall  institute  procedures  to  ensure  the  conduct  of 


*  annual  security  inspections,  with  or  without  prior  notice,  and  regularly  * 

*  scheduled  audits  by  security,  contract  administration,  and  audit  * 

*  organizations.  Also,  Program  managers  shall  ensure  that  Special  Access  * 

*  Program  activities  have  undergone  a  current  review  by  legal  counsel  for  * 

*  compliance  with  law,  executive  order,  regulation,  and  national  policy.  To  * 

*  accomplish  such  reviews,  specially  cleared  pools  of  attorneys  may  be  * 

*  utilized,  but  in  all  cases  legal  counsel  shall  be  provided  with  all  * 

*  information  necessary  to  perform  such  reviews.  * 


b.  Special  Access  Programs,  excluding  those  specified  in  paragraphs 
12-101  a.,  b.,  or  c.,  or  those  required  by  treaty  or  international 
agreement,  shall  terminate  automatically  every  5  years  unless  reestablished 
in  accordance  with  the  procedures  contained  in  subsection  12-101. 


*  12-103  Control  and  Central  Office  Administration  * 

*  * 

*  a.  Special  Access  Programs  shall  be  controlled  and  managed  in  * 

*  accordance  with  DoD  Directive  5205.7  (reference  (kkk)).  Each  DoD  Component  * 

*  shall  appoint  a  Special  Access  Program  coordinator  to  establish  and  maintain  * 
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*  a  central  office  and  to  serve  as  a  single  point  of  contact  for  information  * 

*  concerning  the  establishment  and  security  administration  of  all  Special  * 

*  Access  Programs  established  by  or  existing  in  the  Component.  These  * 

*  officials  shall  report  to  the  DUSD(P)  on  the  status  of  DoD  Special  Access  * 

*  Programs  within  the  Component  to  include:  * 


1.  The  establishment  of  a  Special  Access  Program  as  required 
by  paragraph  12-101  d . 3 . ;  and 

2.  Changes  in  Program  status  as  required  by  paragraphs  12-105 

b.  or  c. 

b.  Officials  serving  as  single  points  of  contact,  as  well  as  members 
of  their  respective  staffs  and  other  persons  providing  support  to  Special 
Access  Programs  who  require  access  to  multiple  sets  of  particularly 
sensitive  information,  shall  be  subject  to  a  counterintelligence-scope 
polygraph  examination  periodically  but  not  less  than  once  every  5  years. 
Additionally,  such  testing  will  be  subject  to  the  limitations  imposed  by 
Congress.  The  program  for  each  DoD  Component,  as  well  as  requests  for 
waiver,  shall  be  submitted  for  approval  by  the  DUSD(P). 

12-104  Codewords  and  Nicknames 


*  Excluding  those  Programs  and  that  information  specified  in  paragraphs  * 

*  12-101  a.,  b.,  and  c.,  each  Special  Access  Program  will  be  assigned  a  * 

*  classified  code  word,  or  an  unclassified  nickname,  or  both.  DoD  Components  * 

*  other  than  the  Military  Departments  may  request  codewords  and  nicknames  from  * 

the  DUSD(P)  individually  or  in  block.  If  codewords  or  nicknames  are 

obtained  in  block,  however,  the  issuing  Component  shall  promptly  notify  the 
DUSD(P)  upon  activation  and  assignment. 


12-105  Reporting  of  Special  Access  Prorams 

a.  Report  of  Establishment.  Reports  to  the  Secretary  of  the  Military 
Department  or  the  DUSD(P)  required  under  subsection  12-101  for  Special 
Access  Programs  shall  include: 

1.  The  responsible  department,  agency,  or  DoD  Component,  including 
office  identification; 

*  2.  The  classified  code  word  and/or  unclassified  nickname  of  the  * 

*  Special  Access  Program  and  its  subelements;  * 

3.  The  relationship,  if  any,  to  other  Special  Access  Programs  in 
the  Department  of  Defense  or  other  government  agencies; 

4.  The  rationale  for  establishing  the  Special  Access  Program 
including  the  reason  why  normal  management  and  safeguarding  procedures  for 

*  classing  ^formation  are  inadequate,  the  nature  of  the  hostile  threat  that  * 

*  can  exploit  the  inadequacy,  and  how  the  special  security  requirements  will  * 

*  specifically  compensate  for  those  inadequacies;  * 
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5.  The  estimated  number  of  persons  granted  special  access  in  the 
responsible  DoD  Component;  other  DoD  Components;  other  government  agencies; 
contractors;  and  the  total  of  such  personnel; 

6.  A  summary  statement  pertaining  to  the  Program  security 
requirements  with  particular  emphasis  upon  those  personnel  security 
requirements  governing  access  to  Program  information; 

7.  The  date  of  Program  establishment; 

8.  The  estimated  number  and  approximate  dollar  value,  if  known,  of 
carve-out  contracts  that  will  be  or  are  required  to  support  the  Program;  and 

9.  The  DoD  Component  official  who  is  the  point  of  contact  (last 
name,  first  name,  middle  initial;  position  or  title;  mailing  address;  and 
telephone  number). 

*  10.  A  security  plan  and  appropriate  security  classification  guide 

*  and  notification  that  a  proper  DD  Form  25^,  "Contract  Security 

*  Classification  Specification,"  has  been  issued  to  contractors  participating 

*  in  the  Program. 

*  b.  Annual  Reports.  DoD  Component  annual  reports  from  other  than  the 

*  Military  Departments  to  the  DUSD(P)  shall  be  submitted  not  later  than  31 

*  January  of  each  year,  showing  the  changes  in  information  provided  under 
paragraph  a.,  above,  as  well  as  the  date  of  last  review.  Annual  reports 
shall  reflect  actual  rather  than  estimated  numbers  of  carve-out  contracts 
and  persons  granted  access  and  shall  summarize  the  results  of  the 

*  inspections  and  audits  required  by  paragraph  12-102  a.  Reports  from  the 

*  Military  Departments  which  have  approval  authority  will  summarize  the 

*  required  reviews  which  have  been  conducted  during  the  year  by  the  central 

*  offices,  to  include  details  and  numbers  of  carve-out  contracts  associated 

*  with  approved  Special  Access  Programs  and  their  overall  security  posture  and 

*  numbers  of  approved  Programs  by  type.  Additionally,  the  Military  Department 

*  Secretaries  authorized  to  approve  such  Programs  shall  furnish  a  name 

*  listing,  by  unclassified  nickname  if  practicable,  of  approved  Special  Access 

*  Programs  under  their  cognizance,  and  they  will  report  any  changes  to  the 

*  listing  as  they  occur  pursuant  to  the  notification  requirements  of  paragraph 

*  12-101  d.  3.,  that  is,  additions,  deletions,  and  corrections  to  the  DUSD(P). 
The  effective  date  of  information  in  the  annual  reports  shall  be  31 
December . 


c.  Termination  Reports.  The  DUSD(P)  shall  be  notified  immediately 
upon  termination  of  a  Special  Access  Program. 

12-106  Accounting  for  Special  Access  Programs 

*  Each  of  the  central  offices  which  must  be  identified  in  accordance  with 

*  paragraph  12-103  a.  shall  maintain  a  complete  listing  of  currently  approved 

*  DoD  Special  Access  Programs  which  encompasses  the  information  outlined  in 

*  paragraph  12-105  a.  These  listings  shall  be  readily  available  to  the 

*  DUSD(P)  or  his  designated  representatives. 

12-107  Limitations  on  Access 
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Access  to  data  reported  under  this  Chapter  shall  be  limited  to  the 
DUSD(P)  and  the  minimum  number  of  properly  indoctrinated  staff  necessary  to 
perform  the  functions  assigned  the  DUSD(P)  herein.  Access  may  not  be 
granted  to  any  other  person  for  any  purpose  without  the  approval  of  the  DoD 
Components  sponsoring  the  Special  Access  Programs  concerned. 

12-108  "Carve-Out"  Contracts 

a.  The  Secretaries  of  the  Military  Departments  and  the  DUSD(P),  or 
their  designees,  shall  ensure  that,  in  those  Special  Access  Programs 
involving  contractors,  special  access  controls  are  made  applicable  by 
legally  binding  instruments. 

b.  To  the  extent  necessary  for  DIS  to  execute  its  security 
responsibilities  with  respect  to  Special  Access  Programs  under  its  security 
cognizance,  DIS  personnel  shall  have  access  to  all  information  relating  to 
the  administration  of  these  Programs. 

c.  Excluding  those  Programs  specified  in  paragraph  12-101  c.,  the  use 
of  "carve-out"  contracts  that  relieve  the  DIS  from  inspection  responsibility 
under  the  Defense  Industrial  Security  Program  is  prohibited  unless: 

1 .  Such  contract  supports  a  Special  Access  Program  approved  and 
administered  under  subsection  12-101; 

2.  Mere  knowledge  of  the  existence  of  a  contract  or  of  its 
affiliation  with  the  Special  Access  Program  is  classified  information;  and 

3.  Carve-out  status  is  approved  for  each  contract  by  the  Secretary 
of  a  Military  Department,  the  Director,  NSA,  the  DUSD(P),  or  their 
designees. 

d.  Approval  to  establish  a  "carve-out"  contract  must  be  requested  from 
the  Secretary  of  a  Military  Department,  or  designee(s),  the  Director,  NSA, 
or  designee(s),  or  in  the  case  of  other  DoD  Components,  from  the  DUSD(P). 
Approved  "carve-out"  contracts  shall  be  assured  the  support  necessary  for 
the  requisite  protection  of  the  classified  information  involved.  The 
support  shall  be  specified  through  a  system  of  controls  that  shall  provide 
for: 


*  1.  A  written  security  plan,  oral  waivers  of  which  are  prohibited  * 

*  except  in  critical  situations  that  must  be  documented  as  soon  as  possible  * 

*  after  the  fact.  (Note:  The  plan  must  identify  that  DD  Forms  254  have  been  * 

*  distributed  to  the  Defense  Investigative  Service  as  outlined  in  DoD  * 

*  Directive  5205.7  (reference  (kkk)).  * 


2.  Professional  security  personnel  at  the  sponsoring  DoD  Component 
performing  security  inspections  at  each  contractor's  facility  which  shall  be 
conducted,  at  a  minimum,  with  the  frequency  prescribed  by  paragraph  4-103  of 
DoD  5220. 22-R  (reference  (e)); 

3.  "Carve-out"  contracting  procedures; 
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4.  A  central  office  of  record;  and 

5.  An  official  to  be  the  single  point  of  contact  for  security 
control  and  administration.  DoD  Components  other  than  the  military 
Departments  and  NSA  shall  submit  such  appropriate  rationale  and  security 
plan  along  with  requests  for  approval  to  the  DUSD(P). 

e.  An  annual  inventory  of  carve-out  contracts  shall  be  conducted  by 
each  DoD  Component  which  participates  in  Special  Access  Programs  and  be 
reflected  in  the  reports  required  in  paragraph  12-105  b. 

f.  This  subsection  relates  back  to  the  date  of  execution  for  each 
contract  to  which  carve-out  contracting  techniques  are  applied.  The  carve- 
out  status  of  any  contract  expires  upon  termination  of  the  Special  Access 
Program  which  it  supports. 

12-109  Oversight  Reviews 


a.  The  DUSD(P)  shall  conduct  oversight  reviews,  as  required,  to 
determine  compliance  with  this  Chapter. 

b.  Pursuant  to  statutory  authority,  the  Inspector  General,  Department 
of  Defense,  shall  conduct  oversight  of  Special  Access  Programs. 
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CHAPTER  XIII 
PROGRAM  MANAGEMENT 
Section  1 

EXECUTIVE  BRANCH  OVERSIGHT  AND  POLICY  DIRECTION 
13-100  National  Security  Council 

Pursuant  to  the  provisions  of  E.O.  12356  (reference  (b)),  the  NSC  shall 
provide  overall  policy  direction  for  the  Information  Security  Program. 

13-101  Administrator  of  General  Services 

The  Administrator  of  General  Services  is  responsible  for  implementing 
and  monitoring  the  Information  Security  Program  established  under  reference 

(b) .  In  accordance  with  reference  'b),  the  Administrator  delegates  the 
implementation  and  monitorship  functions  of  the  Program  to  the  Director  of 
the  ISOO. 

13-102  Information  Security  Oversight  Office 

a.  Composition.  The  ISOO  has  a  full-time  director  appointed  by  the 
Administrator  of  General  Services  with  approval  of  the  President.  The 
Director  has  the  authority  to  appoint  a  staff  for  the  office. 

b.  Functions.  The  Director  of  the  ISOO  is  charged  with  the  following 
principal  functions  that  pertain  to  the  Department  of  Defense: 

1.  Oversee  DoD  actions  to  ensure  compliance  with  reference  (b)  and 
implementing  directives,  for  example,  the  ISOO  Directive  No.  1  (reference 

(c) )  and  this  Regulation; 

2.  Consider  and  take  action  on  complaints  and  suggestions  from 
persons  within  or  outside  the  government  with  respect  to  the  administration 
of  the  Information  Security  Program; 

3.  Report  annually  to  the  President  through  the  NSC  on  the 
implementation  of  reference  (b); 

4.  Review  this  regulation  and  DoD  guidelines  for  systematic 
declassification  review;  and 

5.  Conduct  on-site  reviews  of  the  Information  Security  Program  of 
each  DoD  Component  that  generates  or  handles  classified  information. 

c.  Information  Reouests.  The  Director  of  the  ISOO  is  authorized  to 
request  information  or  material  concerning  the  department  of  defense,  as 
needed  by  the  ISOO  in  carrying  out  its  functions. 
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d.  Coordination.  Heads  of  DoD  Components  shall  ensure  that  any 
significant  requirements  levied  directly  on  the  Component  by  the  IS00  are 
brought  to  the  attention  of  the  Director  of  Security  Plans  and  Programs, 
ODUSD(P) . 


Section  2 

DEPARTMENT  OF  DEFENSE 
13-200  Management  Responsibility 

*  a.  The  DUSD(P)  is  the  Senior  DoD  Information  Security  Authority  having  * 

*  DoD-wide  authority  and  responsibility  to  ensure  effective  and  uniform  * 

compliance  with  and  implementation  of  E.O.  12356  and  its  implementing  IS00 
Directive  No.  1  (references  (b)  and  (c)).  As  such,  the  DUSD(P)  shall  have 
primary  responsibility  for  providing  guidance,  oversight  and  approval  of 

policy  and  procedures  governing  the  DoD  Information  Security  Program.  The 
DUSD(P)  or  his  designee  may  approve  waivers  or  exceptions  to  the  provisions 
of  this  Regulation  to  the  extent  such  action  is  consistent  with  references 
( b )  and  ( c ) . 

b.  The  heads  of  DoD  Components  may  approve  waivers  to  the  provisions 
of  this  Regulation  only  as  specifically  provided  for  herein. 

c.  The  Director,  NSA/Chief,  Central  Security  Service,  under  DoD 
Directive  5200.1  (reference  (a)),  is  authorized  to  impose  special 
requirements  with  respect  to  the  marking,  reproduction,  distribution, 
accounting,  and  protection  of  and  access  to  classified  cryptologic 
information.  In  this  regard,  the  Director,  NSA,  may  approve  waivers  or 
exceptions  to  these  special  requirements.  Except  as  provided  in  subsection 
1-205,  the  authority  to  lower  any  COMSEC  security  standards  rests  with  the 
Secretary  of  Defense.  Requests  for  approval  of  such  waivers  or  exceptions 
to  established  COMSEC  security  standards  which,  if  adopted,  will  have  the 
effect  of  lowering  such  standards,  shall  be  submitted  to  the  DUSD(P)  for 
approval  by  the  Secretary  of  Defense. 

Section  3 
DOD  COMPONENTS 


13-300  General 

The  head  of  each  DoD  Component  shall  establish  and  maintain  an 
Information  Security  Program  designed  to  ensure  compliance  with  the 
provisions  of  this  Regulation  throughout  the  Component. 

13-301  Military  Department 

In  accordance  with  DoD  Directive  5200.1  (reference  (a)),  the  Secretary 

*  of  each  Military  Department  shall  designate  a  Senior  Information  Security 

*  Authority  who  shall  be  responsible  for  complying  with  and  implementing  this 
Regulation  within  the  Department. 

13-302  Other  Components 
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In  accordance  with  DoD  Directive  5200.1  (reference  (a)),  the  head  of 

*  each  other  DoD  Component  shall  designate  a  Senior  Information  Security  * 

*  Authority  who  shall  be  responsible  for  complying  with  and  implementing  this  * 

Regulation  within  their  respective  Component. 

13-303  Program  Monitorship 

*  The  Senior  Information  Security  Authorities  designated  under  * 

subsections  13-301  and  13-302  are  responsible  within  their  respective 
jurisdictions  for  monitoring,  inspecting  with  or  without  prior  announcement, 

and  reporting  on  the  status  of  administration  of  the  DoD  Information 
Security  Program  at  all  levels  of  activity  under  their  cognizance. 

13-304  Field  Program  Management 

a.  Throughout  the  department  of  defense,  the  head  of  each  activity 
shall  appoint,  in  writing,  an  official  to  serve  as  security  manager  for  the 
activity.  This  official  to  serve  as  security  manager  for  the  activity. 

This  official  shall  be  responsible  for  the  administration  of  an  effective 
Information  Security  Program  in  that  activity  with  particular  emphasis  on 
security  education  and  training,  assignment  of  proper  classifications, 
downgrading  and  declassification,  safeguarding,  and  monitorship,  to  include 
sampling  classified  documents  for  the  purpose  of  assuring  compliance  with 
this  Regulation. 

b.  Activity  heads  shall  ensure  that  officials  appointed  as  security 
managers  either  possess,  or  obtain  within  a  reasonable  time  after 
appointment,  knowledge  of  and  training  in  the  Information  Security  Program 
commensurate  with  the  needs  of  their  positions.  The  Director  of  Security 
Plans  and  Program,  ODUSD(P)  shall,  with  the  assistance  of  the  Director, 

Defense  security  Institute,  development  minimum  standards  for  training  of 
activity  security  managers.  Such  training  should  result  in  appropriate 
certifications  to  be  recorded  in  the  personnel  files  of  the  individuals 
involved . 


c.  Activity  heads  shall  ensure  that  officials  appointed  as  security 
managers  are  authorized  direct  and  ready  access  to  the  appointing  official 
on  matters  concerning  the  Information  Security  Program.  They  also  shall 
provide  sufficient  resources  of  time,  staff,  and  funds  to  permit 
accomplishment  of  the  security  manager's  responsibilities,  to  include 
meaningful  oversight  of  the  Information  Security  Program  at  all  levels  of 
the  activity. 

Section  4 

INFORMATION  REQUIREMENTS 
13-400  Information  Requirements 

DoD  Components  shall  submit  on  a  fiscal  year  basis  a  consolidated 
report  concerning  the  Information  Security  Program  of  the  Component  on  SF 
311*  "Agency  Information  Security  Program  Data,"  to  reach  the  ODUSD(P)  by 
October  20  of  each  year.  SF  311  shall  be  completed  in  accordance  with  the 
instructions  thereon  and  augmenting  instructions  issued  by  the  ODUSD(P). 

The  ODUSD(P)  shall  submit  the  DoD  report  (SF  311)  to  the  IS00  by  October  31 
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of  each  year.  Interagency  Report  Control  Number  0230-GSA-AN  applies  to  this 
information  collection  system  as  well  as  to  that  contained  in  subsection 
1-602. 


Section  5 

DEFENSE  INFORMATION  SECURITY  COMMITTEE 


13-500  Purpose 

The  Defense  Information  Security  committee  (DISC)  is  established  to 
advise  and  assist  the  DUSD(P)  and  the  Director,  Security  Plans  and  Programs, 
ODUSD(P)  in  the  formulation  of  DoD  Information  Security  Program  policy  and 
procedures . 

13-501  Direction  and  Membership 

The  DISC  shall  meet  at  the  call  of  the  DUSD(P)  or  the  Director, 

Security  Plans  and  Programs.  It  is  comprised  of  the  DUSD(P)  as  chairman; 
the  Director,  Security  Plans  and  Programs,  as  Vice  Chairman;  and  the  senior 
officials  (designated  in  accordance  with  section  E.3.A,  DoD  Directive 
5200.1,  reference  (a))  (or  their  representatives)  responsible  for  directing 
and  administering  the  Information  Security  Program  of  the  0JCS,  the 
Departments  of  the  Army,  Navy,  and  Air  Force,  the  defense  Intelligence 
Agency,  the  defense  Nuclear  Agency,  the  National  Security  Agency,  and  the 
defense  Investigative  Service.  Other  DoD  Components  may  be  invited  to 
attend  meetings  of  particular  interest  to  them. 
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APPENDIX  C 

INSTRUCTIONS  GOVERNING  USE  OF 
CODE  WORDS ,  NICKNAMES,  AND  EXERCISE  TERMS 

(See  subsection  7-209) 


1 .  Definitions 


a.  Using  Component.  The  DoD  Component  to  which  a  code  word  is 
allocated  for  use,  and  which  assigns  to  the  word  a  classified  meaning,  or 
which  originates  nicknames  and  exercise  terms  using  the  procedure 
established  by  the  Joint  Chiefs  of  Staff. 

*  b.  Code  Word.  A  single  word  selected  from  those  listed  in  Joint  Army-  * 

Navy-Air  Force  Publication  (JANAP)  299  (reference  (aa))  and  later  volumes, 

and  assigned  a  classified  meaning  by  appropriate  authority  to  insure  proper 
security  concerning  intentions,  and  to  safeguard  information  pertaining  to 
actual  military  plans  or  operations  classified  as  Confidential  or  higher.  A 
code  word  shall  not  be  assigned  to  test,  drill  or  exercise  activities.  A 
code  word  is  placed  in  one  of  three  categoric*?: 

(D  Available.  Allocated  to  the  ns.';  component.  Available  code 
words  individually  will  be  unclassified  until  placed  in  the  active  category. 

(2)  Active.  Assigned  a  classified  meaning  and  current. 

(3)  Canceled .  Formerly  active,  but  discontinued  due  to 
compromise,  suspected  compromise,  cessation,  or  completion  of  the  operation 
to  which  the  code  word  pertained.  Canceled  code  word  “individually  will  be 
unclassified  and  remain  so  until  returned  to  the  active  category. 

c.  Nickname.  A  combination  of  two  separate  unclassified  words  which 
is  assigned  an  unclassified  meaning  and  is  employed  only  for  unclassified 
administrative,  morale,  or  public  information  purposes. 

*  d.  Exercise  Term.  A  combination  of  two  separate  unclassified  words,  * 

normally  unclassified,  used  exclusively  to  designate  a  test,  drill,  or 

exercise.  An  exercise  term  is  employed  to  preclude  the  possibility  of 
confusing  exercise  directions  with  actual  operations  directives. 

2.  Policy  and  Procedure 

a.  Code  Words.  The  Joint  Chiefs  of  Staff  are  responsible  for 
allocating  words  or  blocks  of  code  words  from  JANAP  299  to  DoD  Components. 

DoD  Components  may  request  allocation  of  such  code  words  s  required  and  may 
reallocate  available  code  words  within  their  organizations,  in  accordance 
with  individual  policies  and  procedure,  subject  to  applicable  rules  set 
forth  herein. 
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( 1 )  A  permanent  record  of  all  code  words  shall  be  maintained  by 
the  Joint  Chiefs  of  Staff. 

(2)  The  using  Component  shall  account  for  available  code  words  and 
maintain  a  record  of  each  active  code  word.  Upon  being  canceled,  the  using 
Component  shall  maintain  the  record  for  2  years;  thence  the  record  of  each 
code  word  may  be  disposed  of  in  accordance  with  current  practices,  and  the 
code  word  returned  to  the  available  inventory. 

b.  Nicknames 

(1)  Nicknames  may  be  assigned  to  actual  events,  projects,  movement 
of  forces,  or  other  non-exercise  activities  involving  elements  of 
information  of  any  classification  category,  but  the  nickname,  the 
description  or  meaning  it  represents,  and  the  relationship  of  the  nickname 
and  its  meaning  must  be  unclassified.  A  nickname  is  not  designed  to  achieve 
a  security  objective. 

(2)  Nicknames,  improperly  selected,  can  be  counterproductive.  A 
nickname  must  be  chosen  with  sufficient  care  to  ensure  that  it  does  not: 

(a)  Express  a  degree  of  bellicosity  inconsistent  with 
traditional  American  ideals  or  current  foreign  policy; 

(b)  Convey  connotations  offensive  to  good  taste  or  derogatory 
to  a  particular  group,  sect,  or  creed;  or, 

(c)  Convey  connotations  offensive  to  our  allies  or  other  Free 

World  nations. 

(3)  The  following  shall  not  be  used  as  nicknames: 

(a)  Any  two-word  combination  voice  call  sign  found  in  JANAP 
119  (reference  (aa))  or  ACP  110  (reference  (vv)).  (However,  single  words  in 
JANAP  119  or  ACP  110  may  be  used  as  part  of  a  nickname  if  the  first  word  of 
the  nickname  does  not  appear  in  JANAP  299  (reference  (as))  and  later 
volumes. ) 


*  (b)  Combination  of  words  including  the  words  "project,"  * 

*  "exercise,"  or  "operation."  (The  word  "project”  often  is  used  as  the  first  * 

*  or  second  word  with  an  unclassified  nickname  originating  outside  the  * 

*  Department  of  Defense.)  * 


(c)  Words  that  may  be  used  correctly  either  as  a  single  word 
or  as  two  words,  such  as  "moonlight." 

(d)  Exotic  words,  trite  expressions,  or  well-known  commercial 

trademarks. 

(4)  The  Joint  Chief o  of  Staff  shall: 

(a)  Establish  a  procedure  by  which  nicknames  may  be  authorized 
for  use  by  DoD  Components. 
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(b)  Prescribe  a  method  for  the  using  Components  to  report 

nicknames  used. 

(5)  The  heads  of  DoD  Components  shall: 

(a)  Establish  controls  within  their  Components  for  the 
assignment  of  nicknames  authorized  under  subparagraph  2.b.(4)(a),  above. 

(b)  Under  the  procedures  established,  advise  the  Joint  Chiefs 
of  Staff  of  nicknames  as  they  are  assigned. 

c.  Exercise  Term 


*  (1)  Unclassified  exercise  terms  may  be  assigned  only  to  tests,  * 

*  drills,  or  exercises  for  the  purpose  of  emphasizing  that  the  event  is  a  * 

*  test,  drill,  or  exercise  and  not  an  actual  operation.  However,  the  * 

*  description  or  meaning  it  represents,  and  the  relationship  of  the  exercise  * 

*  term  and  its  meaning  can  be  classified  or  unclassified.  A  classified  * 

*  exercise  term  is  not  authorized.  * 


(2)  Selection  of  exercise  terms  will  follow  the  same  guidance  as 
contained  in  subparagraphs  2.b.(2)  and  (3).  above. 

(3)  The  Joint  Chiefs  of  Staff  shall: 

(a)  Establish  a  procedure  by  which  exercise  terms  may  be 
authorized  for  use  by  DoD  Components. 

(b)  Prescribe  a  method  forusing  Components  to  report  exercise 

terms  used. 

(4)  The  heads  of  DoD  Components  shall: 

(a)  Establish  controls  within  their  Component  for  the 
assignment  of  exercise  terms  authorized  under  subparagraph  2.c.(3),  above. 

(b)  Under  the  procedures  established,  advise  the  Joint  Chiefs 
of  Staff  of  exercise  terms  as  they  are  assigned. 

3-  Assignment  of  Classified  Meanings  to  Code  Words 

a.  The  DoD  Component  responsible  for  the  development  of  a  plan  or  the 
execution  of  an  operation  shall  be  responsible  for  determining  whether  to 
assign  a  code  word. 

b.  Code  words  shall  be  activated  for  the  following  purposes  only: 

(1)  To  designate  a  classified  military  plan  or  operation; 

(2)  To  designate  classified  geographic  locations  in  conjunction 
with  plans  or  operations  referred  to  in  subparagraph  3.b.(1),  above;  or, 


//First  Amendment  (Ch  1,  6/27/88) 

C-3 


DoD  5200. 1-R 
Jun  86# 


(3)  To  conceal  intentions  in  discussions  and  messages  or  other 
documents  pertaining  to  plans,  operations,  or  geographic  locations  referred 
to  in  subparagraphs  3 - b . ( 1 )  and  (2),  above. 

c.  The  using  Component  shall  assign  to  a  code  word  a  specific  meaning 


*  classified  Secret  or  Confidential.  Code  words  shall  not  be  used  to  cover  * 

unclassified  meanings.  The  assigned  meaning  need  not  in  all  cases  be 

*  classified  as  high  as  the  overall  classification  assigned  to  the  plan  or  * 

*  operation.  Top  Secret  code  words  may  be  issued  only  with  DUSD(P)  or  DoD  * 

*  Component  head  approval.  * 


d.  Code  words  shall  be  selected  by  each  using  Component  in  such  manner 
that  the  word  used  does  not  suggest  the  nature  of  its  meaning. 

e.  A  code  word  shall  not  be  used  repeatedly  for  similar  purposes;  that 
is,  if  the  initial  phase  of  an  operation  is  designated  "Meaning,"  succeeding 
phases  should  not  be  designated  "Meaning  II"  and  "Meaning  III,"  but  should 
have  different  code  words. 

f.  Each  DoD  Component  shall  establish  policies  and  procedures  for  the 
control  and  assignment  of  classified  meanings  to  code  words,  subject  to 
applicable  rules  set  forth  herein. 

4.  Notice  of  Assignment.  Dissemination,  and  Cancelation  of  Code  Words  and 

Meanings 

a.  The  using  Component  shall  promptly  notify  the  Joint  Chiefs  of  Staff 
when  a  code  word  is  made  active,  indicating  the  word,  and  its 
classification.  Similar  notice  shall  be  made  when  any  changes  occur,  such 
as  the  substitution  of  a  new  word  for  one  previously  placed  in  use. 

b.  The  using  Component  is  responsible  for  further  dissemination  of 
active  code  words  and  meanings  to  all  concerned  activities,  to  include 
classification  of  each. 

c.  The  using  Component  is  responsible  for  notifying  the  Joint  Chiefs 
of  Staff  of  canceled  code  words.  This  cancellation  report  is  considered 
final  action,  and  no  further  reporting  or  accounting  of  the  status  of  the 
canceled  code  word  will  be  required. 

5.  Classification  and  Downgrading  Instructions 

a.  During  the  development  of  a  plan,  or  the  planning  of  an  operation 
by  the  headquarters  of  the  using  Component,  the  code  word  and  its  meaning 
shall  have  the  same  classification.  When  dissemination  of  the  plan  to  other 
DoD  Components  or  to  subordinate  echelons  of  the  using  Component  is 
required,  the  using  Component  may  downgrade  the  code  words  assigned  below 
the  classification  assigned  to  their  meanings  in  order  to  facilitate 
additional  planning  implementation,  and  execution  by  such  other  Components 
or  echelons,  but  code  words  shall,  at  a  minimum,  be  classified  Confidential. 

b.  A  code  word  which  is  replaced  by  another  code  word  due  to  a 
compromise  or  suspected  compromise,  or  for  any  other  reason,  shall  be 


C-4 


#First  Amendment  (Ch  1,  6/27/88) 


canceled,  and  classified  Confidential  for  a  period  of  2  years,  after  which 
the  code  word  will  become  unclassified. 

c.  When  a  plan  or  operation  is  discontinued  or  completed,  and  is  not 
replaced  by  a  similar  plan  or  operation  but  the  meaning  cannot  be 
declassified,  the  code  word  assigned  thereto  shall  be  canceled  and 
classified  Confidential  for  a  period  of  2  years,  or  until  the  meaning  is 
declassified,  whichever  is  sooner,  after  which  the  code  word  will  become 
unclassified. 

d.  In  every  case,  whenever  a  code  word  is  referred  to  in  documents, 
the  security  classification  of  the  code  word  shall  be  placed  in  parentheses 
immediately  following  the  code  word,  for  example,  "Label  (C)." 

e.  When  the  meaning  of  a  code  word  no  longer  requires  a 
classification,  the  using  Component  shall  declassify  the  meaning  and  the 
code  word  and  return  the  code  word  to  the  available  inventory. 

6.  Security  Practices 

a.  The  meaning  of  a  code  word  may  be  used  in  a  message  or  other 
document,  together  with  the  code  word,  only  when  it  is  essential  to  do  so. 
Active  code  words  may  be  used  in  correspondence  or  other  documents  forwarded 
to  addressees  who  may  or  may  not  have  knowledge  of  the  meaning.  If  the 
context  of  a  document  contains  detailed  instructions  or  similar  information 
which  indicates  the  purpose  or  nature  of  the  related  meaning,  the  active 
code  word  shall  not  be  used. 

b.  In  handling  correspondence  pertaining  to  active  code  words,  care 
shall  be  used  to  avoid  bringing  the  code  words  and  their  meanings  together. 
They  should  be  handled  in  separate  card  files,  catalogs,  indexes,  or  lists, 
enveloped  separately,  and  dispatched  at  different  times  so  they  do  not 
travel  through  mail  or  courier  channels  together. 

c.  Code  words  shall  not  be  used  for  addresses,  return  addresses, 
shipping  designators,  file  indicators,  call  signs,  identification  signals, 
or  for  other  similar  purposes. 

*  7.  Former  Words 

*  All  code  words  which  were  formerly  categorized  as  "inactive"  or 
"obsolete"  shall  be  placed  in  the  current  canceled  category  and  classified 
Confidential.  Unless  otherwise  restricted,  all  code  words  formerly 
categorized  as  "canceled"  or  "available"  shall  be  individually  declassified. 
All  records  associated  with  such  code  words  may  be  disposed  of  in  accordance 
with  current  practices,  provided  such  records  have  been  retained  at  least  2 
years  after  the  code  words  were  placed  in  the  former  categories  of 
"inactive,"  "obsolete,"  or  "canceled." 

*  8.  Non-DoD  Words 

* 

*  Nicknames  or  code  words  originating  outside  of  the  Department  of 

*  Defense  that  are  Jointly  used  by  the  originating  organization  and  the 
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Department  of  Defense  shall  be  registered  with  the  DUSD(P)  to  prevent 
confusion  with  DoD-originated  words. 
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INFORMATION  SECURITY  PROGRAM  REGULATION 


The  Assistant  Secretary  of  Defense  for  Command,  Control,  Communications,  and 
Intelligence  has  authorized  the  following  changes  to  DoD  5200. 1-R,  "Information 
Security  Frogram  Regulation,”  June  1986: 
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Remove:  Pages  ix  through  xiv,  1-1  through  1-4,  and  V-l  through  V-13 
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1-602  a.2.(b),  lines  2  and  3. 
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Staff’ 

Page  III- 5.  paragraph  3-304  g. 
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Page  C-l.  Appendix  C 

After  "the”  insert  "Chairman  of  the”  in  the  following  paragraphs: 

1. a.,  line  4. 

2.  a.,  line  1. 

Page  C-2,  Appendix  C 

After  "the”  insert  "Chairman  of  the”  in  the  following  subparagraphs: 
2.a.(l),  line  2. 

2.b.(4),  line  1. 

PageC-3,  Appendix  C 

After  the”  insert  "Chairman  of  the”  in  the  following  subparagraph: 
2.b.(5)(b),  line  1. 

After  "the”  insert  "Chairman  of  the”  in  the  following  subparagraph: 
2.c.(3),  line  1. 

After  "the”  insert  "Chairman  of  the”  in  the  following  subparagraph: 
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Page  C-4,  Appendix  C 
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4. a,  line  1. 

4.c,  line  1. 


EFFECTIVE  DATE 
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(hh)  National  COMSEC  Instruction  4009,  "Protected  Distribution  Systems," 
December  30,  1981 

(ii)  DoD  Directive  5200. 1 2,  "Conduct  of  Classified  Meetings,"  July  27,  1992  * 

(jj)  DoD  Instruction  5240.4,  "Reporting  of  Counterintelligence  and  Criminal  * 

Violations,"  September  1992  * 

(kk)  DoD  Directive  5210.50,  "Unauthorized  Disclosure  of  Classified  Information,"* 
February  27,  1992  * 

(II)  DoD  5200. 2-R,  "DoD  Personnel  Security  Program,"  January  1987  authorized* 
by  DoD  Directive  5200.2,  May  6,  1992  * 
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(mm)DoD  Directive  5400.4,  "Provision  of  Information  to  Congress,"  January  30, 
1978 

(nn)  DoD  Directive  7650. 1,  "General  Accounting  Office  Access  to  Records,"  * 
August  26,  1982  * 

(oo)  DoD  Directive  5230. 1 1 ,  "Disclosure  of  Classified  Military  Information  to 
Foreign  Governments  and  International  Organizations,"  June  16,  1992 
(pp)  National  Security  Act  (50  U.S.C.  403) 

(qq)  DoD  Directive  4540. 1,  "Use  of  Airspace  for  U.S.  Military  Aircraft  and  Firings 
Over  the  High  Seas,"  January  13,  1981  * 

(rr)  DoD  Directive  5210.41,  "Security  Policy  for  Protecting  Nuclear  Weapons,"  * 
September  23,  1988  * 

(ss)  DoD  Instruction  1000. 13,  "Identification  (ED)  Cards  for  Members  of  the  * 
Uniformed  Services,  Their  Dependents,  and  Other  Eligible  Individuals,"  * 
December  30,  1992  * 

(tt)  Public  Law  76-443,  "Espionage  Act,"  March  28,  1940 
(uu)  Uniform  Code  of  Military  Justice  (10  U.S.C.  801  et.  seq.)  * 

(w)  Allied  Communication  Publication  (ACP)  Number  110  * 

(ww)DoD  Directive  5230.24,  "Distribution  Statements  on  Technical  Documents,"* 
March  18,  1987  * 

(xx)  DoD  5200. 1 -PH-1,  "Classified  Information  Nondisclosure  Agreement  * 
(SF  312),"  March  1989,  authorized  by  DoD  Directive  5200. 1,  June  7,  1982  * 
(yy)  DoD  5200. 1 -PH,  "Guide  to  Marking  Classified  Documents,"  November  * 
1982,  authorized  by  DoD  Directive  5200.1,  June  7,  1982 
(zz)  DoD  Directive  C-5230.23,  "Intelligence  Disclosure  Policy  (U),"  November  18, 
1983  * 

(aaa)  DoD  Directive  5230.20,  "Visits  and  Assignments  of  Foreign  Representatives," 
April  24,  1992  * 

(bbb)DoD  TS-5105.21-M-2,  "SCI  Security  Manual  -  Communications  Intelligence* 
Policy  (U),"  July  1985,  authorized  by  DoD  Directive  5105.21,  May  19,  1977  * 
(ccc)  DoD  C-5105.21-M-1,  "SCI  Security  Manual  -  Administrative  Security  (U),"  * 
January  1985,  authorized  by  DoD  Directive  5105.21,  May  19,  1977  * 

(ddd)DoD  TS-5105.21-M-3,  "SCI  Security  Manual  -  TR  Policy  (U),"  November 
1985 

(eee)  National  COMSEC  Instruction  4003,  "Classification  Guidelines  for  COMSEC 
Information,"  December  1,  1978 

(fff)  National  COMSEC  Instruction  4006,  Reporting  COMSEC  Insecurities," 
October  20,  1983 

(ggg)National  Telecommunications  and  Information  Systems  Security  Instruction 
4001,  "Controlled  Cryptographic  Items,"  March  25,  1985 
(hhh) National  COMSEC  Instruction  4008,  "Safeguarding  COMSEC  Facilities," 
March  4,  1983 

(iii)  DoD  Directive  5405.2,  "Release  of  Official  Information  in  Litigation  and 
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Testimony  by  DoD  Personnel  as  Witnesses,"  July  23,  1985 
(iij)  DoD  Directive  S-52 10.36,  "Provision  of  DoD  Sensitive  Support  to  DoD 
Components  and  Other  Departments  and  Agencies  of  the  U  S.  Government 
(U)  June  10,  1986 

(kkk)DoD  Directive  0-5205.7,  "Special  Access  Programs  (SAP)  Policy,"  January 
1989 

(111)  MIL-HNBK-1013/1  A,  "Design  Guidelines  for  Physical  Security  of  Facilities," 
June  28,  1993 


Section  2 


PURPOSE  AND  APPLICABILITY 


1-200  Purpose 


Information  of  the  Department  of  Defense  relating  to  national  security 
shall  be  protected  against  unauthorized  disclosure  as  long  as  required  by 
national  security  considerations.  This  Regulation  establishes  a  system  for 
classification,  downgrading,  and  declassification  of  information;  sets  forth 
policies  and  procedures  to  safeguard  such  information;  and  provides  for 
oversight  and  administrative  sanctions  for  violations. 

1-201  Applicability 

This  Regulation  governs  the  DoD  Information  Security  Program  and  takes 
precedence  over  all  DoD  Component  regulations  that  implement  that  Program. 
Under  references  (a),  (b),  and  (c)  it  establishes,  for  the  Department  of 
Defense,  uniform  policies,  standards,  criteria,  and  procedures  for  the 
security  classification,  downgrading,  declassification,  and  safeguarding  of 
information  that  is  owned  by,  produced  for  or  by,  or  under  the  control  of 
the  Department  of  Defense  or  its  Components. 

1-202  Nongovernment  Operations 

Except  as  otherwise  provided  herein,  the  provisions  of  this  Regulation 
that  are  relevant  to  operations  of  nongovernment  personnel  entrusted  with 
classified  information  shall  be  made  applicable  thereto  by  contracts  or 
other  legally  binding  instruments.  (See  DoD  Directive  5220.22,  DoD 
5220. 22-R,  and  DoD  5220. 22-M,  references  (d),  (e),  and  (f).) 

1-203  Combat  Operations 

The  provisions  of  this  Regulation  relating  to  accountability, 
dissemination,  transmission,  or  safeguarding  of  classified  information  may 
be  modified  by  military  commanders  but  only  to  the  extent  necessary  to  meet 
local  conditions  in  connection  with  combat  or  combat-related  operations. 
Classified  information  should  be  introduced  into  forward  combat  areas  or 
zones  or  areas  of  potential  hostile  activity  only  when  essential  to 
accomplish  the  military  mission. 

1-204  Atomic  Energy  Material 

Nothing  in  this  Regulation  supersedes  any  requirement  related  to 
"Restricted  Data"  in  the  Atomic  Energy  Act  of  August  30,  1954,  as  amended 
(reference  (g)),  or  the  regulations  of  the  Department  of  Energy  under  that 
Act.  "Restricted  Data"  and  material  designated  as  "Formerly  Restricted 
Data"  shall  be  handled,  protected,  classified,  downgraded,  and  declassified 
to  conform  with  reference  (g)  and  the  regulations  issued  pursuant  thereto. 
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CHAPTER  V 

SAFEKEEPING  AND  STORAGE 
Section  1 

STORAGE  AND  STORAGE  EQUIPMENT 


5-100  General  Policy 

Classified  information  shall  be  secured  under  conditions  adequate  to  prevent  access  by 
unauthorized  persons.  The  requirements  specified  in  this  Regulation  represent  acceptable  security 
standards.  Exceptions  to  these  requirements  should  be  approved  by  the  responsible  DoD 
Component  Senior  Information  Security  Authority.  This  approval  authority  may  be  delegated  to 
major  commanders.  Supplemental  or  compensatory  security  measures  must  be  implemented  to 
compensate  for  the  inability  to  meet  the  baseline  standard.  DoD  policy  concerning  the  use  of 
force  for  the  protection  of  classified  information  is  specified  in  DoD  Directive  5210.56  (reference 
(dd)).  Weapons  or  sensitive  items  such  as  funds,  jewels,  precious  metals  or  drugs  shall  not  be 
stored  in  the  same  container  used  to  safeguard  classified  information.  Security  requirements  for 
Sensitive  Compartmented  Information  Facilities  (SCIFs)  are  established  by  the  Director  of  Central 
Intelligence.  Current  holdings  of  classified  material  shall  be  reduced  to  the  minimum  required  for 
mission  accomplishment. 

5-101  Standards  for  Storage  Equipment 

The  GSA  establishes  and  publishes  minimum  standards,  specifications,  and  supply 
schedules  for  containers,  vault  doors,  alarm  systems,  and  associated  security  devices  suitable  for 
the  storage  and  protection  of  classified  information.  DoD  Directive  3224.3  (reference  (gg)) 
describes  acquisition  requirements  for  physical  security  equipment  used  within  the  Department  of 
Defense. 

5-102  Storage  of  Classified  Information 

Classified  information  is  to  be  guarded  or  stored  in  a  locked  security  container,  vault, 
room,  or  area,  as  follows: 

a.  Top  Secret. 

Top  Secret  information  shall  be  stored  in  the  following: 

1.  A  GSA-approved  security  container  or  modular  vault,  in  a  vault;  or  in  the  U.S.,  in  a 
secure  room  if  under  U  S.  Government  control  (  see  Appendix  F).  Other  rooms  that  were 
approved  for  the  storage  of  Top  Secret  in  the  U  S.  may  continue  to  be  used.  When  located  in 
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areas  not  under  U.  S.  Government  control,  the  storage  container,  vault,  or  secure  room  must  be 
protected  by  an  intrusion  detection  system  or  guarded  when  unoccupied.  U  S.  Government 
control  means  access  to  the  classified  material  is  controlled  by  an  appropriately  cleared  U  S. 
Government  civilian,  military,  or  contractor  employee.  An  intrusion  detection  system  (IDS)  used 
for  this  purpose  shall  meet  the  requirements  of  Appendix  G.  Security  forces  shall  respond  to  the 
alarmed  location  within  1 5  minutes  from  time  of  notification. 


2.  New  purchases  of  combination  locks  for  GSA-approved  security  containers,  vault 
doors  and  secure  rooms  shall  conform  to  Federal  Specification  FF-L-2740.  Existing  mechanical 
combination  locks  will  not  be  repaired.  If  they  should  fail,  they  will  be  replaced  with  locks 
meeting  FF-L-2740. 

3.  Under  field  conditions  during  military  operations,  the  commander  may  prescribe  the 
measures  deemed  adequate  to  meet  the  storage  standard  contained  in  subparagraphs  1.  and  2., 
above. 


4.  Protection  of  Top  Secret  outside  the  United  States  requires  application  of  one  or 
more  supplementary  controls,  i.e.,  continuous  guard  or  duty  personnel,  inspections  of  locked 
containers/vaults  or  an  alarm  system. 

b.  Secret  and  Confidential 


Secret  and  Confidential  information  shall  be  stored  in  the  manner  prescribed  for  Top 
Secret;  or  in  secure  rooms  that  were  approved  for  the  storage  of  Secret  or  Confidential  material 
by  the  DoD  Components  prior  to  October  1,  1995.  Until  October  1,  2002,  Secret  and 
Confidential  information  may  also  be  stored  in  unapproved  or  obsolete  steel  filing  cabinets  having 
a  built-in  combination  lock  or  secured  with  a  lockbar  and  approved  combination  padlock  in  areas 
under  U  S.  Government  control,  or  in  areas  not  under  U.S.  Government  control  provided  the  area 
is  protected  by  an  IDS  or  is  guarded  when  unoccupied.  Where  IDS  is  used  to  protect  such 
information  it  should  meet  the  requirements  of  Appendix  G,  below.  Security  forces  shall  respond 
to  the  alarmed  location  within  45  minutes  from  time  of  notification. 


c.  Specialized  Security  Equipment 

1 .  Military  Platforms  or  Classified  Munition  Items.  The  Heads  of  the  DoD 
Components  shall,  consistent  with  this  Regulation,  delineate  the  appropriate  security  measures 
required  to  protect  classified  information  stored  in  containers  on  military  platforms  or  for 
classified  munition  items. 

2.  Special  Purpose  Containers.  GSA-approved  field  safes  and  special  purpose  one 
and  two  drawer  light-weight  security  containers  approved  by  the  GSA  are  used  primarily  for 
storage  of  classified  information  in  the  field  and  in  military  platforms.  Such  containers  shall  be 
securely  fastened  to  the  structure  or  under  constant  surveillance  to  prevent  their  theft.  Use  of 
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these  containers  in  ordinary  office  environments,  or  their  procurement  for  this  purpose,  must  be 
approved  by  major  commands  or  equivalents. 

3.  Map  and  Plan  Files.  GSA-approved  map  and  plan  files  are  available  for  storage  of 
odd-sized  items  such  as  computer  media,  maps,  charts,  and  classified  equipment. 

4.  Modular  Vaults.  GSA-approved  modular  vaults  meeting  Federal  Specification  AA- 
V-2737  may  be  used  to  store  classified  information  as  an  alternative  to  vault  requirements 
described  in  Appendix  F 

d.  Replacement  of  Combination  Locks.  The  mission  and  location  of  the  activity,  the 
classification  level  and  sensitivity  of  the  information,  and  the  overall  security  posture  of  the 
activity  determines  the  priority  for  replacement  of  existing  combination  locks.  All  system 
components  and  supplemental  security  measures  including  electronic  security  systems  (e  g., 
intrusion  detection  systems,  automated  entry  control  subsystems,  and  video  assessment 
subsystems),  and  level  of  operations  must  be  evaluated  by  the  commander  when  determining  the 
priority  for  replacement  of  security  equipment.  Appendix  H,  below,  provides  a  matrix  illustrating 
a  prioritization  scheme  for  the  replacement  of  existing  combination  locks  on  GSA-approved 
security  containers  and  vault  doors.  Priority  1  requires  immediate  replacement. 

e  Storage  of  Bulky  Material  Storage  areas  for  bulky  material  containing  classified 
information  may  have  access  openings  secured  by  GSA-approved  changeable  combination 
padlocks  (Federal  Specification  FF-P-1 10  series)  or  high  security  key-operated  padlocks  (Military 
Specification  MIL-P-43607)  Other  security  measures  are  required,  in  accordance  with  paragraph 
5-102  a  4.  above. 

I  The  Heads  of  the  DoD  Components  shall  establish  administrative  procedures  for 
the  control  and  accountability  of  keys  and  locks  whenever  key-operated,  high-security  padlocks 
a,  utilized.  The  level  of  protection  provided  such  keys  shall  be  equivalent  to  that  afforded  the 
classified  information  being  protected  by  the  padlock. 

2.  Section  1386  of  Title  10,  United  States  Code,  makes  unauthorized  possession  of 
keys,  key-blanks,  keyways  or  locks  adopted  by  any  part  of  the  Department  of  Defense  for  use  in 
the  protection  of  conventional  arms,  ammunition,  or  explosives,  special  weapons,  and  classified 
equipment,  a  criminal  offense  punishable  by  fine  or  imprisonment  for  up  to  10  years,  or  both. 

5-103  Procurement  of  New  Storage  Equipment 

a.  New  security  storage  equipment  shall  be  procured  from  those  items  listed  on  the  GSA 
Federal  Supply  Schedule.  Exceptions  may  be  made  by  the  heads  of  the  DoD  Components,  with 
notification  to  the  ASD(C3I).  Components  should  retain  and  apply  serviceable  storage  equipment 
made  available  as  consequence  of  draw  downs,  contractor  turn-in  of  government  furnished 
equipment,  or  other  events;  promptly  report  excess  containers  to  property  disposal;  and  fulfill 
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requirements  for  added  equipment  through  property  disposal  when  that  is  cost  beneficial. 

b  Current  holdings  of  classified  material  shall  be  reduced  to  the  minimum  required  for 
mission  accomplishment. 

c.  Nothing  in  this  Chapter  shall  be  construed  to  modify  existing  Federal  supply  class 
management  assignments  made  under  DoD  Directive  5030.47  (reference  (ee)). 

5-104  Equipment  Designations  and  Combinations 

a.  Numbering  and  Designating  Storage  Facilities.  There  will  be  no  external  mark 
revealing  the  level  of  classified  information  authorized  to  be  or  actually  stored  in  a  given  container 
or  vault.  Priorities  for  emergency  evacuation  and  destruction  will  not  be  marked  or  posted  on  the 
exterior  of  storage  containers  or  vaults. 

b  Combinations  to  Containers  and  Vaults 


1 .  Changing:  Combinations  to  security  containers,  vaults  and  secure  rooms  shall  be 
changed  only  by  individuals  having  that  responsibility  and  an  appropriate  security  clearance. 
Combinations  shall  be  changed: 

(a)  When  placed  in  use; 

(b)  Whenever  an  individual  knowing  the  combination  no  longer  requires  access; 

(c)  When  the  combination  has  been  subject  to  possible  compromise; 

(d)  At  least  once  every  two  years;  or 

(e)  When  taken  out  of  service.  Built-in  combination  locks  shall  then  be  reset  to  the 
standard  combination  50-25-50;  combination  padlocks  shall  be  reset  to  the  standard  combination 
10-20-30. 


2.  Selecting  Combinations.  Combinations  for  each  lock  shall  be  unique  to  that  lock  and 
shall  have  no  systematic  relationship  to  other  combinations  used  within  a  specific  office. 
Combination  numbers  shall  not  be  derived  from  numbers  otherwise  associated  with  the  specific 
office  or  its  personnel.  The  number  within  a  combination  shall  be  selected  on  a  random  basis 
without  deliberate  relationship  of  one  to  the  other  except  to  provide  appropriate  variance  to 
operate  the  lock  properly. 

3,  Classifying  Combinations.  The  combination  of  a  container,  vault  or  secure  room 
used  for  the  storage  of  classified  information  shall  be  assigned  a  security  classification  equal  to  the 
highest  category  of  the  classified  information  stored  therein.  Any  written  record  of  the 
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combination  shall  be  marked  with  the  classification.  Declassification  of  combinations  occurs  at 
the  time  they  are  changed. 

4.  Recording  Storage  Facility  Data.  A  record  shall  be  maintained  for  each  vault  or 
secure  room  door,  or  container  used  for  storage  of  classified  information,  showing  location  of  the 
door  or  container,  and  the  names,  home  addresses,  and  home  telephone  numbers  of  the 
individuals  having  knowledge  of  the  combination.  Standard  Form  700,  "Security  Container 
Information,"  shall  be  used  for  this  purpose. 

(a)  Part  1  of  the  SF  700,  when  completed,  shall  be  placed  in  an  interior  location  in 
security  cabinets  and  on  vault  or  secure  room  doors.  To  the  extent  practical.  Part  1  shall  be  on 
the  inside  face  of  the  locking  drawer  of  file  cabinets,  and  on  the  inside  surface  of  map  and  plan 
cabinet  and  vault  doors. 

(b)  SF  700,  Parts  2  and  2A,  shall  be  marked  conspicuously  on  their  front  with  the 
highest  level  of  classification  and  any  special  access  notice  applicable  to  the  information 
authorized  for  storage  in  the  container  and  will  be  stored  in  a  security  container  other  than  the  one 
to  which  they  apply. 

(c)  Internal  security  procedures  shall  provide  for  prompt  notification  to  the  official 
responsible  for  the  area  if  a  container  is  found  unsecured  and  unattended  or  show  evidence  of 
unauthorized  entry  attempt  or  SF  700  is  inaccessible  or  not  available. 

(d)  Listings  of  persons  having  knowledge  of  the  combination  shall  be  continued  as 
necessary  on  an  attachment  to  Part  2. 

5.  Dissemination.  Access  to  the  combination  of  a  vault  or  container  used  for  the 
storage  of  classified  information  shall  be  granted  only  to  those  individuals  who  are  authorized 
access  to  the  classified  information  to  be  stored  therein. 

c.  Access  Controls.  Entrances  to  secure  rooms  or  areas  should  be  under  visual  control  at 
all  times  during  duty  hours  to  preclude  entry  by  unauthorized  personnel  or  equipped  with  electric, 
mechanical  or  electromechanical  access  control  devices  to  limit  access  during  duty  hours. 
Appendix  I  provides  standards  for  these  access  control  devices;  the  use  of  automated  systems 
described  therein  is  encouraged. 

5-105  Repair  of  Damaged  Security  Containers 

Neutralization  of  lock-outs  or  repair  of  any  damage  that  affects  the  integrity  of  a  security 
container  approved  for  storage  of  classified  information  shall  be  accomplished  only  by  authorized 
persons  who  have  been  the  subject  of  a  trustworthiness  determination  in  accordance  with  DoD 
Regulation  5200. 2-R  (reference  (11)  and  are  continuously  escorted  while  so  engaged. 
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a.  With  the  exception  of  frames  bent  through  application  of  extraordinary  stress,  a  GSA- 
approved  security  container  manufactured  prior  to  October  1991  (identified  by  a  silver  GSA  label 
with  black  lettering  affixed  to  the  exterior  of  the  container)  is  considered  to  have  been  restored  to 
its  original  state  of  security  integrity  as  follows: 

1 .  All  damaged  or  altered  parts,  for  example,  the  locking  drawer,  drawer  head,  or  lock, 
are  replaced;  or 

2.  Has  been  drilled  immediately  adjacent  to  or  through  the  dial  ring  to  neutralize  a  lock¬ 
out,  a  replacement  lock  meeting  FF-L-2740  is  used,  and  the  drilled  hole  is  repaired  with  a  tapered, 
hardened  tool-steel  pin,  or  a  steel  dowel,  drill  bit,  or  bearing  with  a  diameter  slightly  larger  than 
the  hole  and  of  such  length  that  when  driven  into  the  hole  there  shall  remain  at  each  end  of  the  rod 
a  shallow  recess  not  less  than  1/8  inch  nor  more  than  3/ 16-inch  deep  to  permit  the  acceptance  of 
substantial  welds,  and  the  rod  is  welded  both  on  the  inside  and  outside  surfaces.  The  outside  of 
the  drawer  head  must  then  be  puttied,  sanded,  and  repainted  in  such  a  way  that  no  visible 
evidence  of  the  hole  or  its  repair  remains  on  the  outer  surface. 

b.  In  the  interests  of  cost  efficiency,  the  procedures  identified  in  paragraph  5-105  . a.2., 
above,  should  not  be  used  for  GSA-approved  security  containers  purchased  after  October  1991 
(distinguished  by  a  silver  GSA  label  with  red  lettering  affixed  to  the  outside  of  the  container 
control  drawer)  until  it  is  first  determined  whether  warranty  protection  still  applies.  To  make  this 
determination,  it  will  be  necessary  to  contact  the  manufacturer  and  provide  the  serial  number  and 
date  of  manufacture  of  the  container.  If  the  container  is  under  warranty,  a  lock-out  will  be 
neutralized  using  the  procedures  described  in  the  Naval  Facilities  Engineering  Service  Center 
(NFESC)  Technical  Data  Sheet  (TDS)  2000-SHR  (reference  (mmm)). 

c.  Unapproved  modification  or  repair  of  security  containers  and  vault  doors  is  considered 
a  violation  of  the  container's  or  door's  integrity  and  the  GSA  label  shall  be  removed.  Thereafter, 
they  may  not  be  used  to  protect  classified  information  except  as  otherwise  authorized  in  this 
Regulation. 

5-106  Maintenance  and  Operating  Inspections 

a.  Maintenance.  The  Heads  of  the  DoD  Components  shall  establish  procedures 
concerning  maintenance  of  classified  material  security  containers  and  vaults  to  accomplish  the 
following: 

1 .  Permit  only  those  persons  who  have  been  the  subject  of  a  trustworthiness 
determination  in  accordance  with  DoD  Regulation  5200. 2-R  (reference  (11))  to  perform 
maintenance  which  affects  the  protective  features  of  the  container  or  vault. 

2.  Require  a  record  of  all  maintenance  performed  on  a  container  or  vault  be 
maintained  by  the  using  activity  and  retained  with  the  container  or  vault.  The  record  shall  reflect 
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the  operating  problem  requiring  maintenance,  the  date  maintenance  was  performed,  the  name  and 
organization  of  the  maintenance  technician,  the  work  accomplished,  and  the  activity  official 
certifying  the  subsequent  proper  operation  of  the  container  or  vault  These  records  shall  be 
retained  for  the  service  life  of  the  container  or  vault 

3.  Refer  any  discovery  of  unauthorized  tampering  or  modification  of  a  container  or 
vault  to  the  supporting  counterintelligence  organization  for  investigation. 

4.  Provide  a  preventive  maintenance  program  for  containers  and  vaults  to  detect  and 
correct  operating  problems  affecting  their  security. 

b.  Operating  Inspections.  Containers  and  vaults  shall  be  inspected  before  being  used,  and 
periodically  thereafter,  and  whenever  discovered  open  and  unattended  or  evidence  of  actual  or 
attempted  unauthorized  forced  or  covert  entry  is  present  to  assure  the  presence  and  proper 
operation  of  their  protective  security  features  before  they  may  continue  in  use  to  store  classified 
material. 


Section  2 

CUSTODIAL  PRECAUTIONS 
5-200  Responsibilities  of  Custodians 

Anyone  who  has  been  duly  authorized/appointed  to  maintain  classified  information  is 
responsible  for  its  safekeeping,  to  include  storing  the  material  in  approved  storage  containers  or 
facilities  when  it  is  not  in  use  or  under  the  supervision  of  an  authorized  person. 

5-201  Residential  Storage  Arrangements 

Only  the  Head  of  a  DoD  Component,  or  single  designee  at  the  Component 
headquarters  and  major  command  levels,  may  authorize  removal  of  classified  material 
from  designated  working  areas  in  off-duty  hours,  for  work  at  home  or  otherwise, 
provided  that  a  GSA-approved  security  container  is  furnished  and  appropriate  regulations 
otherwise  provide  for  the  maximum  protection  possible  under  the  circumstances.  Any  such 
arrangements  approved  before  the  effective  date  of  this  Regulation  shall  be  reevaluated  and,  if 
continued  approval  is  warranted,  compliance  with  this  paragraph  is  necessary. 

5-202  Care  During  Working  Hours 

a.  Classified  material  removed  from  storage  shall  be  kept  under  constant 
surveillance  by  persons  authorized  access  and  having  a  need  to  know  thereto  and,  when  not  in 
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use,  protected  from  unauthorized  view  of  its  classified  contents  until  returned  to  storage.  Such 
protection  shall  be  provided,  as  applicable,  by  the  material’s  unclassified  cover  or  by  an 
appropriate  cover  sheet  Cover  sheets  shall  be  Standard  Forms  703,  704,  and  705  for, 
respectively,  Top  Secret,  Secret,  and  Confidential  documents 

b.  Preliminary  drafts,  carbon  sheets,  plates,  stencils,  stenographic  notes, 
worksheets,  computer  and  typewriter  ribbons,  transfer  medium  and  other  items  containing 
classified  information  shall  be  safeguarded  according  to  the  level  of  classified  information 
they  contain  and  shall  be  accordingly  destroyed  after  they  have  served  their  purpose. 

Transfer  medium  include  drums,  cartridges,  belts,  sheets,  memory,  and  other  material  in 
copiers,  printers,  facsimile  and  other  devices  of  items  which  receive  or  come  in  contact 
with  classified  information. 

c  Destruction  of  personal  computer  printer  or  typewriter  ribbons  from  which 
classified  information  can  be  obtained  shall  be  accomplished  in  the  manner  prescribed  for 
classified  working  papers  of  the  same  classification  After  the  upper  and  lov.tr  sections 
have  been  cycled  through  and  overprinted  five  times  in  all  ribbon  or  impact  or  typing 
positions,  fabric  ribbons  may  be  treated  as  unclassified  regardless  of  their  previous 
classified  use  Carbon  and  plastic  ribbons  and  carbon  paper  that  have  been  used  in  the 
production  of  classified  information  shall  be  destroyed  in  the  manner  prescribed  for 
working  papers  of  the  same  classification  after  initial  usage  However,  any  typewriter 
ribbon  that  uses  technology  which  enables  the  ribbon  to  be  struck  several  times  in  the 
same  area  before  it  moves  to  the  next  position  may  be  treated  as  unclassified 

5-203  End-of-Dav  Security  Checks 

The  Heads  of  activities  that  process  or  store  classified  information  shall  establish  a 
system  of  security  checks  at  the  close  of  each  working  day  to  ensure  that  the  area  is 
secure  Standard  Form  701,  "Activity  Security  Checklist,"  shall  be  used  to  record  such 
checks  Standard  Form  702,  "Security  Container  Check  Sheet,"  shall  be  used  to  record 
the  use  of  all  vaults,  secure  rooms  and  containers  used  for  the  storage  of  classified 
material 

5-204  Emergency  Planning 

a  Plans  shall  be  developed  for  the  protection,  removal,  or  destruction  of  classified 
material  in  case  of  fire,  natural  disaster,  civil  disturbance,  terrorist  activities,  or  enemy 
action.  Such  plans  shall  establish  detailed  procedures  and  responsibilities  for  the 
protection  of  classified  material  to  ensure  that  the  material  does  not  come  into  the 
possession  of  unauthorized  persons  These  plans  shall  include  the  treatment  of  classified 
information  located  in  foreign  countries  Emergency  destruction  procedures  are  not  needed  for 
activities  located  inside  the  50  states 
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b.  These  emergency  planning  procedures  do  not  apply  to  material  related  to  COMSEC. 
Planning  for  the  emergency  protection  including  emergency  destruction  under  no-notice 
conditions  of  classified  COMSEC  materiel  shall  be  developed  in  accordance  with  requirements  of 
NACSI  4006  (reference  (fff)) 

c.  Emergency  plans  shall  provide  for  the  protection  of  classified  material  in  a  manner  that 
will  minimize  the  risk  of  injury  or  loss  of  life  to  personnel.  In  the  case  of  fire  or  natural  disaster, 
the  immediate  placement  of  authorized  personnel  around  the  affected  area,  preinstructed  and 
trained  to  prevent  the  removal  of  classified  material  by  unauthorized  personnel,  is  an  acceptable 
means  of  protecting  classified  material  and  reducing  casualty  risk.  Such  plans  shall  provide  for 
emergency  destruction  to  preclude  capture  of  classified  material  when  determined  to  be  required 
in  overseas  locations. 

*-205  Telecommunications  Conversations 


a.  Classified  information  shall  not  be  discussed  in  telephone  conversations  except  over 
approved  secure  communications  circuits,  that  is,  cryptographically  protected  circuits  or 
protected  distribution  systems  installed  in  accordance  with  National  COMSEC  Instruction  4009 
(reference  (hh)). 

b.  The  Secure  Telephone  Unit-Ill  (STU-III)  is  approved  for  classified  discussions  within 
the  limitations  displayed  by  the  STU-III.  The  need-to-know  must  be  established  before 
discussing  classified  information. 

c.  Users  of  secure  telephones  shall  assure  that  only  persons  with  appropriate  clearance 
and  need-to-know  are  within  hearing  range  of  their  conversation. 

5-206  Removal  of  Classified  Storage  and  Information  Processing  Equipment 

All  classified  storage  containers  and  information  processing  equipment  shall  be  inspected 
by  properly  cleared  personnel  before  removal  from  protected  areas  or  unauthorized  persons  are 
allowed  access  to  them.  The  inspection  shall  be  accomplished  to  assure  no  classified  information 
remains  within  the  equipment.  Some  examples  of  equipment  which  shall  be  inspected  are: 

a.  Reproduction  or  facsimile  machines  and  AIS  components  and  other  office  equipment 
used  to  process  classified  information. 

b.  GSA-aproved  security  containers,  filing  cabinets,  or  other  storage  containers  used  for 
safeguarding  classified  information;  and 

c.  Other  items  of  equipment  that  may  inadvertently  contain  classified  information. 
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5-207  Classified  Discussions.  Meetings  and  Conferences 

Security  requirements  and  procedures  governing  disclosure  of  classified  information  at 
conferences,  symposia,  conventions,  and  similar  meetings,  and  those  governing  the  sponsorship 
and  attendance  of  U  S. and  foreign  personnel  at  such  meetings,  are  set  forth  in  DoD  Directive 
5200  12,  DoD  Instruction  5230.20,  DoD  5220. 22-R,  and  DoD  5220. 22-M  (references  (ii),  (aa), 
(e),  and  (f)  respectively. 

5-208  Safeguarding  of  U  S.  Classified  Information  Located  in  Foreign  Countries 

Except  for  classified  information  that  has  been  authorized  for  release  to  a  foreign 
government  or  international  organization  pursuant  to  DoD  Directive  5230.1 1  (reference  (oo)), 
and  is  under  the  security  control  of  such  government  or  organization,  the  retention  of  U  S. 
classified  material  in  foreign  countries  may  be  authorized  only  when  that  material  is  necessary  to 
satisfy  specific  U  S.  Government  requirements.  This  includes  classified  material  temporarily 
transferred  into  a  foreign  country  through  U  S.  Government  personnel  authorized  to  escort  or 
handcarry  such  material  pursuant  to  Chapter  VIII,  Section  3,  below,  as  applicable.  Whether 
permanently  or  temporarily  retained,  the  classified  materials  shall  be  stored  under  U  S. 
Government  control,  as  follows.  See  paragraph  5-102  for  additional  guidance  on  Top  Secret 
information. 

a.  At  a  U  S.  military  installation,  or  a  location  where  the  United  States  enjoys 
extraterritorial  status,  such  as  an  embassy  or  consulate. 

b.  At  a  U  S.  Government  activity  located  in  a  building  used  exclusively  by  U  S. 
Government  tenants,  if  the  building  is  under  24-hour  control  by  U  S.  Government 
personnel 

c.  At  a  U  S.  Government  activity  located  in  a  building  not  used  exclusively  by  U  S. 
Government  tenants  nor  under  host-government  control,  provided  the  classified  material  is  stored 
in  security  containers  approved  by  the  GSA  and  is  placed  under  24-hour  control  by  U  S. 
Government  personnel. 

d  At  a  U  S.  Government  activity  located  in  a  building  not  used  exclusively  by  U  S. 
Government  tenants,  but  which  is  under  host-government  control,  provided  the  classified  material 
is  stored  in  GSA-approved  security  containers  that  are  further  secured  in  a  locked  room  or  area  to 
which  only  U  S.  personnel  have  access. 

e.  When  host  government  and  U  S.  personnel  are  collocated,  U  S.  classified  material  that 
has  not  been  authorized  for  release  to  the  host  government  under  DoD  Directive  5230. 1 1 
(reference  (oo)),  shall,  be  segregated  from  releasable  classified  material  to  facilitate  physical 
control  and  prevent  inadvertent  compromise.  U.S  classified  material  that  is  releasable  to  the  host 
country  need  not  be  subject  to  the  24-hour  U.S.  control  requirement  provided  the  host 
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government  exercises  its  own  control  measures  over  the  pertinent  areas  or  containers  during 
nonduty  hours. 

f.  Foreign  nationals  shall  be  escorted  while  in  areas  where  nonreleasable  U.S.  classified 
material  is  handled  or  stored.  When  required  by  operational  necessity,  foreign  nationals  may  be 
permitted,  during  duty  hours,  unescorted  entry  to  such  areas  provided  the  nonreleasable 
information  is  properly  stored  or  is  under  the  direct  personal  supervision  and  control  of  cleared 
U.S.  personnel  who  can  prevent  unauthorized  access. 

g.  Under  field  conditions  during  military  operations,  the  commander  may  prescribe  the 
measures  deemed  adequate  to  protect  classified  material. 

5-209  Non-CQMSEC  Classified  Information  Processing  Equipment 

The  Department  of  Defense  has  a  variety  of  non-COMSEC  approved  equipment  to 
process  classified  information.  This  includes  copiers,  facsimile  machines,  printers,  scanners, 
cameras,  printers  for  AISs,  AISs,  electronic  typewriters,  and  other  word  processing  systems 
among  others.  Because  much  of  this  equipment  has  known  security  vulnerabilities,  its  use  can 
cause  unauthorized  disclosure. 

a.  Activities  must  identify  those  features,  parts,  or  functions  of  equipment  used  to 
process  classified  information  which  may  retain  all  or  part  of  the  information.  Activity 
security  procedures  must  prescribe  safeguards  to: 

1 .  Prevent  unauthorized  access  to  that  information. 

2.  Replace  and  destroy  equipment  parts  as  classified  material  when  the  information 
cannot  be  removed  from  them.  Alternatively,  the  equipment  may  be  designated  as  "classified” 
and  protected  at  least  at  the  retained  information’s  classification  level. 

b.  Activities  will  select  equipment  that  performs  the  needed  function  and  presents  the 
lowest  acceptable  risk  to  the  classified  information  the  equipment  processes. 

c.  Activities  will  comply  with  guidance  on  security  vulnerabilities  issued  by  appropriate 
authority  and  must  report  equipment  problems  and  failures. 

5-210  Reporting  Equipment  Problems  and  Vulnerabilities 

a.  The  equipment  that  the  Department  of  Defense  uses  to  safeguard,  destroy  or  process 
classified  information  can  fail  to  function  properly  or  otherwise  perform  in  a  way  that  threatens 
that  information.  When  that  occurs,  responsible  individuals  within  the  using  activities  must 
promptly: 


V-ll 


//First  Amendment  (Ch  2,  10/28/94) 


1 .  Restore  the  protection  to  the  information. 

2.  Report  the  incident  to  their  Component  security  office.  Such  reports  shall: 

(a)  Be  classified  or  transmitted  by  secure  means,  as  warranted  by  the  nature  of  the 

problem. 

(b)  Describe  the  problem;  the  equipment’s  type,  manufacturer,  and  any  serial 
number;  the  number  of  equipment  units  involved;  and  any  means  found  to  overcome  the  problem. 

(c)  Be  in  addition  to  those  made  to  logis'.ics,  supply,  or  contracting  offices,  or  those 
made  in  reporting  security  violations. 

b.  Component  security  offices  receiving  such  reports  shall  assess  the  impact  on  other 
Component  activities  and  advise  them  accordingly.  They  shall  also  promptly  send  a  copy  of  the 
initial  and  any  subsequent  reports  to  the  Director,  Counterintelligence  and  Security 
Programs,  ODASD(I&S),  OASD(C3I).  They  shall  include  their  assessment  of  the  impact 

and  a  summary  of  the  related  Component  actions. 

c.  Problems  or  vulnerabilities  with  COMSEC  equipment  and  Controlled  Cryptographic 
Items  shall  be  reported  as  prescribed  by  the  controlling  COMSEC  authorities  rather  than  under 
this  subsection.  The  COMSEC  authority  shall  promptly  coordinate  these  reports  and  correcting 
actions  with  the  Director,  Counterintelligence  and  Security  Programs,  OASD(C3I),  when  the 
problems  or  vulnerabilities  are  common  to  all  such  equipment. 

Section  3 

INSTALLATION  ENTRY  AND  EXIT  INSPECTION  PROGRAM 


5-300  Policy 

Commanders  shall  prescribe  procedures  for  inspecting  persons,  their  property  and  vehicles 
at  entry  and  exit  points  of  installations  or  at  designated  secure  areas  within  an  installation  and  for 
search  of  persons  and  their  possessions  while  on  an  installation. 

a.  This  shall  include  determination  of  whether  inspections  are  randomly  conducted  or 
mandatory  for  all,  and  shall  prescribe  procedures  to  ensure  the  safeguarding  of  classified 
information. 

b.  Examinations  of  individuals  and  their  possessions  while  on  the  installation  for  the 
primary  purpose  of  obtaining  evidence  is  classified  as  a  "search"  under  the  fourth  amendment  and 
separate  guidance  regarding  the  conduct  of  these  searches  shall  be  issued. 

V-12 


rst  Amendment  (Ch  2,  10/28/94) 


Jun  86// 

DoD  5200. 1-R 


c.  All  procedures  shall  be  reviewed  for  legal  sufficiency  by  the  general  counsel  or  legal 
advisor  before  issuance.  These  procedures  shall  require  Commanders  to  consult  with  their 
servicing  Judge  Advocate  or  other  legal  advisor  before  authorizing  gate  inspections. 
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1.  Vault 

a.  Floor  and  Walls.  Eight  inches  of  concrete  reinforced  to  meet  current  structural  standards.  Walls 
are  to  extend  to  the  underside  of  the  roof  slab  above. 

b.  Roof.  Monolithic  reinforced-concrete  slab  of  thickness  to  be  determined  by  structural  requirements, 
but  not  less  than  the  floors  and  walls. 

c.  Ceiling.  The  roof  or  ceiling  must  be  reinforced  concrete  of  a  thickness  to  be  determined  by 
structural  requirements,  but  not  less  than  the  floors  and  walls. 

d.  Vault  door  and  frame  unit  should  conform  to  Federal  Specification  AA-D-2757  Class  8  vault  door, 
or  Federal  Specification  AA-D-600  Class  5  vault  door. 


a.  The  walls,  floor,  and  roof  construction  of  secure  rooms  must  be  of  permanent  construction 
materials;  i.e.,  plaster,  gypsum  w allboard,  metal  panels,  hardboard,  wood,  plywood,  or  other  materials 
offering  resistance  to,  and  evidence  of  unauthorized  entry  into  the  area.  Walls  shall  be  extended  to  the  true 
ceiling  and  attached  with  permanent  construction  materials,  wire  mesh  or  18  gauge  expanded  steel  screen. 

b.  Ceiling.  The  ceilings  shall  be  constructed  of  plaster,  gypsum,  wallboard  material,  hardwood,  or  any 
other  acceptable  material. 


c.  Poors.  The  access  door  to  the  room  shall  be  substantially  constructed  of  wood  or  metal.  The  hinge 
pins  of  outswing  doors  shall  be  peened,  brazed,  or  spot  welded  to  prevent  removal.  Door  should  be 
equipped  with  a  built-in  GSA-approved  combination  lock  meeting  Federal  Specification  FF-L-2740. 

d.  Windows.  Windows  which  are  less  than  1 8  feet  above  the  ground  measured  from  the  bottom  of  the 
window,  or  are  easily  accessible  by  means  of  objects  directly  beneath  the  windows,  shall  be  constructed 
from  or  covered  with  materials  which  will  provide  protection  from  forced  entry.  The  protection  provided  to 
the  windows  need  be  no  stronger  than  the  strength  of  the  contiguous  walls. 

e.  Openings.  Utility  openings  such  as  ducts  and  vents  should  be  kept  at  less  than  man-passable  (96 
square  inches)  opening.  Openings  larger  than  96  square  inches  will  be  hardened  in  accordance  with 
Military  Handbook  1013/1 A  (reference  (111)). 
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APPENBIX-G 

IDS  STANDARDS 


1.  An  IDS  must  detect  an  unauthorized  penetration  in  the  secured  area.  An  IDS  complements 
other  physical  security  measures  and  consists  of  the  following: 

a.  Intrusion  Detection  Equipment  (IDE). 

b.  Security  forces. 

c.  Operating  procedures. 

2.  System  Functions 

a.  IDS  components  operate  as  a  system  with  the  following  four  distinct  phases: 

(1)  Detection. 

(2)  Communications. 

(3)  Assessment- 

(4)  Rssp.Qnse- 

b.  These  elements  are  equally  important,  and  none  can  be  eliminated  if  an  IDS  is  to  provide 
an  acceptable  degree  of  protection. 

(1)  Detection:  The  detection  phase  begins  as  soon  as  a  detector  or  sensor  reacts  to  stimuli 
it  is  designed  to  detect.  The  sensor  alarm  condition  is  then  transmitted  over  cabling  located 
within  the  protected  area  to  the  Premise  Control  Unit  (PCU).  The  PCU  may  service  many 
sensors.  The  PCU  and  the  sensors  it  serves  comprise  a  "zone"  at  the  monitor  station.  This  shall 
be  used  as  the  definition  of  an  alarmed  zone  for  purposes  of  this  Regulation. 

(2)  Reporting:  The  PCU  receives  signals  from  all  sensors  in  a  protected  area  and 
incorporates  these  signals  into  a  communication  scheme.  Another  signal  is  added  to  the 
communication  for  supervision  to  prevent  compromise  of  the  communication  scheme.  This 
supervised  signal  is  intended  to  disguise  the  information  and  protect  the  IDS  against 
tampering  or  injection  of  false  information  by  an  intruder.  The  supervised  signal  is  sent  by  the 
PCU  through  the  transmission  link  to  the  monitor  station.  Inside  the  monitor  station 
either  a  dedicated  panel  or  central  processor  monitors  information  from  the  PCU  signals. 
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When  an  alarms  occur,  an  annunciator  generates  an  audible  and  visible  alert  to  security  personnel. 
Alarms  result  normally  from  intrusion,  tampering,  component  failure,  or  system  power  failure. 

(3)  Assessment:  The  assessment  period  is  the  first  phase  that  requires  human 
interaction.  When  alarm  conditions  occur,  the  operator  assesses  the  situation  and  dispatches  the 
response  force. 

(4)  Response:  The  response  phase  begins  as  soon  as  the  operator  assesses  an  alarm 
condition.  A  response  force  must  immediately  respond  to  all  alarms.  The  response  phase  must 
also  determine  the  precise  nature  of  the  alarm  and  take  all  measures  necessary  to  safeguard  the 
secure  area. 

3. 


a.  As  determined  by  the  commander  all  areas  that  reasonably  afford  access  to  the  container, 
or  where  classified  data  is  stored  should  be  protected  by  IDS  unless  continually  occupied.  Prior 
to  the  installation  of  an  IDS,  commanders  shall  consider  the  threat,  vulnerabilities,  in-depth 
security  measures  and  shall  perform  a  risk  analysis. 

b.  Acceptability  of  Equipment:  All  IDE  must  be  UL-listed  (or  equivalent)  and  approved  by 
the  DoD  Component  or  government  contractor.  Government  installed,  maintained,  or  furnished 
systems  are  acceptable. 

4. 


a.  Transmission  Line  Security:  When  the  transmission  line  leaves  the  facility  and  traverses 
an  uncontrolled  area.  Class  I  or  Class  II  line  supervision  shall  be  used. 

(1)  Class  I:  Class  I  line  security  is  the  achieved  through  the  use  of  DES  or  an  algorithm 
based  on  the  cypher  feedback  or  cypher  block  chaining  mode  of  encryption.  Certification  by 
NIST  or  another  independent  testing  laboratory  is  required. 

(2)  Class  II:  Class  II  line  supervision  refers  to  systems  in  which  the  transmission  is 
based  on  pseudo  random  generated  tones  or  digital  encoding  using  an  interrogation  and  response 
scheme  throughout  the  entire  communication,  or  UL  Class  AA  line  supervision.  The  signal  shall 
not  repeat  itself  within  a  minimum  6  month  period.  Class  II  security  shall  be  impervious  to 
compromise  using  resistance,  voltage,  current,  or  signal  substitution  techniques. 

b.  Internal  Cabling:  The  cabling  between  the  sensors  and  the  PCU  should  be  dedicated  to 
IDE  and  must  comply  with  national  and  local  code  standards. 

c.  Entry  Control  Systems:  If  an  entry  control  system  is  integrated  into  an  IDS,  reports  from 
the  automated  entry  control  system  should  be  subordinate  in  priority  to  reports  from  intrusion 
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alarms. 

d.  Maintenance  Mode:  When  an  alarm  zone  is  placed  in  the  maintenance  mode,  this 
condition  shall  be  signaled  automatically  to  the  monitor  station.  This  signal  must  appear  as  an 
alarm  or  maintenance  message  at  the  monitor  station  and  the  IDS  shall  not  be  securable  while  in 
the  maintenance  mode.  The  alarm  or  message  must  be  continually  visible  at  the  monitor  station 
throughout  the  period  of  maintenance.  A  standard  operating  procedure  must  be  established  to 
address  appropriate  actions  when  maintenance  access  is  indicated  at  the  panel.  All  maintenance 
periods  shall  be  archived  in  the  system.  A  self-test  feature  shall  be  limited  to  one  second  per 
occurrence. 

e.  Annunciation  of  Shunting  or  Masking  Condition:  Shunting  or  masking  of  any  internal 
zone  or  sensor  must  be  appropriately  logged  or  recorded  in  archive.  A  shunted  or  masked 
internal  zone  or  sensor  must  be  displayed  as  such  at  the  monitor  station  throughout  the  period  the 
condition  exists  whenever  there  is  a  survey  of  zones  or  sensors. 

f.  Indications  of  alarm  status  shall  be  revealed  at  the  monitoring  station  and  optionally 
within  the  confines  of  the  secure  area. 

g.  Power  Supplies:  Primary  power  for  all  IDE  shall  be  commercial  AC  or  DC  power.  In 
the  event  of  commercial  power  failure  at  the  protected  area  or  monitor  station,  the  equipment 
shall  change  power  sources  without  causing  an  alarm  indication. 

(1)  Emergency  Power:  Emergency  power  shall  consist  of  a  protected  independent 
backup  power  source  that  provides  a  minimum  of  4  hours  operating  power  battery  and/or 
generator  power.  When  batteries  are  used  for  emergency  power,  they  shall  be  maintained  at  full 
charge  by  automatic  charging  circuits.  The  manufacturer's  periodic  maintenance  schedule  shall  be 
followed  and  results  documented. 

(2)  Power  Source  and  Failure  Indication:  An  illuminated  indication  shall  exist  at  the  PCU 
of  the  power  source  in  use  (AC  or  DC).  Equipment  at  the  monitor  station  shall  indicate  a  failure 
in  power  source,  a  change  in  power  source,  and  the  location  of  the  failure  or  change. 

h.  Component  Tamper  Protection:  IDE  components  located  inside  or  outside  the  secure 
area  should  be  evaluated  for  a  tamper  protection  requirement.  If  access  to  a  junction  box  or 
controller  will  enable  an  unauthorized  modification,  tamper  protection  should  be  provided. 

5.  System  Requirements 

a.  Independent  Equipment.  When  many  alarmed  areas  are  protected  by  one  monitor 
station,  secure  room  zones  must  be  clearly  distinguishable  from  the  other  zones  to  facilitate  a 
priority  response.  All  sensors  shall  be  installed  within  the  protected  area. 
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b.  Access  and/or  Secure  Switch  and  PCU:  No  capability  should  exist  to  allow  changing  the 
access  status  of  the  IDS  from  a  location  outside  the  protected  area.  All  PCUs  must  be  located 
inside  the  secure  area  and  should  be  located  near  the  entrance.  Assigned  personnel  should  initiate 
all  changes  in  access  and  secure  status.  Operation  of  the  PCU  may  be  restricted  by  use  of  a  device 
or  procedure  that  verifies  authorized  use.  In  the  secure  mode,  any  unauthorized  entry  into  the 
space  shall  cause  an  alarm  to  be  transmitted  to  the  monitor  station. 

c.  Motion  Detection  Protection:  Secure  areas  that  reasonably  afford  access  to  the  container 
or  where  classified  data  is  stored  should  be  protected  with  motion  detection  sensors;  e.g., 
ultrasonic  and  passive  infrared.  Use  of  dual  technology  is  authorized  when  one  technology 
transmits  an  alarm  condition  independently  from  the  other  technology.  A  failed  detector  shall 
cause  an  immediate  and  continuous  alarm  condition. 

d.  Protection  of  Perimeter  Doors:  Each  perimeter  door  shall  be  protected  by  a  balanced 
magnetic  switch  (BMS)  that  meets  the  standards  of  UL  634. 

e.  Windows:  All  readily  accessible  windows  (within  18  feet  of  ground  level)  shall  be 
protected  by  an  IDS,  either  independently  or  by  the  motion  detection  sensors  in  the  space. 

f.  IDS  Requirements  for  Continuous  Operations  Facilities:  A  continuous  operations  facility 
may  not  require  an  IDS.  This  type  of  secure  area  should  be  equipped  with  an  alerting  system  if 
the  occupants  cannot  observe  all  potential  entrances  into  the  room.  Duress  devices  may  also  be 
required. 

g.  False  and/or  Nuisance  Alarm:  Any  alarm  signal  transmitted  in  the  absence  of  detected 
intrusion  or  identified  as  a  nuisance  alarm  is  a  false  alarm.  A  nuisance  alarm  is  the  activation  of  an 
alarm  sensor  by  some  influence  for  which  the  sensor  was  designed  but  which  is  not  related  to  an 
intrusion  attempt.  All  alarms  shall  be  investigated  and  the  results  documented.  The  maintenance 
program  for  the  IDS  should  ensure  that  incidents  of  false  alarms  should  not  exceed  1  in  a  period 
of  30  days  per  zone. 

6. 


a.  IDS  Installation  and  Maintenance  Personnel:  Alarm  installation  and  maintenance  should 
be  accomplished  by  U.S.  citizens  who  have  been  subjected  to  a  trustworthiness  determination  in 
accordance  with  DoD  Regulation  5200.2-R  (reference  (11). 

b.  Monitor  Station  Staffing:  The  monitor  station  should  be  supervised  continuously  by  U.S. 
citizens  who  have  been  subjected  to  a  trustworthiness  determination  in  accordance  with  DoD 
Regulation  5200.2-R  (reference  (11). 
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*  A  -  Located  in  a  controlled  ennvironment  where  the  Department  of  Defense  has  the  authority  to 
prevent  unauthorized  disclosure  of  classified  information.  The  Government  may  control  or  deny 
access  to  the  space,  post  guards,  require  identification,  challenge  presence,  innspect  packages, 
program  elevators,  or  take  other  reasonable  measures  necessary  to  deny  unauthorized  access. 

**B  -  Located  in  an  uncontrolled  area  without  perimeter  security  measures. 
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APPENDIX  I 
ACCESS  CONTROLS 


1.  Access  Controls: 

The  perimeter  entrance  should  be  under  visual  control  at  all  times  during  working  hours  to 
preclude  entry  by  unauthorized  personnel.  This  may  be  accomplished  by  several  methods  (e.g., 
employee  work  station,  guard,  CCTV).  Regardless  of  the  method  used,  an  access  control  system 
shall  be  used  on  the  entrance.  Uncleared  persons  are  to  be  escorted  within  the  facility  by  a  cleared 
person  who  is  familiar  with  the  security  procedures  at  the  facility. 

a.  Automated  Entry  Control  Systems:  An  automated  entry  control  system  may  be  used  to 
control  admittance  during  working  hours  instead  of  visual  control,  if  it  meets  the  AECS  criteria 
stated  below. 

The  automated  entry  control  system  must  identify  an  individual  and  authenticate  the  person’s 
authority  to  enter  the  area  through  the  use  of  an  identification  (ID)  badge  or  card. 

(1)  ID  Badges  or  Key  Cards.  The  ID  badge  or  key  card  must  use  embedded  sensors, 
integrates  circuits,  magnetic  stripes,  or  other  means  of  encoding  data  that  identifies  the  facility 
and  the  individual  to  whom  the  card  is  issued. 

(2)  Personal  Identity  Verification.  Personal  identity  verification  (Biometrics  Devices) 
identifies  the  individual  requesting  access  by  some  unique  personal  characteristic,  such  as: 

(a)  Fingerprinting 

(b)  Hand  Geometry 

(c)  Handwriting 

(d)  Retina  scans 

(e)  Voice  recognition. 

A  biometrics  device  may  be  required  for  access  to  the  most  sensitive  information. 

2.  In  conjunction  with  subparagraph  l.a.(l),  above,  a  personal  identification  number 

(PIN)  may  be  required.  The  PIN  must  be  separately  entered  into  the  system  by  each  individual 
using  a  keypad  device  and  shall  consist  of  four  or  more  digits,  randomly  selected,  with  no  known 
or  logical  association  with  the  individual.  The  PIN  must  be  changed  when  it  is  believed  to  have 
been  compromised  or  subjected  to  compromise. 
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3.  Authentication  of  the  individual's  authorization  to  enter  the  area  must  be  accomplished  within 
the  system  by  inputs  from  the  ID  badge/card,  the  personal  identity  verification  device,  or  the 
keypad  with  an  electronic  database  of  individuals  authorized  to  enter  the  area.  A  procedure  must 
be  established  for  removal  of  the  individual's  authorization  to  enter  the  area  upon  reassignment, 
transfer  or  termination,  or  when  the  individual's  access  is  suspended,  revoked,  or  downgraded  to  a 
level  lower  than  the  required  access  level. 

4.  Protection  must  be  established  and  maintained  for  all  devices  or  equipment  which  constitute  the 
entry  control  system,  the  level  of  protection  may  vary  depending  upon  the  type  of  device  or 
equipment  being  protected. 

a.  Location  where  authorization  data  and  personal  identification  or  verification  data  is  input, 
stored,  or  recorded  must  be  protected. 

b.  Card  readers,  keypads,  communication  or  interface  devices  located  outside  the  entrance  to  a 
controlled  area  shall  have  tamper  resistant  enclosures  and  be  securely  fastened  to  the  wall  or  other 
permanent  structure.  Control  panels  located  within  a  controlled  area  shall  require  only  a  minimal 
degree  of  physical  security  protection  sufficient  to  preclude  unauthorized  access  to  the 
mechanism. 

c.  Keypad  devices  shall  be  designed  or  installed  in  such  a  manner  that  an  unauthorized  person 
in  the  immediate  vicinity  cannot  observe  the  selection  of  input  numbers. 

d.  Systems  that  use  transmission  lines  to  carry  access  authorizations,  personal  identification 
data,  or  verification  data  between  devices  or  equipment  located  outside  the  controlled  area  shall 
have  line  supervision. 

e.  Electric  strikes  used  in  access  control  systems  shall  be  heavy  duty,  industrial  grade. 

5.  Access  to  records  and  information  concerning  encoded  ID  data  and  PINs  shall  be  restricted. 
Access  to  identification  or  authorizing  data,  operating  system  software  or  any  identifying  data 
associated  with  the  entry  control  system  shall  be  limited  to  the  fewest  number  of  personnel  as 
possible.  Such  data  or  software  shall  be  kept  secure  when  unattended. 

6.  Records  shall  be  maintained  reflecting  active  assignment  of  ID  badge/card,  PIN,  level  of 
access,  and  similar  system-related  records.  Records  concerning  personnel  removed  from  the 
system  shall  be  retained  for  90  days.  Records  of  entries  shall  be  retained  for  at  least  90  days  or 
until  investigations  of  system  violations  and  incidents  have  been  investigated,  resolved  and 
recorded. 

7.  Personnel  entering  or  leaving  an  area  shall  be  required  to  secure  the  entrance  or  exit  point 
Authorized  personnel  who  permit  another  individual  to  enter  the  area  are  responsible  for 
confirmation  of  need  to  know  and  access.  The  Heads  of  DoD  Components  may  approve  the  use 
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of  standardized  AECS  which  meet  the  following  criteria: 

a.  For  a  Level  1  key  card  system,  the  AECS  must  provide  a  .95  probability  of  granting  access 
to  an  authorized  user  providing  the  proper  identifying  information  within  three  attempts.  In 
addition,  the  system  must  ensure  an  unauthorized  user  is  granted  access  with  less  than  0.05 
probability  after  three  attempts  to  gain  entry. 

b.  For  a  Level  2  key  card  and  PIN  system,  the  AECS  must  provide  a  0.97  probability  of 
granting  access  to  an  authorized  user  providing  the  proper  identifying  information  within  three 
attempts.  In  addition,  the  system  must  ensure  an  unauthorized  user  is  granted  access  with  less 
than  0.010  probability  after  three  attempts  to  gain  entry  have  been  made. 

c.  For  a  Level  3  key  card  and  PIN  and  biometrics  identifier  system,  the  AECS  must  provide  a 
0.97  probability  of  granting  access  to  an  unauthorized  user  providing  the  proper  identifying 
information  within  three  attempts.  In  addition,  the  system  must  ensure  an  unauthorized  user  is 
granted  access  with  less  than  0 .005  probability  after  three  attempts  to  gain  entry  have  been  made. 

8.  Electric.  Mechanical,  or  Electromechanical  Access  Control  Devices.  Electric,  mechanical,  or 
electromechanical  devices  which  meet  the  criteria  stated  below  may  be  used  to  control  admittance 
to  secure  areas  during  duty  hours  if  the  entrance  is  under  visual  control.  These  devices  are  also 
acceptable  to  control  access  to  compartmented  areas  within  a  secure  area.  Access  control  devices 
must  be  installed  in  the  following  manner: 

a.  The  electronic  control  panel  containing  the  mechanical  mechanism  by  which  the  combination 
is  set  is  to  be  located  inside  the  area  The  control  panel  (located  within  the  area)  will  require  only 
minimal  degree  of  physical  security  designed  to  preclude  unauthorized  access  to  the  mechanism. 

b.  The  control  panel  shall  be  installed  in  such  a  manner,  or  have  a  shielding  device  mounted,  so 
that  an  unauthorized  person  in  the  immediate  vicinity  cannot  observe  the  setting  or  changing  of 
the  combination. 

c.  The  selection  and  setting  of  the  combination  shall  be  accomplished  by  an  individual  cleared 
at  the  same  level  as  the  highest  classified  information  controlled  within. 

d.  Electrical  components,  wiring  included,  or  mechanical  links  (cables,  rods  and  so  on)  should 
be  accessible  only  from  inside  the  area,  or,  if  they  traverse  an  uncontrolled  area,  they  should  be 
secured  within  protecting  covering  to  preclude  surreptitious  manipulation  of  components. 
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